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A B S T R A C T

In 2019, a chaotic image encryption scheme based on a variant of the Hill cipher (VHC-CIES) was proposed
by the Moroccan scholars. VHC-CIES introduces a Hill cipher variant and three improved one-dimensional
chaotic maps to enhance the security. In this paper, we conduct a comprehensive cryptanalysis, and find that
VHC-CIES can resist neither chosen-plaintext attack nor chosen-ciphertext attack due to its inherent flaws.
When it comes to chosen-plaintext attack, firstly, we select a plaintext with the pixel values are all 0 and
its corresponding ciphertext, and then use algebraic analysis to obtain the equivalent key stream for cracking
VHC-CIES. Secondly, we select a plaintext which the pixel values are invariably 1 and obtain its corresponding
ciphertext to obtain some Hill cipher variant parameters of VHC-CIES. Finally, we use the resulting steps of the
first two to recover the original plain image from a given target cipher image. Similarly, a chosen-ciphertext
attack method can also break VHC-CIES. Theoretical analysis and experimental results show that both chosen-
plaintext attack and chosen-ciphertext attack can effectively crack VHC-CIES with data complexity of only 𝑂(2).
For color images of size 256× 256× 3, when our simulation encryption time is 0.3150 s, the time for complete
breaking by chosen-plaintext attack and chosen-ciphertext attack is about 0.6020 s and 0.9643 s, respectively.
To improve its security, some suggestions for further improvement are also given. The cryptanalysis work
in this paper may provide some reference for the security enhancement of chaos-based image cryptosystem
design.
1. Introduction

Nowadays, the rapid progress of network communication tech-
nology is driving a revolutionary and disruptive change in people’s
production and lifestyle (Ding et al., 2023; Gao et al., 2022; Liu,
Sun, Wang et al., 2023). While enjoying the convenience brought by
technological progress, people also face threats in terms of information
theft and privacy leakage (Feng et al., 2021; Lu, Li et al., 2023; Zou
et al., 2022). In view of the challenges that these information security
issues may cause, information security privacy protection technology
has attracted widespread attention (Lai et al., 2023; Teng et al., 2021;
Wu et al., 2023). Due to the characteristics of vivid expression and
interactivity of digital images, the use of digital images for communica-
tion and interaction in the network has become an extremely common
way of communication (Jiang & Ding, 2023; Liu, Sun, He et al., 2023).
However, due to the highly open nature of network sharing, security
problems such as the leakage of sensitive information in digital images
have come to the forefront, making the research and development of
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image information security technology imminent (Hua et al., 2023;
Zhou, Qiu et al., 2023; Zhou, Wang et al., 2023). Therefore, image
encryption technology (Wen & Lin, 2023a; Wen, Lin et al., 2024) has
now become an important research branch in the field of information
and communication security.

In recent years, researchers have combined various theoretical
methods to report various new image encryption technology solutions,
such as chaos theory (Bao et al., 2023; Cao et al., 2022; Zhang et al.,
2021), frequency domain encryption (Liang et al., 2023; Luo et al.,
2023), bit-level coding (Jiang et al., 2020; Lai et al., 2022; Tang
et al., 2023), DNA coding (Chen et al., 2023; Su et al., 2023; Wen
et al., 2023c), compressed sensing (Chai et al., 2023; Wang et al.,
2022; Ye et al., 2023), thumbnail-preserving encryption (Chai et al.,
2022; Zhang, Zhou et al., 2022) and so on Li et al. (2023), Luo et al.
(2022). Among them, chaos theory is the most basic and common
theoretical method. In 1963, Professor Lorenz, an American meteo-
rologist, accidentally discovered the existence of chaos in the study
of atmospheric changes (Lorenz, 1963). The randomness, topological
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transfer and dense periodic points of chaotic systems coincide with
the basic requirements of traditional cryptography. Therefore, image
encryption technology based on chaos theory has gradually developed
into one of the academic research hotspots in recent years (Hraoui
et al., 2019; Yasser et al., 2021; Zheng & Liang, 2020). However, due to
the lack of in-depth security analysis of chaotic image encryption, the
inherent security vulnerabilities in many algorithms have not been fully
explored (Jiang et al., 2023; Liu et al., 2022; Zhang, Chen et al., 2022),
which restricts it from theory to application (Chen et al., 2022; Lu, Xie
et al., 2023; Ma et al., 2020). In summary, the systematic cryptanalysis
of existing chaotic encryption algorithms is extremely necessary, and
it is also an important prerequisite for determining whether a chaotic
cryptosystem can be put into practical application (Wen, Feng et al.,
2024; Wen, Huang et al., 2023; Wen, Lin et al., 2023; Wen, Xie et al.,
2024).

Throughout the international research status, in view of the chal-
lenges brought by data security, researchers have proposed many re-
lated chaotic encryption algorithms (Alawida et al., 2023, 2022; Erkan
et al., 2022). However, many of these algorithms have been broken
by analysts after they were proposed due to various security flaws.
In 2023, Wen and Lin (2023b) performed cryptographic analysis on
an improved color image encryption based on multiple DNA sequence
operations with DNA synthetic image and chaos (Kalpana & Murali,
2015). This cracking method uses differential analysis to break the DNA
base arrangement process, then eliminates the DNA domain encryption,
and finally uses the equivalent key to achieve complete cracking. In
the same year, Wen, Chen et al. (2023) performed a cryptographic
analysis of the color image encryption technique CIEA-IOCM (Pak et al.,
2018), which is based on improved one-dimensional chaotic map and
bit-level operations. Vulnerabilities in the presence of equivalent keys
in the bit-level arrangement and diffusion steps, as well as in the
simplifiable linear transformations, make it completely crackable by a
choice of plaintext attack methods. In summary, with the development
of chaotic cryptography, the existing chaotic cryptographic design level
is constantly improving and the difficulty of analyzing and deciphering
chaotic cryptographic algorithms is also increasing. However, there are
still some chaotic encryption algorithms that are insufficient in secu-
rity performance and difficult to resist common cryptography attack
methods.

In 2019, a chaotic image encryption scheme based on a variant
of the Hill cipher (VHC-CIES) was proposed (Essaid et al., 2019).
VHC-CIES introduces a Hill cipher variant and three improved one-
dimensional chaotic maps to enhance the security. However, from the
perspective of cryptographic analysis, it can be found that several
security defects in VHC-CIES are as follows:

• The key used for encryption is independent of the plain image:
In VHC-CIES, the secret keys required for its encryption are
(𝑥0, 𝑦0, 𝑧0, 𝜇, 𝑟1, 𝑟2). However, the pseudo-random number seque-
nces (PRNS) generated by these keys have nothing to do with the
plain image. In other words, when the key is fixed, the chaotic
pseudo-random number sequences used for encryption remain
unchanged for different plain images of the same size. Thus, these
sequences can be regarded as equivalent keys.

• The parameters of the variant Hill cipher are easy to determine:
In Eqs. (6) and (10), ℎ11, ℎ−111 and ℎ21 can be considered as static
unknowns. Based on the chosen-plaintext attack, the attackers
can determine these unknowns by selecting some specific plain
images and obtaining their cipher images. And we only need to
know the first two encrypted pixel values to solve ℎ11, ℎ−111 and
ℎ21.

• The key streams can be determined because of the paradigm of
the encryption equations:
Based on the chosen-plaintext attack, under the premise of ob-
taining ℎ11, ℎ−111 and ℎ21, the ciphertext pixels are composed of
2

two separate parts: the plaintext pixels stream and the key stream.
Therefore, the attackers can construct some special plain images
to cancel the plaintext pixel stream in the ciphertext pixels, and
obtain its corresponding cipher image to solve the key stream.

Based on the above, we conduct a comprehensive cryptanalysis,
and find that VHC-CIES can resist neither chosen-plaintext attack nor
chosen-ciphertext attack due to its inherent flaws. When it comes to
chosen-plaintext attack, firstly, we select a plaintext with the pixel
values are all 0 and its corresponding ciphertext, and then use algebraic
analysis to obtain the equivalent key stream for cracking VHC-CIES.
Secondly, we select a plaintext which the pixel values are invariably
1 and obtain its corresponding ciphertext to obtain some Hill cipher
variant parameters of VHC-CIES. Finally, we use the resulting steps of
the first two to recover the original plain image from a given target
cipher image. Similarly, a chosen-ciphertext attack method can also
break VHC-CIES. Theoretical analysis and experimental results show
that both chosen-plaintext attack and chosen-ciphertext attack can
effectively break VHC-CIES.

The rest of the paper is organized as follows: Section 2 briefly
introduces the VHC-CIES; Section 3 gives the cryptanalysis of VHC-
CIES; Section 4 gives the experimental simulation results; Section 5
presents suggestions for improvement of VHC-CIES; Section 6 concludes
the paper.

2. Encryption and decryption method proposed by VHC-CIES

This section presents three chaotic maps and a variant Hill ci-
pher used in VHC-CIES, and then the specific steps of VHC-CIES are
introduced.

2.1. Three chaotic maps

In VHC-CIES, three one-dimensional chaotic maps are adopted. The
details are as follows:

• The Enhanced Logistics Map (ELM) is mathematically modeled
by:

𝑥𝑛+1 = mod(𝜇𝑥𝑛(1 − 𝑥𝑛) × 𝐺(𝑘), 1) (1)

where 𝑥 is the state variable, 𝜇 ∈ (0, 4) is the control parameter,
mod represents modulo operation, 𝐺(𝑘) is an adjustment function
and 𝑘 = 6.

• The Enhanced Chebyshev Map (ECM) is defined as:

𝑦𝑛+1 = mod(𝑐𝑜𝑠(𝑟1𝑎𝑟𝑐𝑜𝑠(𝑦𝑛)) × 𝐺(𝑘), 1) (2)

where 𝑦 is the state variable and 𝑟1 ∈ 𝑁 is the control parameter.
• The Enhanced Sine Map (ESM) is defined as:

𝑧𝑛+1 = mod(𝑟2𝑠𝑖𝑛(𝜋𝑧𝑛) × 𝐺(𝑘), 1) (3)

where 𝑧 is the state variable and 𝑟2 ∈ (0, 1) is the control
parameter.

2.2. A variant Hill cipher

Hill cipher is a polyalphabetic cryptosystem coined in 1929 by
Lester S. Hill, and its basic idea is to take linear combinations on
matrices (Ghazanfaripour & Broumandnia, 2020). For example, given
a Hill encryption matrix 𝐻 of size 2 × 2, the encryption process is
described herein as:
(

𝑦1, 𝑦3,… , 𝑦𝑛−1
𝑦2, 𝑦4,… , 𝑦𝑛

)

=
((

ℎ11 ℎ12
ℎ21 ℎ22

)(

𝑥1, 𝑥3,… , 𝑥𝑛−1
𝑥2, 𝑥4,… , 𝑥𝑛

))

mod 26

(4)

where 𝑥 = (𝑥1, 𝑥2,… , 𝑥𝑛) is a plaintext sequence, 𝑦 = (𝑦1, 𝑦2,… , 𝑦𝑛) is

the corresponding ciphertext sequence and 𝑥, 𝑦,𝐻 ∈ Z26. Using matrix
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notation: 𝑦 = 𝐻𝑥. Correspondingly, its decryption form is expressed as
𝑥 = 𝐻−1𝑦, where 𝐻−1 is a Hill decryption matrix. Here, 𝐻𝐻−1 = 𝐼
holds, where 𝐼 is the identity matrix of size 2 × 2.

A variant Hill cipher is used in Essaid et al. (2019). Unlike the clas-
sical one, the variant form has two differences: Firstly, the transform
domain is Z256 instead of Z26; Secondly, only the first element of the
onstruction of the Hill cipher matrix needs to be reversible, rather than
he entire matrix’s elements are reversible.

.3. Description of VHC-CIES

The main contents of the encryption and decryption process of VHC-
IES are briefly introduced as follows. For more details, please refer
o Essaid et al. (2019).

• The Secret Key:
The secret keys of VHC-CIES consist of (𝑥0, 𝑦0, 𝑧0, 𝜇, 𝑟1, 𝑟2), in
which (𝑥0, 𝑦0, 𝑧0) are the initial values and (𝜇, 𝑟1, 𝑟2) are the pa-
rameters of three chaotic maps, given in Eqs. (1)–(3), respec-
tively. The keys are used to generate the pseudo-random number
sequences (PRNS) for encryption.

• Encryption of VHC-CIES:

– Initialization:
For a gray image of size 𝐻 ×𝑊 (height × width), the total
number of pixels is 𝐿 = 𝐻 × 𝑊 . Accordingly, three PRNS
are generated by iterating Eqs. (1)–(3)𝐿 times respectively,
given as:

⎧

⎪

⎨

⎪

⎩

𝐾1(𝑖) = mod(𝑓𝑙𝑜𝑜𝑟(𝑥(𝑖) × 106), 256)
𝐾2(𝑖) = mod(𝑓𝑙𝑜𝑜𝑟(𝑦(𝑖) × 106), 256)
𝐾3(𝑖) = mod(𝑓𝑙𝑜𝑜𝑟(𝑧(𝑖) × 106), 256)

(5)

where 𝑖 = 1 ∼ 𝐿, 𝑓𝑙𝑜𝑜𝑟 is the function that takes an integer.
In addition, a secret Hill matrix of size 2 × 2 is obtained
from ELM. Exactly, the four parameters of the matrix are
ℎ11, ℎ12, ℎ21, ℎ22. Note that the parameter ℎ11 is invertible in
the ring Z∕256Z.

– Stage 1. Encrypt the first pixel:
The first pixel value of cipher image 𝐶(1) is obtained as:
(

𝐶(1)
𝑇 (1)

)

=
((

ℎ11 ℎ12
ℎ21 ℎ22

)(

𝑃 (1)
𝐾1(1)

)

+
(

𝐾2(1)
𝐾3(1)

))

mod 256 (6)

where 𝑃 (1) is the first pixel value of the plain image, and
𝑇 (1) is a temporary value for randomizing the adjacent
pixel. Then, the second randomized pixel 𝑆(2) is achieved,
defined as:

𝑆(2) = (𝑇 (1) + 𝑃 (2)) mod 256 (7)

where 𝑃 (2) is the second pixel value of the plain image.
– Stage 2. The generation of the other cipher pixels:

The other pixel values of cipher image 𝐶(𝑖) are obtained as:
(

𝐶(𝑖)
𝑇 (𝑖)

)

=
((

ℎ11 ℎ12
ℎ21 ℎ22

)(

𝑆(𝑖)
𝐾1(𝑖)

)

+
(

𝐾2(𝑖)
𝐾3(𝑖)

))

mod 256 (8)

and

𝑆(𝑖) = (𝑇 (𝑖 − 1) + 𝑃 (𝑖)) mod 256 (9)

where 𝑖 = 2 ∼ 𝐿 and 𝑇 (𝑖) is a temporary value for
randomizing the (𝑖 + 1)-th pixel.

• Decryption of VHC-CIES:
Decryption is the inverse process of encryption. It can be intro-
duced briefly below:
3

– Initialization:
Like encryption, generate 𝐾1(𝑖), 𝐾2(𝑖), 𝐾3(𝑖) for 𝑖 = 1 ∼ 𝐿
and ℎ11, ℎ12, ℎ21, ℎ22 in the same way. Then, get the reverse
of ℎ11 in the ring Z∕256Z, namely ℎ−111 .

– Stage 1. Decryption of the first pixel:
The first pixel value of cipher image 𝐶(1) is decrypted as:

𝑃 (1) =
(

ℎ−111
(

𝐶(1) − ℎ12𝐾1(1) −𝐾2(1)
))

mod 256 (10)

where 𝑃 (1) is the first pixel value of the decrypted plain
image. Then it can be defined as:

𝑡𝑚𝑝(1) =
(

ℎ21ℎ
−1
11

(

𝐶(1) − ℎ12𝐾1(1) −𝐾2(1)
)

+ ℎ22𝐾1(1) +𝐾3(1)
)

mod 256

(11)

where, 𝑡𝑚𝑝(1) is a temporary variable, it will be calculated
at each iteration, and then use it to decrypt the next pixel.

– Stage 2. Decryption of the other pixels:
The other pixels of the plain image 𝑃 (𝑖) are recovered by:

{

𝑃 (𝑖) =
(

ℎ−1
11

(

𝐶(𝑖) − ℎ12𝐾1(𝑖) −𝐾2(𝑖)
)

− 𝑡𝑚𝑝(𝑖 − 1)
)

mod 256
𝑡𝑚𝑝(𝑖) =

(

ℎ21ℎ−1
11

(

𝐶(𝑖) − ℎ12𝐾1(𝑖) −𝐾2(𝑖)
)

+ ℎ22𝐾1(𝑖) +𝐾3(𝑖)
)

mod 256

(12)

where 𝑖 = 2 ∼ 𝐿.

3. Cryptanalysis

This section first introduces the algebraic analysis of the VHC-CIES
encryption process, and then proposes a method of chosen-plaintext at-
tack to decipher the VHC-CIES encryption process. Then, the algebraic
analysis of the decryption process of VHC-CIES is introduced. Finally, a
method of chosen-ciphertext attack is proposed to decipher the process
of VHC-CIES.

Modern cryptology is divided into cryptography and cryptanalysis.
The purpose of cryptography is to propose algorithms that can resist
attacks by third parties or unauthorized eavesdroppers, so that the
information hidden in the process of transmission and reception will
not be leaked. Even if it is leaked, the complexity of its encoding
algorithm makes it difficult for many attackers to analyze. The idea
of cryptanalysis is the opposite, mainly used to analyze and decipher
encrypted information.

In cryptography, Kerckhoffs’s principle is widely accepted, which
emphasizes that the security of a cryptosystem depends on the key
rather than the encryption scheme. Therefore, in cryptanalysis, an
attacker can be considered to have temporary access to the encryp-
tion/decryption machine with the ultimate aim of obtaining the equiva-
lent key. Under the Kerckhoffs’s principle, four common attack methods
are briefly described below:

• Ciphertext-only attack: The attacker only intercepts one or several
ciphertexts encrypted with the same key, analyzing them to find
the plaintext or the key;

• Known-plaintext attack: The attacker has partial plaintext and
its corresponding ciphertext, analyzing them to find the key or
encryption algorithm;

• Chosen-plaintext attack: The attacker can arbitrarily select the
plaintext and obtain its corresponding ciphertext, analyzing them
to find the key;

• Chosen-ciphertext attack: Based on chosen-plaintext attack, the
attacker can arbitrarily select the ciphertext and obtain its corre-
sponding plaintext, analyzing them to find the key.

A well-performing cryptosystem is required to be able to resist at
least these four attack methods, and if this criterion is not achieved,
this system is considered insecure.
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Fig. 1. Overall flowchart of cryptanalysis on VHC-CIES under chosen-plaintext attack.
3.1. Algebraic analysis of VHC-CIES based on chosen-plaintext attack
method

Observing Eqs. (6) and (8), it can be seen that the operation of
its diffusion part is a modular addition, which involves neither lin-
ear transformation nor complex diffusion mechanism. Therefore, the
algorithm is insensitive to plain images and has security flaws. A basic
property of the modular addition operation is described below.

Property 1. For any positive integer 𝑎, 𝑏 and 𝑚, it can be defined as
(𝑎 + 𝑏) mod 𝑚 = (𝑎 mod 𝑚 + 𝑏 mod 𝑚) mod 𝑚.

In order to better analyze the encryption process, we first use deductive
method to expand the encryption equation. Firstly, following Eq. (6), it can
be defined as:
{

𝐶(1) = (ℎ11𝑃 (1) + ℎ12𝐾1(1) +𝐾2(1)) mod 256
𝑇 (1) = (ℎ21𝑃 (1) + ℎ22𝐾1(1) +𝐾3(1)) mod 256

(13)

Then, Eq. (8) becomes:
{

𝐶(𝑖) = (ℎ11𝑆(𝑖) + ℎ12𝐾1(𝑖) +𝐾2(𝑖)) mod 256
𝑇 (𝑖) = (ℎ21𝑆(𝑖) + ℎ22𝐾1(𝑖) +𝐾3(𝑖)) mod 256

(14)

where 𝑖 = 2 ∼ 𝐿, and 𝑆(𝑖) = (𝑇 (𝑖 − 1) + 𝑃 (𝑖)) mod 256.
To simplify the equations, the method of substitution is adopted. Let

𝑋1(𝑖) and 𝑋2(𝑖) be ℎ12𝐾1(𝑖)+𝐾2(𝑖) and ℎ22𝐾1(𝑖)+𝐾3(𝑖) respectively, where
𝑖 = 1 ∼ 𝐿. Thus, Eqs. (13) and (14) become:
{

𝐶(1) = (ℎ11𝑃 (1) +𝑋1(1)) mod 256
𝑇 (1) = (ℎ21𝑃 (1) +𝑋2(1)) mod 256

(15)

{

𝐶(𝑖) =
(

ℎ11 (𝑇 (𝑖 − 1) + 𝑃 (𝑖)) +𝑋1(𝑖)
)

mod 256
𝑇 (𝑖) =

(

ℎ21 (𝑇 (𝑖 − 1) + 𝑃 (𝑖)) +𝑋2(𝑖)
)

mod 256
(16)

where 𝑖 = 2 ∼ 𝐿.
When 𝑖 = 2, substituting 𝑇 (1) in Eq. (15) into Eq. (16), one further gets:

𝐶(2) = (ℎ11𝑆(2) +𝑋1(2)) mod 256

=
(

ℎ11 (𝑇 (1) + 𝑃 (2)) +𝑋1(2)
)

mod 256

=
(

ℎ11
(

ℎ21𝑃 (1) +𝑋2(1) + 𝑃 (2)
)

+𝑋1(2)
)

mod 256

= (ℎ11(ℎ21𝑃 (1) + 𝑃 (2)) + ℎ11𝑋2(1) +𝑋1(2)) mod 256

and

𝑇 (2) = (ℎ21𝑆(2) +𝑋2(2)) mod 256

= (ℎ21(𝑇 (1) + 𝑃 (2)) +𝑋2(2)) mod 256

= (ℎ21(ℎ21(𝑃 (1) +𝑋2(1)) + 𝑃 (2)) +𝑋2(2)) mod 256
4

= (ℎ21(ℎ21𝑃 (1) + 𝑃 (2)) + ℎ21𝑋2(1) +𝑋2(2)) mod 256
Similarly, when 𝑖 = 3, one gets:

𝐶(3) = (ℎ11𝑆(3) +𝑋1(3)) mod 256

= (ℎ11(𝑇 (2) + 𝑃 (3)) +𝑋1(3)) mod 256

= (ℎ11(ℎ21(ℎ21𝑃 (1) + 𝑃 (2))

+ 𝑃 (3)) + ℎ11(ℎ21𝑋2(1) +𝑋2(2)) +𝑋1(3)) mod 256
𝑇 (3) = (ℎ21𝑆(3) +𝑋2(3)) mod 256

=
(

ℎ21 (𝑇 (2) + 𝑃 (3)) +𝑋2(3)
)

mod 256

=
(

ℎ21
(

ℎ21
(

ℎ21𝑃 (1) + 𝑃 (2)
)

+ 𝑃 (3)
)

+ℎ21
(

ℎ21𝑋2(1) +𝑋2(2)
)

+𝑋1(3)
)

mod 256

Observing these above equations, one can see that each ciphertext pixel
value is an algebraic result for some plaintext pixel streams and key streams.
More importantly, the two parts, plaintext pixel stream and key stream, can
be separated independently. Thus, the encryption process can be defined as:

𝐶(𝑖) = (𝐹𝑃 (𝑖) + 𝐹𝑋 (𝑖)) mod 256 (17)

where 𝑖 = 1 ∼ 𝐿, 𝐹𝑃 (𝑖) and 𝐹𝑋 (𝑖) represent the algebraic results of the
plaintext pixel stream and the key stream, respectively. Here, 𝐹𝑃 (𝑖), 𝐹𝑋 (𝑖) ∈
Z256. Therefore, the basic assumptions based on cryptanalysis and the
algorithm are exposed, the functions 𝐹𝑃 (⋅) and 𝐹𝑋 (⋅) are known as the
adversary because the algorithm is public under Kerckhoffs’s principle. This
also provides an important prerequisite for our cryptanalysis.

3.2. Breaking VHC-CIES by chosen-plaintext attack

In this section, we will introduce the process of breaking VHC-CIES
with chosen-plaintext attack. By selecting some special plain images
and obtaining their corresponding cipher images, we can evaluate the
equivalent key of VHC-CIES.

In the case of chosen-plaintext attack, when 𝑖 = 1 ∼ 𝐿, only ℎ11,
ℎ21 and 𝐹𝑋 (𝑖) are unknown in Eq. (17). Supposing that the unknowns
can be determined, we can recover the original plain images from
their corresponding cipher images. Therefore, the goal is to find the
unknowns ℎ11, ℎ21, and 𝐹𝑋 (𝑖) for 𝑖 = 1 ∼ 𝐿, which are also equivalent
keys. The block diagram of its cryptanalysis is shown in Fig. 1. It is
mainly divided into three steps. The steps to decipher VHC-CIES in
detail are as follows:

• Step 1. Get 𝐹𝑋 (𝑖) for 𝑖 = 1 ∼ 𝐿 with the all-zero plain image and
its corresponding cipher image:
Under the condition of choosing the all-zero plain image 𝐼0 and
its corresponding cipher image 𝐶0, since all the pixel values of
plain image are 0, the Eq. (17) becomes:

𝐶0(𝑖) = (𝐹 (𝑖)) mod 256 (18)
𝑋
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Fig. 2. Overall flowchart of cryptanalysis on VHC-CIES under chosen-ciphertext attack.
Here, although the cipher image 𝐶0 seems to be very complicated,
it is actually the composite operation result of 𝐾1(𝑖), 𝐾2(𝑖), 𝐾3(𝑖)
for 𝑖 = 1 ∼ 𝐿 and ℎ11, ℎ12, ℎ21, ℎ22. For the subsequent solution,
two equations are defined as:

𝐶0(1) = 𝑋1(1) mod 256

and

𝐶0(2) = (ℎ11𝑋2(1) +𝑋1(2)) mod 256

• Step 2. Obtain the parameters ℎ11 and ℎ21 with another chosen
plain image and cipher image:
To determine ℎ11 and ℎ21, another plain image in which the pixel
values are all 1 is required. Firstly, by the plain image 𝑃 1 and
the corresponding cipher image 𝐶1, owing to 𝑃 1(1) = 1, it can be
defined as:

𝐶1(1) = (ℎ11𝑃 1(1) + 𝐶0(1)) mod 256

Hence, ℎ11 can be solved by:

ℎ11 = (𝐶1(1) − 𝐶0(1)) mod 256

Secondly, since 𝑃 1(2) = 1 and 𝑇 1(1) = (ℎ21+𝑋2(1)) mod 256, it can
be defined as:
𝐶1(2) = (ℎ11(𝑇 1(1) + 𝑃 1(2)) +𝑋1(2)) mod 256

= (ℎ11(ℎ21 +𝑋2(1) + 1) +𝑋1(2)) mod 256

= (ℎ11ℎ21 + ℎ11 + ℎ11𝑋2(1) +𝑋1(2)) mod 256

= (ℎ11ℎ21 + ℎ11 + 𝐶0(2)) mod 256

Thus, ℎ21 can be determined because ℎ11 is known.
• Step 3. Recover plain images by using the equivalent keys:

With Algorithm 1, the attackers can only use the equivalent keys
(𝐹𝑋 (𝑖), ℎ11, ℎ21) obtained in Step 1 and Step 2 of the cryptanalysis
to restore any given cipher image 𝐶 to the corresponding original
plain image 𝑃 without knowing the key parameters.

To sum up, according to the chosen-plaintext attack method, only
two special plain images and their corresponding cipher images are
needed to decipher the original algorithm. It is worth pointing out that
the above analysis is a gray image of size 𝐻×𝑊 . For RGB color images
of the same size, the method of analyzing and deciphering is similar,
and the number of chosen plain images required is also 2. Therefore,
the total data complexity for the attack method is 𝑂(2).

3.3. Algebraic analysis of VHC-CIES based on chosen-ciphertext attack
method

Based on the above alternative method of chosen-plaintext attack,
to simplify the equations, let 𝑋 (𝑖) and 𝑋 (𝑖) be ℎ 𝐾 (𝑖) + 𝐾 (𝑖) and
5

1 2 12 1 2
Algorithm 1: Recovering plain images by using the equivalent
keys under CPA.

Input: A given cipher image 𝐶, and the equivalent keys:
ℎ11, ℎ21 and 𝐶0(𝑖) = 𝐹𝑋 (𝑖) for 𝑖 = 1 ∼ 𝐿

Output: Recovered plain image 𝑃
1 𝑃 (1) ← (ℎ−111 (𝐶(1) − 𝐶0(1))) mod 256;
2 𝑀(1) ← 𝑃 (1);
3 for 𝑖 ← 2 to 𝐿 do
4 𝑀(𝑖) ← (ℎ−111 (𝐶(𝑖) − 𝐶0(𝑖))) mod 256;
5 𝑃 (𝑖) ← (𝑀(𝑖) − ℎ21𝑀(𝑖 − 1)) mod 256;
6 end
7 return 𝑃 (𝑖) for 𝑖 = 1 ∼ 𝐿

ℎ22𝐾1(𝑖)+𝐾3(𝑖), respectively, where 𝑖 = 1 ∼ 𝐿. Therefore, Eqs. (10) and
(11) become:
{

𝑃 (1) =
(

ℎ−111
(

𝐶(1) −𝑋1(1)
))

mod 256
𝑡𝑚𝑝(1) =

(

ℎ21ℎ−111
(

𝐶(1) −𝑋1(1)
)

+𝑋2(1)
)

mod 256
(19)

Then, Eq. (12) becomes:
{

𝑃 (𝑖) =
(

ℎ−111
(

𝐶(𝑖) −𝑋1(𝑖)
)

− 𝑡𝑚𝑝(𝑖 − 1)
)

mod 256
𝑡𝑚𝑝(𝑖) =

(

ℎ21ℎ−111
(

𝐶(𝑖) −𝑋1(𝑖)
)

+𝑋2(𝑖)
)

mod 256
(20)

where 𝑖 = 1 ∼ 𝐿.
When 𝑖 = 2, Eq. (12) becomes:

𝑃 (2) =
(

ℎ−111
(

𝐶(2) −𝑋1(2)
)

− 𝑡𝑚𝑝(1)
)

mod 256

=
(

ℎ−111
(

𝐶(2) −𝑋1(2)
)

− (ℎ21ℎ−111
(

𝐶(1) −𝑋1(1)
)

+𝑋2(1))
)

mod 256

= (ℎ−111 (𝐶(2) − ℎ21𝐶(1)) − ℎ−111𝑋1(2) + ℎ21ℎ
−1
11𝑋1(1) −𝑋2(1)) mod 256

and
𝑡𝑚𝑝(2) =

(

ℎ21ℎ
−1
11

(

𝐶(2) −𝑋1(2)
)

+𝑋2(2)
)

mod 256

=
(

ℎ21ℎ
−1
11 𝐶(2) − ℎ21ℎ

−1
11𝑋1(2) +𝑋2(2)

)

mod 256

Similarly, when 𝑖 = 3, we can get:

𝑃 (3) =
(

ℎ−1
11

(

𝐶(3) −𝑋1(3)
)

− 𝑡𝑚𝑝(2)
)

mod 256

=
(

ℎ−1
11

(

𝐶(3) −𝑋1(3)
)

− (ℎ21ℎ
−1
11𝐶(2) − ℎ21ℎ

−1
11𝑋1(2) +𝑋2(2))

)

mod 256

= ((ℎ−1
11𝐶(3) − ℎ21ℎ

−1
11𝐶(2)) − ℎ−1

11𝑋1(3) + ℎ21ℎ
−1
11𝑋1(2) −𝑋2(2)) mod 256

𝑡𝑚𝑝(3) =
(

ℎ21ℎ
−1
11

(

𝐶(3) −𝑋1(3)
)

+𝑋2(3)
)

mod 256

= (ℎ21ℎ−111 𝐶(3) − ℎ21ℎ
−1
11𝑋1(3) +𝑋2(3)) mod 256

Looking at the above equations, it can be seen that each plaintext
pixel value is the algebraic result of some ciphertext pixel streams and
key streams. More importantly, the two parts of the ciphertext pixel
stream and the key stream can be separated independently. Therefore,
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we can express the decryption process as:

𝑃 (𝑖) = (𝐹𝐶 (𝑖) + 𝐹 ′
𝑋 (𝑖)) mod 256 (21)

where 𝑖 = 1 ∼ 𝐿, 𝐹𝐶 (𝑖) and 𝐹 ′
𝑋 (𝑖) represent the algebraic results

f the cipher image stream and the key stream, respectively. Here,
𝐶 (𝑖), 𝐹 ′

𝑋 (𝑖) ∈ Z256. Therefore, the attacker’s function operation on 𝐹𝐶 (⋅)
and 𝐹 ′

𝑋 (⋅) is known, which provides an important prerequisite for our
cryptography.

3.4. Breaking VHC-CIES by chosen-ciphertext attack

In this section, the method of breaking VHC-CIES based on chosen-
ciphertext attack will be described.

In the case of chosen-ciphertext attack, when 𝑖 = 1 ∼ 𝐿, only ℎ−111 ,
ℎ21 and 𝐹 ′

𝑋 (𝑖) are unknown in Eq. (21). We can recover the original
plain image from the corresponding cipher image, if the unknowns can
be determined. Therefore, the goal is to find the unknowns ℎ−111 , ℎ21
and 𝐹 ′

𝑋 (𝑖) when 𝑖 = 1 ∼ 𝐿, which are also equivalent keys. The block
diagram of its cryptanalysis is shown in Fig. 2, which is mainly divided
into three steps. The steps to decipher VHC-CIES in detail are as follows:

• Step 1. Select the cipher image whose pixel values are all-zero and
obtain the corresponding plain image to obtain 𝐹 ′

𝑋 (𝑖) for 𝑖=1 ∼ 𝐿:

𝑃 0
𝐶𝐶𝐴(𝑖) = (𝐹 ′

𝑋 (𝑖)) mod 256 (22)

Here, although the plain image 𝑃 0
𝐶𝐶𝐴 looks very complicated,

it is actually known that 𝑖 = 1 ∼ 𝐿 and ℎ11, ℎ12, ℎ21, ℎ22 for
𝐾1(𝑖), 𝐾2(𝑖), 𝐾3(𝑖) composite operation result. For the subsequent
solution, two equations are given as follows:

𝑃 0
𝐶𝐶𝐴(1) = (−ℎ−111𝑋1(1)) mod 256

and

𝑃 0
𝐶𝐶𝐴(2) = (−ℎ−111𝑋1(2) + ℎ21ℎ

−1
11𝑋1(1) −𝑋2(1)) mod 256

• Step 2. Select the cipher image whose pixel values are all-one and
obtain the corresponding plain image to obtain parameters ℎ−111
and ℎ21:
To determine ℎ−111 and ℎ21, another cipher image with pixel val-
ues of 1 is needed. Firstly, choose the image 𝐶1

𝐶𝐶𝐴 and the
corresponding plain image 𝑃 1

𝐶𝐶𝐴, since 𝐶1
𝐶𝐶𝐴 = 1, we get:

𝑃 1
𝐶𝐶𝐴(1) = (ℎ−111 − ℎ−111𝑋1(1)) mod 256

Therefore, ℎ11 can pass through:

ℎ−111 = (𝑃 1
𝐶𝐶𝐴(1) − 𝑃 0

𝐶𝐶𝐴(1)) mod 256

Secondly, since 𝐶1
𝐶𝐶𝐴(1) = 1, 𝐶1

𝐶𝐶𝐴(2) = 1, we get:

𝑃 1
𝐶𝐶𝐴(2) = (ℎ−111 (𝐶

1
𝐶𝐶𝐴(2) − ℎ21𝐶

1
𝐶𝐶𝐴(1)) − ℎ−111𝑋1(2)

+ ℎ21ℎ
−1
11𝑋1(1) −𝑋2(1)) mod 256

= (ℎ−111 − ℎ−111 ℎ21 − ℎ−111𝑋1(2) + ℎ21ℎ
−1
11𝑋1(1) −𝑋2(1)) mod 256

= (ℎ−111 − ℎ−111 ℎ21 + 𝑃 0
𝐶𝐶𝐴(2)) mod 256

Therefore, ℎ21 can be determined, which can be given by the
following formula:

ℎ21 = (−ℎ11(𝑃 1
𝐶𝐴𝐴(2) − 𝑃 0

𝐶𝐴𝐴(2) − ℎ−111 )) mod 256

• Step 3. Recover plain images by using the equivalent keys 𝐹 ′
𝑋 (𝑖),

ℎ11−1 and ℎ21:
With Algorithm 2, the attackers can only use the equivalent keys
(𝐹 ′

𝑋 (𝑖), ℎ11
−1, ℎ21) obtained in Step 1 and Step 2 of the cryptanaly-

sis to restore any given cipher image to the corresponding original
plain image without knowing the key parameters.
6

Algorithm 2: Recovering plain images by using the equivalent
keys under CCA.

Input: A given cipher image 𝐶, and the equivalent keys:
ℎ−111 , ℎ21 and 𝑃 0

𝐶𝐶𝐴(𝑖) = 𝐹 ′
𝑋 (𝑖) for 𝑖 = 1 ∼ 𝐿

Output: Recovered plain image 𝑃
1 𝑃 (1) ← (ℎ−111𝐶(1) + 𝑃 0

𝐶𝐶𝐴(1)) mod 256;
2 𝑀 ′(1) ← ℎ−111 ℎ21𝐶(1);
3 for 𝑖 ← 2 to 𝐿 do
4 𝑀 ′(𝑖) ← (ℎ−111 ℎ21𝐶(𝑖)) mod 256;
5 𝑃 (𝑖) ← (ℎ−111 𝐶(𝑖) −𝑀 ′(𝑖 − 1) + 𝑃 0

𝐶𝐶𝐴(𝑖)) mod 256;
6 end
7 return 𝑃 (𝑖) for 𝑖 = 1 ∼ 𝐿

To sum up, according to the chosen-ciphertext attack method, only
two special cipher images and their corresponding plain images are
needed to decipher the original algorithm. It is worth pointing out that
the above analysis is a gray image of size 𝐻×𝑊 . For RGB color images
with the same size, the method of analyzing and deciphering is similar,
and the number of chosen cipher images required is also 2. Therefore,
he total data complexity for the attack method is 𝑂(2).

4. Experimental simulation and verification

4.1. Experimental simulation of chosen-plaintext attack method

To verify the effectiveness of the attack method, some experiments
are carried out. The key parameters selected in the experiment are
exactly the same as the Essaid et al. (2019). Specifically, the six
secret keys are: 𝑥0 = 0.75147854321781, 𝑦0 = 0.92791237172793, 𝑧0 =
0.61247892775319, 𝜇=3.98745632101279, 𝑟1=0.14785214785423 and 𝑟2=
0.61247892775319. The experimental results are shown in Table 1 and
Fig. 9. It can be seen that this attack method can effectively decipher
VHC-CIES.

• Case 1 Break VHC-CIES using images of size 2 × 2 × 3:
Firstly, according to Step 1 in Section 3.2, select the plain image
𝐼0 shown in Fig. 3(a) whose pixel value is zero and obtain
the corresponding cipher image 𝐶0 as shown in Fig. 3(c). Their
corresponding histograms are shown in Fig. 3(b) and Fig. 3(d) re-
spectively. At the same time, their corresponding RGB numerical
matrix are:

𝑰𝑹0=
[

0 0
0 0

]

; 𝑰𝑮0=
[

0 0
0 0

]

; 𝑰𝑩0=
[

0 0
0 0

]

𝑪𝑹0=
[

206 76
35 133

]

;𝑪𝑮0=
[

22 156
26 77

]

;𝑪𝑩0=
[

113 178
19 54

]

Secondly, according to Step 2 in Section 3.2, select the plain
image 𝐼1 shown in Fig. 4(a) whose pixel value is all one, and
obtain the corresponding cipher image 𝐶1 shown in Fig. 4(c).
Their matrix values are:

𝑰𝑹1=
[

1 1
1 1

]

; 𝑰𝑮1=
[

1 1
1 1

]

; 𝑰𝑩1=
[

1 1
1 1

]

𝑪𝑹1=
[

69 13
216 186

]

;𝑪𝑮1=
[

147 129
79 130

]

;𝑪𝑩1=
[

198 167
72 107

]

Then, we got ℎ11 = 119 and ℎ21 = 134.
Finally, based on Algorithm 1, use the equivalent keys to recover
the plain image 𝐼 shown in Fig. 5(c) from the cipher image 𝐶
shown in Fig. 5(a).

• Case 2 Break VHC-CIES with ‘‘Lenna’’ of size 256 × 256 × 3:
Firstly, according to Step 1 of Section 3.2, select the all zero plain
image 𝐼0 shown in Fig. 6(a) and temporarily use the encryption
machine of VHC-CIES, and then obtain the corresponding cipher
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Table 1
The time required to break VHC-CIES with the chosen-plaintext attack method (unit: seconds).

Image Type Size Encryption time Breaking time Data complexity

Fig. 5(c) RGB Image 2 × 2 × 3 0.0094 0.0122 𝑂(2)
Fig. 8(c) RGB Image 256 × 256 × 3 0.3150 0.6020 𝑂(2)
Fig. 9(b) RGB Image 374 × 500 × 3 1.3917 1.6804 𝑂(2)
Fig. 9(d) RGB Image 424 × 640 × 3 1.1435 2.2627 𝑂(2)
Fig. 9(f) RGB Image 1192 × 690 × 3 3.3734 7.1176 𝑂(2)
Fig. 3. The all-zero chosen image 𝐼0 and its corresponding cipher image 𝐶0 of size 2 × 2 × 3: (a) 𝐼0; (b) Histogram of 𝐼0; (c) 𝐶0; (d) Histogram of 𝐶0.
Fig. 4. The all-one chosen image and its corresponding cipher image 𝐶1 of size 2 × 2 × 3: (a) 𝐼1; (b) Histogram of 𝐼1; (c) 𝐶1; (d) Histogram of 𝐶1.
Fig. 5. A target cipher image, original plain image and their histograms of size 2 × 2 × 3: (a) A target cipher image 𝐶; (b) Histogram of 𝐶; (c) Its plain image 𝐼 ; (d) Histogram
of 𝐼 .
Fig. 6. The all-zero chosen plain image 𝐼0 and its corresponding cipher image of size 256 × 256 × 3: (a) 𝐼0; (b) Histogram of 𝐼0; (c) 𝐶0; (d) Histogram of 𝐶0.
image 𝐶0 shown in Fig. 6(c). Their corresponding histograms are
shown in Figs. 6(b) and 6(d).
Secondly, according to Step 2 in Section 3.3, select the plain
image 𝐼1 shown in Fig. 7(a) whose pixel value is all one, and
obtain the corresponding cipher image 𝐶1 shown in Fig. 7(c).
Then, we can get ℎ1 = 31, ℎ21 = 204.
Finally, based on Algorithm 1, recover the plain image 𝐼 shown in
Fig. 8(c) from the image 𝐶 shown in Fig. 8(a) with the equivalent
keys.
To demonstrate the effectiveness and practicality of chosen-plai-
ntext attack, we also chose other images for testing. The experi-
mental results are shown in Table 1 and Fig. 9. It can be seen that
in the experimental environment where we conducted the tests,
7

for breaking a 256 × 256 × 3 sized color image, the breaking
time is 0.6020 s, which is only less than twice the encryption
time 0.3150 s of the original algorithm, and the proposed attack
method can effectively break the VHC-CIES. Last but not least,
we verified the data complexity required for the attack, as de-
scribed in Section 3.2, the total data complexity required to crack
VHC-CIES is 𝑂(2).

4.2. Experimental simulation of chosen-ciphertext attack method

Similarly, VHC-CIES is deciphered by the chosen-ciphertext attack
method proposed in Section 3.4. The size of the given cipher image
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Fig. 7. The all-one chosen plain image 𝐼1 and its corresponding cipher image 𝐶1 of size 256 × 256 × 3: (a) 𝐼1; (b) Histogram of 𝐼1; (c) 𝐶; (d) Histogram of 𝐶1.
Fig. 8. The cipher image, the original plain image of ‘‘Lenna’’ and their histograms of size 256 × 256 × 3: (a) The cipher image 𝐶; (b) Histogram of 𝐶; (c) Its plain image 𝐼 ; (d)
Histogram of 𝐼 .
Fig. 9. The experimental results using the chosen-plaintext attack method: (a) 1# cipher image; (b) 1# plain image; (c) 2# cipher image; (d) 2# plain image; (e) 3# cipher image;
(f) 3# plain image.
Fig. 10. The all-zero chosen cipher image 𝐶0
𝐶𝐶𝐴 and its corresponding plain image 𝐼0

𝐶𝐶𝐴 of size 256 × 256 × 3: (a) Chosen cipher image 𝐶0
𝐶𝐶𝐴; (b) Histogram of 𝐶0

𝐶𝐶𝐴; (c) Plain
image 𝐼0

𝐶𝐶𝐴; (d) Histogram of 𝐼0
𝐶𝐶𝐴.
Fig. 11. The all-one chosen cipher image 𝐶1
𝐶𝐶𝐴 and its corresponding plain image 𝐼1

𝐶𝐶𝐴 of size 256 × 256 × 3: (a) Chosen cipher image 𝐶1
𝐶𝐶𝐴; (b) Histogram of 𝐶1

𝐶𝐶𝐴; (c) Plain
image 𝐼1

𝐶𝐶𝐴; (d) Histogram of 𝐼1
𝐶𝐶𝐴.
is 256 × 256 × 3. First of all, based on Step 1 in Section 3.4, we
select the all-zero cipher image 𝐶0

𝐶𝐶𝐴, which is shown in Fig. 10(a)
and temporarily use the VHC-CIES decryption machine, then get the
corresponding plain image 𝑃 0

𝐶𝐶𝐴, as shown in Fig. 10(c). Their cor-
responding histograms are shown in Fig. 10(b) and 10(d), respect-
ively.

Secondly, according to Step 2 in Section 3.4, the cipher image 𝐶1
𝐶𝐶𝐴

with pixel values of one shown in Fig. 11(a) is selected to obtain the
8

corresponding plain image 𝐶1
𝐶𝐶𝐴 shown in Fig. 11(c). Then, we can get

ℎ−111 = 71, ℎ21 = 134.
Finally, based on Algorithm 2, the equivalent keys are used to

restore the plain image 𝐼 shown in Fig. 12(c) from image 𝐶 shown in
Fig. 12(a).

In order to demonstrate the effectiveness and practicality of the
chosen-ciphertext attack, we also employed additional images for test-
ing purposes. The experimental results are presented in Table 2 and
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Table 2
The time required to chosen-plaintext attack to break VHC-CIES (unit: seconds).

Image name Type Size Decryption time Breaking time Data complexity

Fig. 12(c) RGB Image 256 × 256 × 3 0.2621 0.9643 𝑂(2)
Fig. 13(b) RGB Image 1416 × 690 × 3 3.6788 8.0757 𝑂(2)
Fig. 13(d) RGB Image 350 × 680 × 3 0.8965 1.9566 𝑂(2)
Fig. 13(f) RGB Image 267 × 512 × 3 0.5398 1.1355 𝑂(2)
Fig. 12. The cipher image, the original image of ‘‘Lenna’’ and their histograms of size 256 × 256 × 3: (a) Cipher image 𝐶; (b) Histogram of 𝐶; (c) Plain image 𝐼 ; (d) Histogram
of 𝐼 .
Fig. 13. The experimental results using the chosen-Ciphertext attack method: (a) Cipher image of ‘‘Ship’’; (b) Plain image ‘‘Ship’’; (c) Cipher image ‘‘City1’’; (d) Plain image of
‘‘City1’’; (e) Cipher image of ‘‘City2’’; (f) Plain image of ‘‘City2’’.
Fig. 13. It can be observed that, within our testing environment,
breaking a 256 × 256 × 3 color image only takes 0.9634 s. Furthermore,
the proposed attack method remains effective in breaking VHC-CIES for
rectangular images of varying dimensions. This highlights the practical
feasibility of the attack approach outlined in this paper.

Last but not least, we validate the data complexity required for
the attack. As mentioned in Section 3.4, all the total data complexity
required to break VHC-CIES is 𝑂(2).

5. Suggestions for improvement

According to Sections 3 and 4, the target VHC-CIES is insecure
against both chosen-plaintext attack and chosen-ciphertext attack, and
the computational and data complexity required for the attack is low.
In order to improve its security, the flowchart of security enhancement
strategy based on VHC-CIES is given in Fig. 14. The main recommen-
dations for security enhancements are as follows:

(1) Ensuring the legitimacy and effectiveness of the secret key. In
VHC-CIES, due to design flaws, there is an equivalent key. In
order to avoid this situation, one of the feasible measures is to
associate the generation of chaotic sequences with the encryption
process to enhance dynamics and randomness. In addition, atten-
tion should be paid to avoid defects such as invalid keys and weak
keys (Wen & Yu, 2019).

(2) Adopting a more scientific and reasonable algorithm structure.
From the perspective of algorithm structure, VHC-CIES belongs to
pure diffusion model. The mainstream structure for image encryp-
tion is permutation-diffusion, which is designed to enhance the
9

confusion and diffusion effects. Due to the lack of permutation in
VHC-CIES, the confusion effect of the algorithm is weak and vul-
nerable to attack (Wen et al., 2021). Moreover, mechanisms such
as plaintext association and ciphertext feedback can effectively
resist attacks (Wen, Lin et al., 2023).

(3) Increasing the number of encryption rounds under the premise of
efficiency. In the case of ensuring the efficiency of the algorithm,
the number of encryption rounds of the image chaotic encryption
algorithm can be considered to increase moderately to improve
security (Wen, Chen et al., 2023). In general, increasing the num-
ber of encryption rounds can significantly improve the confusion
and diffusion of encryption algorithms and the avalanche effect,
thereby improving the ability to resist cryptographic attacks.

(4) Introducing more cryptanalysis methods to evaluate its security.
At present, image chaotic cryptography mainly uses statistical
analysis results to prove its security, and lacks security assessment
at the level of cryptanalysis (Wen & Lin, 2023b). In fact, in
addition to the common cryptanalysis methods introduced in
Section 3, there are many cryptographic attack methods that are
worth analyzing to evaluate the security of the algorithm (Lin
et al., 2018).

6. Conclusion

In this paper, we analyze a chaotic image encryption scheme named
VHC-CIES based on a variant of the Hill cipher. After careful cryptanal-
ysis, it is found that although VHC-CIES is based on the Hill cipher and
its iterative module is more complicated, which makes it more difficult

for attackers, it can still be attacked due to the inherent security defects.
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Fig. 14. The flowchart of security enhancement strategy based on VHC-CIES.
Specifically, due to the existence of an equivalent key in VHC-CIES,
the parameters of the Hill cipher and the encrypted sequences can
be accurately determined. This means that the attacker can use these
defects to attack the cryptosystem. Based on this, we respectively pro-
pose a chosen-plaintext attack and a chosen-ciphertext attack to break
VHC-CIES. Both theoretical analysis and experimental results support
that VHC-CIES can be deciphered by our attack methods with low
computational and data complexity. In fact, the idea of cryptanalysis
in this paper may only be applicable to several similar algorithms.
Moreover, the study of cryptanalysis is far less than the study of
cipher design at present. Therefore, in the future work, we will try
to perform cryptanalysis on more complex chaos-based cryptosystems,
and strive to condense the universal security criteria that chaotic image
encryption algorithms should follow from the cryptanalysis results of
each single target algorithm, so as to lay a theoretical foundation for
proposing security algorithms with practical security significance.
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