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Recently, an improved color image cipher (ICIC-DNA) based on multiple deoxyribonucleic acid (DNA)
sequence operations with DNA synthetic image and chaos was proposed. ICIC-DNA features the use of
multiple chaotic systems and diverse DNA operations. However, after our careful cryptanalysis, we found
that ICIC-DNA has several fatal security flaws. First, despite the use of multiple chaotic systems, the cor-
responding encryption sequences are independent of the plaintext, such that equivalent keys exist.
Second, the diverse DNA operation is essentially a 2-bit data substitution process, and thus can be equiv-
alently simplified. Third, ICIC-DNA includes substitution and permutation of DNA domains, and based on
the equivalent simplification operation, the substitution and permutation can be attacked separately.
Based on these, we propose a chosen-plaintext attack method to attack ICIC-DNA. Differential analysis
is firstly adopted to break the DNA-base permutation process, and then the DNA domain encryption is
eliminated, and finally the equivalent key is used to achieve complete cracking. Theoretical analysis
and experimental results show that the proposed attack method is effective and has low computational
complexity and data complexity.
� 2023 The Author(s). Published by Elsevier B.V. on behalf of King Saud University. This is an open access

article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Introduction

Nowadays, with the popularity of social platforms such as Face-
book, Twitter and Wechat, multimedia digital information, espe-
cially images, are used more and more frequently in people’s
daily life and work. Correspondingly, the privacy protection of
images becomes particularly important. Due to the unique features
of the image, such as the high correlation of adjacent pixels, the
encryption protection using the traditional text encryption algo-
rithm cannot meet the efficiency requirements. To fulfill this chal-
lenge, many methodologies (Li et al., 2022; Liu et al., 2020; Chai
et al., 2022; Hua et al., 2022; Wen et al., 2022; Hua et al., 2021)
have been introduced for designing more promising image ciphers.
Among them, image encryption technology based on chaos theory
and deoxyribonucleic acid (DNA) coding is a hot topic in recent
years. Many such image encryption algorithms (Wen et al., 2022;
Wang and Su, 2021) have been proposed. However, current
research (Chai et al., 2021; Bao et al., 2019; Ali and Ali, 2022;
Wu et al., 2021; Wen et al., 2021; Wen et al., 2023) focuses more
on chaotic cryptographic algorithm design only, neglecting the cor-
responding cryptanalysis. This has also led to some algorithms (Liu
et al., 2022; Wen et al., 2021; Chen et al., 2021; Shi et al., 2022)
having security flaws that are not resistant to cryptanalysis attacks.
From the perspective of practical security, cryptanalysis of the
designed algorithm is more important than cryptographic algo-
rithm design.

In the last decade, the design and security analysis of a class
image ciphers based on DNA and chaos are discussed enthusiasti-
cally (Wang and Zhao, 2021; Cun et al., 2021; Farah et al., 2020). In
2010, the earliest research articles (Zhang et al., 2010) introduced
DNA encoding for the first time in chain image encryption and fur-
ther created an image cipher using DNA addition and substitution.
Yet, in 2013, Ref. (Hermassi et al., 2014) pointed out that the
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Table 1
Eight kinds of DNA coding rules.

Rules 1 2 3 4 5 6 7 8

A 00 00 01 01 10 10 11 11
G 11 11 10 10 01 01 00 00
C 01 10 00 11 00 11 01 10
T 10 01 11 00 11 00 10 01

Table 2
DNA addition operation.

+ A G C T

A A G C T
G G C T A
C C T A G
T T A G C

Table 3
DNA subtraction operation.

- A G C T

A A T C G
G G A T C
C C G A T
T T C G A
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cipher presented in Ref. (Zhang et al., 2010) has design defects and
is insecure against chosen-plaintext attacks. As summarized in Ref.
(Zhang et al., 2019; Liu et al., 2014), these decipherable ciphers
share a number of common characteristics, including (1) a single
DNA encoding and manipulation rule; (2) a small number of
chaos-based key streams for encryption.

To address the problem of inadequate security performance of
such cryptographic systems, various security enhancement mech-
anisms have been introduced and discussed. In 2015, Ref. (Song
and Qiao, 2015) proposed an image encryption algorithm based
on DNA coding and spatiotemporal chaos, traversing eight rules
of DNA coding to enhance security. Unfortunate, after our prelim-
inary cryptology research in 2019, we found that this algorithm is
secure (Wen et al., 2019). Moreover, this cipher is not able to resist
either chosen-plaintext or chosen-ciphertext attacks, and the com-
plexity required for the attack is very low. In fact, the results of
cryptanalysis for similar chaotic image ciphers show that many
of them currently still lack provable security (Wen et al., 2021).
These studies and reports above foreshadow that even the latest
DNA and chaos-based image encryption algorithms have security
performance pitfalls. Therefore, the security mechanism of such
image encryption algorithms still needs to be studied more sys-
tematically and deeply.

In this paper, we performed a rigorous and detailed cryptanaly-
sis on a recently proposed (Kalpana and Murali, 2015) improved
color image cipher named ICIC-DNA. In 2015, J Kalpana et al. pro-
posed an improved color image cipher in Ref. (Kalpana and Murali,
2015), which is based on multiple DNA sequence operations with
DNA synthetic image and chaos. Compared with Ref. (Liu et al.,
2012; Zhang et al., 2019; Zhang and Wei, 2019), it enhances secu-
rity in two aspects: (1) using diverse DNA operations to enhance
the complex nature of the encoding; (2) introducing multiple chao-
tic systems to generate more key-streams for encryption. However,
after our careful cryptanalysis, we found that ICIC-DNA has several
fatal security flaws. First, despite the use of multiple chaotic sys-
tems, the corresponding encryption sequences are independent
of the plaintext, such that equivalent keys exist. Second, the
diverse DNA operation is essentially a 2-bit data substitution pro-
cess, and thus can be equivalently simplified. Third, ICIC-DNA
includes substitution and permutation of DNA domains, and based
on the equivalent simplification operation, the substitution and
permutation can be attacked separately. Based on these, we pro-
pose a chosen-plaintext attack method to attack ICIC-DNA. Differ-
ential analysis is firstly adopted to break the DNA-base
permutation process, and then the DNA domain encryption is elim-
inated, and finally the equivalent key is used to achieve complete
cracking.

The rest of this paper is organized as follows. Section 2 briefly
describes the ICIC-DNA. Section 3 presents a cryptanalysis of the
ICIC-DNA. Section 4 presents the results of experimental simula-
tions. Section 5 presents suggestions for improvement of ICIC-
DNA. Section 6 concludes the paper.

2. The image cipher under study

2.1. DNA coding rules and sequence operations

A DNA sequence includes four kinds of nucleic acid bas- es: A,
T, C and G. With respect to these four bases, the total number of
coding combinations is 4! = 24. However, there are only eight kinds
of coding combinations because these four bases satisfy the princi-
ple of complementary base pair. More precisely, A and T are com-
plementary with each other, so are C and G. Table 1 shows the
eight DNA coding rules. Tables 2 and 3 show the addition and sub-
traction rules for DNA coding, respectively.
2

2.2. The adopted chaotic systems

In the image cipher, five chaotic systems are adopted. They are
introduced as follows:

� Lorenz system is mathematically modeled by
_x ¼ aðx� yÞ
_y ¼ �xzþ bx� y

_z ¼ xy� cz

8><
>: ð1Þ

where x; y; z are the state variables and a; b; c are the control
parameters respectively. When ða; b; cÞ = (10, 28, 8/3), Eq. (1) is
chaotic.

� Chen’s hyper-chaos system is defined as
_x ¼ aðy� xÞ
_y ¼ �xzþ dxþ cy� q

_z ¼ xy� bz
_w ¼ xþ k

8>>><
>>>:

ð2Þ

where a; b; c;d; k are system parameters. When ða; b; c; dÞ = (35,
8/3, 55, 1.3) and k 2 ½�7;7�, Eq. (2) is hyper-chaotic.

� Sine map is defined as
xiþ1 ¼ l � sinðp � xiÞ ð3Þ
where x 2 ½0;1� is the state variable and l ¼ 0:99 is the control
parameter respectively.

� Cubic map is defined as
xiþ1 ¼ l � xi � ð1� x2i Þ ð4Þ
where the control parameter l ¼ 0:99.

� Logistic map is defined as
xiþ1 ¼ l � xi � ð1� xiÞ ð5Þ
where the state variable x 2 ð0;1Þ and the control parameter
l 2 ð3:57;4Þ.



Fig. 1. The overall block diagram of ICIC-DNA.
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� Arnold cat map is defined as
xiþ1

yiþ1

� �
¼ 1 p

q pqþ 1

� �
xi
yi

� �
mod 1

¼ A
xi
yi

� �
mod 1

ð6Þ

where p and q are the control parameters.

2.3. Description of ICIC-DNA

2.3.1. The secret key
As mentioned in (Kalpana and Murali, 2015), ICIC-DNA includes

27 secret keys. Among them, the four initial values (x0; y0; z0;w0) of
Chen’s hyper-chaos system are used three times, the initial value
and control parameter of Sine and Cubic maps are both served
twice. Besides, the three initial values (x0; y0; z0) of Lorenz system,
the control parameters (p; q) of Arnold map, and the initial value
and control parameter (l; x0) of Logistic map are all used once.

2.3.2. Encryption process
ICIC-DNA’s encryption objects are color images of size H �W

(height � width). Block diagram of ICIC-DNA is illustrated as
Fig. 1, where I and Iencrpyt are the plain-image and the cipher-
image respectively. As can be seen from Fig. 1, the encryption pro-
cess of IEA-DESC includes five stages: DNA encoding, DNA-base
permutation, generating synthetic DNA matrix, DNA diffusion
operation and DNA decoding. Its specific steps are given as follows:

� Stage 1. DNA encoding:
- Step 1. Get the three channels IR; IG; IB of size H �W from the

color plain image I, and transform IR; IG; IB into their bit
forms with size H � 8W;

- Step 2. Use Chen’s hyper-chaos system for the first time, and
get three integer matrices x; y; z of size H �W , where
x; y; z 2 ½1;8�;

- Step 3. Encode the color image’s three channels by the three
encoding rules matrices x; y; z respectively, then get the
three corresponding encoded DNA matrices of size H � 4W ,
given as Ienco ¼ ðRenco;Genco;BencoÞ.
3

� Stage 2. DNA-base permutation:
Use Arnold map to perform permutation on the three DNA

matrices Renco;Genco;Benco, and get the corresponding shuffled
DNA matrices, represented as ISenco ¼ ðRSenco;GSenco;BSencoÞ.

� Stage 3. Synthesizing a DNA image:
- Step 1. Synthesize a gray-scale image Isynth of size H �W by

mixing Sine, Cubic and Logistic maps;
- Step 2. Use Chen’s hyper-chaos system for the second time,

and get an integer matrix x0 of size H �W , where x0 2 ½1;8�;
- Step 3. Encode the gray-scale image Isynth by the encoding

rules matrix x0, then get the corresponding DNA matrix
ISynenco of size H � 4W;

- Step 4. Use Sine and Cubic maps to perform permutation on
the DNA matrix ISynenco, and get the corresponding shuffled
DNA matrix as ISynenco.

� Stage 4. DNA diffusion operation:
Unlike the basic DNA operations such as addition or subtraction
adopted in (Wei et al., 2012), an improved operation was pro-
posed during the DNA diffusion stage in (Kalpana and Murali,
2015).
- Step 1. Use the Lorenz system to generate three binary matri-

ces q1;q2;q3 of size H � 4W , where q1;q2;q3 2 ½0;1�;
- Step 2. Perform the outcomes of the Stage 2 and 3 by the

three binary matrices q1;q2;q3, and then get the diffused
matrices, exactly given as
Rout ¼ DNAadd;subtractðRSenco; ISynenco;q1Þ
Gout ¼ DNAadd;subtractðGSenco; ISynenco;q2Þ
Bout ¼ DNAadd;subtractðBSenco; ISynenco;q3Þ

8><
>: ð7Þ

where DNAadd;subtract is the improved operation function. When
the element of the three control matrices q1;q2;q3 is equal to
0, addition operation is adopted, otherwise subtraction is used.
- Step 3. Get the diffused DNA matrix Iout , given by

Iout ¼ ðRout ;Gout;BoutÞ.
� Stage 5. DNA decoding:

- Step 1. Use Chen’s hyper-chaos system for the third time, and
get three integer matrices x00; y00; z00 of size H �W , where
x00; y00; z00 2 ½1;8�;
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- Step 2. Decode the three DNA matrices Rout;Gout ;Bout by the
three decoding rules matrices x00; y00; z00 respectively, then
get the three channels of the color cipher image Iencrypt of size
H �W , given as Iencrypt ¼ ðRencrypt;Gencrypt;BencryptÞ.

2.3.3. Decryption process
Decryption is the inverse of encryption. Firstly, the cipher image

Iencrypt is encoded as the DNA matrix Iout; Then, the shuffled DNA
matrix ISenco is obtained from Iout and the synthetic DNA matrix
ISynenco; Next, the encoded DNA image Ienco is achieved after the
anti-permutation; Finally, the color plain image I is recovered by
DNA decoding.

3. Cryptanalysis of ICIC-DNA by chosen-plaintext attack

3.1. Preliminary Analysis of ICIC-DNA

Chosen-plaintext attack is a common cryptanalysis method in
conventional cryptography. It suppose that the attackers can arbi-
trarily choose the plaintext that would be useful for deciphering,
and also know the corresponding ciphertext. Moreover, referring
to the basic assumption of modern cryptography, ciphers are pub-
lic and their security solely depend on the unknown secret keys.

From the perspective of cryptanalysis, ICIC-DNA shown in Fig. 1
has the two following features:

� Feature 1. During the whole encryption process, all key-streams
are not related to plain images. Thus, under the premise of a
given key, these key-streams keep unchanged for different
encrypted images with the same size and type. This leads to
the existence of an equivalent key, which is also the fatal defect
of ICIC-DNA.

� Feature 2. The basic unit of operation is 2-bit. According to Table 1,
DNA encoding and decoding are performed by a 2-bit form.
Thus, all DNA operations are based on this paradigm, the only
difference is the coding form. Therefore, an image of size
H �W can be regarded as a matrix of size H � 4W , where the
unit is 2-bit.

� Feature 3. The entire encryption process includes two types of
operations: permutation and substitution for 2-bit unit. DNA
encoding, DNA AddSub operation, and DNA decoding are essen-
tially substitution operation.

3.2. Differential analysis on the DNA-base permutation

Similar to other substitution and permutation network type
ciphers, the common analytical thinking is to break them one by
one with the idea of divide and conquer. In order to analyze the
DNA-base permutation, the following Property 1 is first given.

Property 1. In ICIC-DNA, for each 2-bit input of plain image, it only
affects the 2-bit output of the cipher image after an encryption process.
Proof. Following ICIC-DNA illustrated in Section 2.3 and Fig. 1,
there is no interaction between the DNA bases of other encryption
processes except for DNA-base permutation. Moreover, DNA-base
permutation only alters the position of bases without changing
their values.

Based on Property 1, by choosing two plain images with only
one 2-bit different values, one can get the two corresponding
cipher images with the same feature, exactly with only one 2-bit
different values. Thus, one can determine the secret permutation
of a DNA-base. Similarly, using this method to traverse all the
4

different positions, the secret permutation matrix of size H � 4W
can be obtained. Based on the differential cryptanalysis, one can
get the secret permutation matrix as follows:

� Step 1. Choose the all-zero plain image and get the correspond-
ing cipher image.

� Step 2. Choose a plain image with only one 2-bit non-zero (01,
10 or 11) and traverse all the different positions, and then get
the corresponding 4HW cipher images respectively.

� Step 3. Compare the 4HW cipher images with the all-zero cipher
image respectively, then get the secret permutation matrix of
size H � 4W .

Therefore, 4HW þ 1 chosen plain images are sufficient to break
the DNA-base permutation.

3.3. Eliminating the DNA domain encryption

Once the replacement is deciphered, only the DNA replacement
process will be unknown. For further simplification, give the Prop-
erty 2 below.

Property 2. For any 2-bit matrix of size H � 4W, DNA encoding and
DNA-base permutation satisfy the exchange law in ICIC-DNA.
Proof. For a simple instance, the two cases are shown below.
Case 1. First DNA encoding and then DNA-base permutation:
00 01
10 11

� �
!encoding A G

C T

� �
!permutation T C

G A

� �

Case 2. First DNA-base permutation and then DNA encoding:

00 01
10 11

� �
!permutation 11 10

01 00

� �
!encoding T C

G A

� �

Obviously, the outputs of the two cases are exactly the same. Sim-
ilarly, this rule applies to any other 2-bit matrix.

Thus, an equivalent simplified block diagram is shown in Fig. 2.
Note that P2�bit and C2�bit are both in size H � 4W , which are the 2-
bit forms of I and Iencrypt with size H �W in Fig. 1 respectively.
Observing Fig. 2, one can see that input and output of dotted boxes
are 2-bit data, specially 00, 01, 10 and 11. To facilitate further
cryptanalysis, the following Property 3 is derived.

Property 3. In Fig. 2, there is a fixed correspondence between the 2-
bit input and output at any position during the DNA domain
encryption (dotted box).
Proof. Based on Feature 1 of Section 3.1, all the chaos-based key-
streams are not related to plain images. Thus, the synthetic image
and the rules of DNA encoding, decoding and operation are all fixed
under a given key. Moreover, in the doctted box of Fig. 2, there is
no interaction between the DNA bases. Therefore, for any 2-bit
input at any position, its corresponding 2-bit output is fixed.

Following Property 3, one can break the DNA domain encryp-
tion by obtaining the correspondence between 2-bit input and out-
put at all positions. Instead of asking for many unknown variables,
this will greatly simplify the complexity of the cryptanalysis.

Thus, the specific steps for recovering the original images are
detailed below:



Fig. 2. The simplified block diagram of IEIE-DNA.
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� Step 1. Choose the four special plain images with the same val-
ues 0;85;170;255, defined as P0;P85;P170; P255, and get the cor-
responding cipher images C0;C85;C170;C255 respectively. The
reason for choosing such the images is that the corresponding
2-bit forms have the characteristics of all the same elements.

� Step 2. Use these four cipher images C0;C85;C170;C255 to elimi-
nate the DNA domain encryption process. The specific method
is as shown in Algorithm 1.

Algorithm 1. Eliminating DNA domain encryption process.
� Step 3. Perform anti-permutation on the permuted image
P0

2�bit with the DNA permutation matrix EKP to obtain
P2�bit , and then transform into the original plain image P.

Therefore, 4 chosen plain images are enough to eliminate the
DNA domain encryption. And total data complexity of the
chosen-plaintext attack is Oð4HW þ 5Þ.

4. Experimental simulations for breaking ICIC-DNA

In order to verify the validity of our security analysis and the
feasibility of the proposed attack method, we conducted an exper-
imental validation without changing the target algorithm idea. The
image data selected for the decipherment experiment is the same
as the original (Kalpana and Murali, 2015), which is also USC-SIPI
‘‘Miscellaneous”.

In this experiment, we first select the color ‘‘lena” and color ‘‘ba-
boon” images with the size of 256�256�3 as the target objects,
5

and their corresponding ciphertext images are shown in Fig. 4a)
and and Fig. 4(c), respectively. The reason for selecting these two
images is to maintain consistency with the objects analyzed in
the original literature.

According to the cryptanalysis steps in Section 3.3, first, four
special plaintext images, which are solid color images with all pixel
values of 0, 85, 170, and 255, are selected according to the
conditions of the chosen-plaintext attack, and their corresponding
ciphertext images are obtained by temporarily using a cryptograph
on them. These four selected plaintext images are shown in
Fig. 3(a)-(d), and their corresponding histograms are shown
in Fig. 3(e). The corresponding ciphertext images are shown in
Fig. 3(f)-(i), and their corresponding histograms are shown
in Fig. 3(j).

Then, the corresponding four ciphertext images as shown in
Fig. 3(f)-(i) are obtained using the chosen-plaintext attack, and
the DNA domain encryption module can be cracked to obtain the
replacement-only intermediate ciphertext image according to
Algorithm 1 in Section 3.3. For the target ciphertext as in Fig. 4
(a), the intermediate ciphertext image as in Fig. 4(e) can be recov-
ered. As shown in Fig. 4(e), some features of the original image can
be obtained visually, and the features presented in its correspond-
ing histogram Fig. 4(f) effectively verify this. The same experimen-
tal method and steps can be used to reduce another target
ciphertext, as shown in Fig. 4(c), to its corresponding
replacement-only intermediate ciphertext, as shown in Fig. 4(g).

Finally, the obtained permutation-only intermediate ciphertext
image can be restored to the original plaintext image using the
permutation matrix obtained by the difference analysis method.
For the intermediate ciphertext image shown in Fig. 4(e), the
recovered original plaintext image and its histograms are shown
in Fig. 5a) and and Fig. 5(b), which can be seen to be exactly the
same as the original image information. Similarly, we can recover
its corresponding original plaintext image from Fig. 4(g), as shown
in Fig. 5(c). After verifying that Fig. 5(a) and and Fig. 5(c)
deciphered by this experiment are consistent with the original
image given plaintext, the feasibility of the attack method
proposed in this paper is verified.

In addition, in order not to lose generality, three main types of
images were selected from this image dataset, specifically color
images, grayscale images, and binary images, which are ‘‘Airport”,
‘‘San Diego”, and ‘‘Pixel ruler”. The ciphertexts of the above images
were selected, and the plaintexts were decrypted, and the experi-
mental results are shown in Fig. 6.

By analogy, it is known that this attack method has general
effectiveness under the condition of chosen-plaintext attack. The
statistics of the effectiveness of the chosen-plaintext attack



Fig. 4. Given ciphertext images, their recovered permutation images, and their histograms: (a) C1; (b) Histogram of C1; (c) C2; (d) Histogram of C2; (e) P
01
2�bit; (f) Histogram of

P01
2�bit; (g) P

02
2�bit; (h) Histogram of P02

2�bit .

Fig. 3. Chosen-plaintext images, their ciphertext images, and their histograms: (a) M0; (b) M85; (c) M170; (d) M255; (e) Histogram of M; (f) C0; (g) C85; (h) C170; (i) C255; (j)
Histogram of C.
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method are shown in Table 4. Meanwhile, the experiments also
test the efficiency of this attack method under different types
and sizes, and it can be seen from Fig. 7 that the proposed attack
method only requires a lower time and can achieve the algorithm
decipherment of ICIC-DNA. The experimental results show that the
attack method proposed in this paper is effective for various exper-
imental images.

5. Suggestions for improvement

According to the above analysis, ICIC-DNA is insecure and can-
not resist chosen-plaintext attacks. In fact, some existing chaotic
cryptosystems based on DNA encoding methods also have similar
security vulnerabilities or flaws. To enhance the security of such
algorithms, we give the following suggestions for improvement:
6

(1) Avoiding the presence of equivalent keys. After the analysis
in Section 3, the ICIC-DNA algorithm has equivalent keys. Although
the process of its encryption algorithm is more complicated, the
inherent defect of purely in the equivalent key makes the algo-
rithm eventually insecure. Therefore, the correlation between the
key stream and the plaintext should be considered, and a dynamic
encryption mechanism should be introduced to increase the secu-
rity of the algorithm.

(2) Assessing the security contribution of DNA coding from a
cryptanalytic perspective. The DNA encoding used in this paper is
essentially a quadratic algebraic transformation. In this target algo-
rithm, although the cross-fertilization of bioinformatics theory, the
security contribution is actually insufficient. For this reason, the
essential security should be assessed from a cryptanalytic perspec-
tive rather than formal security.



Fig. 5. The recovered ciphertext image and their histogram: (a) P1; (b) Histogram of P1; (c) P2; (d) Histogram of P2.

Fig. 6. Supplementary experiment: (a) Ciphertext of grayscale image ‘‘5.3.02”; (b) Ciphertext of Color image ‘‘2.2.03”; (c) Ciphertext of binary image ‘‘2.2.03”; (d) Grayscale
image ‘‘5.3.02”; (e) Color image ‘‘2.2.03”; (f) Binary image ‘‘2.2.03”.

Table 4
Attacking results for breaking ICIC-DNA.

The image type The file name Image description size Encryption time(s) Decipher time(s)

5.1.10 Aerial 256�256 0.9120 0.6858
Gray image 5.2.08 Couple 512�512 3.8503 2.7441

5.3.02 Airport 1024�1024 17.7700 11.4434
lena lena 256�256�3 2.7672 2.0804

baboon baboon 256�256�3 2.5236 1.8215
Color image 4.1.06 Tree 256�256�3 2.7526 2.0731

2.1.11 Earth from space 512�512�3 9.7001 6.9954
2.2.03 San Diego 1024�1024�3 44.4720 29.1729

Gradient image Gradient image Gradient image 256�256 1.6109 1.2451
Binary image ruler.512 Pixel ruler 512�512 2.4374 1.8350
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(3) Considering the organic interconnectedness of the modules
of the DNA-based code. DNA encoding, substitution, and diffusion
are the basic modules, but many cryptographic substitutions and
diffusions are breakable by divide-and-conquer strategies such
that they are insecure. Therefore, it should be more organically
combined to make the confusion and diffusion properties of
ciphers more significant.

(4) Testing the chaotic encryption sequence for random charac-
teristics. Chaos has properties such as high sensitivity to initial val-
ues and parameters, which is an important reason why chaotic
cryptography has become a hot research topic today. However,
even if the chosen chaotic system is complex enough, the random-
ness of the resulting chaotic sequence is not necessarily good
7

enough. Therefore, the substantial contribution of chaotic systems
to the security of cryptosystems should be examined from the per-
spective of cryptography.

6. Conclusion

In this paper, the security analysis of an improved color image
cipher based on DNA encoding named ICIC-DNA was performed
in detail. From the perspective of cryptanalysis, it is found that
ICIC-DNA has several fatal security flaws. First, there is an equiva-
lent key for ICIC-DNA, since multiple chaotic sequences are all
independent of the plaintext. Second, the diverse DNA operation
is essentially a 2-bit data substitution process, and thus can be



Fig. 7. Attacking results for breaking ICIC-DNA: (a) Encryption and deciphering of smaller size images; (b) Encryption and deciphering of larger size images.
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equivalently simplified. Third, based on the equivalent simplifica-
tion, ICIC-DNA can be attacked by divide-and-conquer strategy.
Based on the above, we propose a chosen-plaintext attack method
to attack ICIC-DNA. Differential analysis is firstly adopted to break
the DNA-base permutation process, and then the DNA domain
encryption is eliminated, and finally the equivalent key is used to
achieve complete cracking. The theoretical analysis and experi-
mental simulations were provided to support performances of
the attack method. This cryptanalysis work can provide some ref-
erence for improving the security of image ciphers based on chaos
theory and DNA encoding.
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