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Abstract
Most of the existing spatial domain image encryption techniques suffer from the difficulty of resisting
cryptographic attacks. For this reason, this paper proposes a frequency-domain based digital image
encryption scheme by combining IntegerWavelet Transform (IWT), three-dimensional S-box and
chaotic system. First, the plaintext image is decomposed into different frequency subbands by IWT to
map the digital image from spatial domain to frequency domain. Second, the plaintext hash value is
selected as the dynamic key, and dynamic chaotic pseudo-random sequences with associations are
generated, which are used for the encryption of eachmodule respectively. Then, a three-dimensional
S-box is designed to encrypt the information-rich low-frequency information using ‘bit-permutation
three-dimensional S-box replace ciphertext interleaved diffusion’, while the high-frequency informa-
tion is encrypted using a lightweight ‘XOR-row columnpermutation’ operation. Finally, the secure
ciphertext for public channel transmission is obtained by the reconstructionmethod. The scheme of
this paper, the frequency domain transformation is implemented through IWT,which enhances the
ability to resist attacks. In addition, the diffusion encryptionmodules employ the introduction of
ciphertext interleaved diffusion and parallel encryptionmechanisms, thus the algorithmhas the ability
to resist plaintext attacks. Theoretical analysis and empirical results show that the algorithmhas
excellent numerical statistical analysis results, which corroborate that it has good confusion, diffusion
and avalanche effects, and is able to resist various common cryptographic attacks. The frequency
domain image encryption scheme proposed in this paper is a preferred high-security digital image
privacy protection technique, so it has good application prospects.

1. Introduction

With the rapid development of communication technology and network technology, various forms of data and
information can bemore frequently andwidely disseminated through the network, which brings convenience to
people’s lives while posing new challenges to information security [1–3]. As one of themost intuitive and
commondata types in information dissemination, images contain a large amount of private information [4–6].
Therefore, considering encryption of images can effectively prevent the leakage of important information
during transmission [7–9]. Digital images are characterized by high data redundancy, high correlation, and large
amount of data, whichmakes a large number of pseudo-randomnumbers are needed as key streams in the
process of encrypting images, and this promotes the research of pseudo-randomnumbers [10–12]. Chaos is
widely used and highly respected in thefield of image encryption due to its unpredictability, pseudo-
randomness, and high sensitivity to initial values. At present, a variety of encryptionmethods have been
proposed, including quantum cipher [13–15], bit-level encryption [16–18], discrete wavelet transform [19–21],
thumbnail-preserving encryption [22–24], biological coding [25–27], discrete cosine transform [28–30], Fourier
transform [31–33], chaos theory [34–40] and so on [41–45].
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Anoverview of the international situation,many scholars have achieved a series of important theoretical and
application results in the use of chaos for image encryption [46–48]. In 2021, [49] proposed a new secure image
encryptionmethod based on hyperchaotic system,which uses hardware-efficient reconfigurable PRNGand
S-box structure. The results show that the proposed encryptionmethod can be safely used for image encryption.
In 2022, [50] proposed a symmetric plaintext-related image cryptosystembased on S-box scrambling
framework for the defects of high computational complexity, poor scrambling effect, insufficient correlation
between encryption algorithm and plaintext, and low sensitivity of plaintext. A large number of experimental
simulations and security analysis show that the proposed cryptosystemhas excellent computational efficiency
and can effectively resist various existing attacks, including strong chosen-plaintext attacks. In 2023, [51]
proposed a strong S-box constructionmethod and a secure image encryption algorithmbased on PWQPCM
model. In this algorithm, a newmethod of pixel segmentation encryption, S-box replace and diffusion
encryption is combined. It has the advantages of good anti-data loss performance, low time cost, andflexible
adjustment of security strength.However, with the increasing complexity of the encryption system, the growth
of data volume shows an exponential trend, and it is becomingmore andmore important to reduce the storage
space and transmission bandwidth of data. In the existing chaotic image encryption research, the performance
of chaos and algorithmhas a great influence on the security and efficiency of the cryptosystem. It is particularly
important and urgent to explore an image encryption algorithm that uses chaoticmapping to resist various
illegal attacks.

This paper proposes a chaotic image encryption scheme based on three-dimensional S-box and IWT. The
experimental results show that the algorithmhas excellent encryption effect and good encryption efficiency, and
the proposed image encryption algorithm can resist various illegal attacks safely.

Themain innovations and contributions of this paper are as follows:

• Many existing encryption schemes are based on time domain encryption, which is not robust enough or does
not allow for efficient encryption. This encryption scheme uses IWT to enable high-quality restoration of
images, reduce computational complexity, improve real-time performance and efficiency, and save storage
space.

• This encryption scheme optimizes the traditional two-dimensional pixel-level S-box to a three-dimensional
S-box, so that it has stronger replace ability, which can effectively resist statistical analysis and improve the
security of encryption.

• Many of the existing encryption algorithms have unreasonable structures.Without plaintext correlation or
ciphertext feedback, it is vulnerable to knownplaintext or selected plaintext attacks. This color image
encryption algorithmuses plaintext association to generate dynamic chaotic key, which greatly improves the
ability to resist cryptographic attacks.

• Many of the existing encryption schemes are based on pixel-level encryption. The encryption granularity is
insufficient, and the pixel-level scrambling has security risks. And there is no correlation before and after the
encryption process. This color image encryption algorithmuses bit-level permutation and ciphertext cross-
diffusion. The experimental results show that the algorithm effectively improves the security.

The rest of this article is organized as follows. Section 2 briefly introduces the chaotic system andwavelet
transform algorithm. Section 3 proposes the three-dimensional S-box and image encryption algorithmdesigned
in this paper. In Section 4, the experimental results and simulation results are given. The last part is the
conclusion of the paper.

2. Relevant theories

2.1. Chaotic system2D-SFMH
Chaos comes from the nonlinear dynamic system, and the dynamic systemdescribes any process that changes
with time. This process has the characteristics of non-divergence, non-convergence and non-periodicity, and
has a very sensitive dependence on the initial value. These characteristics are in linewith the requirements of
stream ciphers. Themapping used in this paper is a two-dimensional hyperchaoticmapping 2D-SFMHchaotic
system [52] coupled by classical sinusoidalmapping andmathematical functions in themodel structure. The
equation is expressed as:
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whereα and b are recursive parameters, and variables xn+1 and yn+1 are generated by iterating initial variables xn
and yn.

2.2. Phase diagram
The trajectory of chaotic attractors can intuitively reflect the behavior of nonlinear systems. Figure 1(a) shows
that the trajectory of 2D-SFHMwith control parameters isα= 10, b= 10, andfigure 1(b) represents the
relationship between three adjacent variables xn, xn+1, xn+2.

2.3. Integerwavelet transform
DiscreteWavelet Transform (DWT) has the advantages ofmultiresolution analysis and spatial frequency
localization properties, it can decompose the image into high frequency part and low frequency part, the low
frequency component containsmost of the energy signals of the image, while the high frequency part represents
the detail information. Doing onewavelet transformon the image, four subbands can be obtained LL, LH,HL
andHH. The discrete wavelet transformhas a very important role in the field of signal processing. However, due
to the fact that its return value in thewavelet domain is in the formof a floating-point number, which leads to its
tendency to cause truncation errors in image encryption and image reconstruction, affecting the recovery effect.
The IWTenables the original signal to bemapped from integer to integer, and theHaar Lift Transform is awell-
known retrievable transformof this type, whose normal and inverse transforms are as follows:
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where si,n and di,n are the nth low-frequency and higher-frequency coefficients, for layer i of the integer wavelet
transformof the image, respectively.

As shown infigure 2, the plain image is decomposed into low frequency coefficients and high frequency
coefficients bywavelet transform. LL denotes low frequency, LH,HL,HH denotes high frequency.

2.4. The proposed three-dimensional S-box
2.4.1. Constructing a three-dimensional S-box
S-box is a basic structure in the field of cryptography, its function is to realize the nonlinear substitution of data,
since S-box is nonlinear, it provides better security compared to other algorithms, and its S-boxmetrics directly
determine the goodness of cryptographic algorithms. In this section, we propose a novel algorithm to construct a
three-dimensional S-box based on 2D-SFMHchaoticmapping. The traditional two-dimensional S-box is
optimized to three-dimensional S-box, so that it hasmore powerful substitution ability in the encryption
process. The following are the advantages of comparing the two-dimensional S-box:

Figure 1.Phase diagram: (a)Chaotic attractor; (b)neighboring variables of 2D-SFHM.
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(1) Higher dimensions: Three-dimensional S-box have higher dimensions than two-dimensional substitution
box, whichmeans thatmore S-box data can be provided to obfuscate and displace plaintexts. By operating
in three dimensions, chaoticmapping can operate in a larger state space, increasing the complexity and
randomness of the system.

(2) Strengthened nonlinearity: Three-dimensional S-box can provide stronger nonlinear properties than two-
dimensional S-box. In chaotic systems, nonlinearity is one of the key factors to achieve encryption
properties. By introducing additional dimensions, the three-dimensional S-box can better increase the
complexity of the data, thereby improving the ability to resist cryptanalysis.

(3) More resistant to attack: The high dimensionality of the three-dimensional S-box increases the difficulty for
attackers to perform key space and state space analysis. The state transformation in the three-dimensional
S-box ismore complex, whichmakes itmore difficult for the attacker to analyze and break the encryption
algorithm.

Different from the traditional two-dimensional S-box generationmethod, this paper generates a three-
dimensional S-boxmodel from a pseudo-random sequence. Figure 3 shows the block diagramof S-box
generation. Firstly, appropriate initial state values and systemparameters are selected to generate S2 iteratively
for the chaotic system, and then two sequences are obtained bymodeling and indexing S2, which are the
modeling sequence and the indexing sequence, and then the indexing sequence is used to rearrange the
modeling sequence and reconstruct it into a three-dimensional S-box. The detailed generation of 8× 8× 4
S-box can be described as follows.

• Step 1: The initial value and the selected control parameters are substituted into the chaotic system to
iteratively generate a chaotic sequence, and the first 5000 values are removed.

• Step 2: The chaotic sequence ismultiplied by the 10th power of 10 and the floor function is used to convert the
fractional value into an integer.

• Step 3: The value between 0 and 255 is obtained by taking themodulus 256 of the sequence.

• Step 4:Now select the first 256 unique values. These valueswill be in one-dimensional vectorT2.

• Step 5: The chaotic sequence with length of 256 is generated again. By arranging the chaotic sequences, an
index vectorT1 can be obtained.

• Step 6:Use the index vectorT1 to reorder the one-dimensional vectorT2 to one-dimensional vectorT3.

Figure 2.Three-stage IWTflow chart.

Figure 3.Three-dimensional S-box generation flow chart.
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• Step 7: Arrange the one-dimensional vectorT3 into a three-dimensional S-boxwith a size of 8× 8× 4.

2.4.2. Substitution algorithm for three-dimensional S-box
Firstly, the required encrypted image is preprocessed into an 8-bit binary data stream, and then the 8-bit binary
data stream is read to 8∼ 6 bits, 5∼ 3 bits, 2∼ 1 bits, and converted to decimal to add one. Finally, the column
data, row data, and high data of the three-dimensional S-box generated in section 2.4 are retrieved.

Algorithm1.The S-box replace algorithm.

Input:Given algorithmically generated S-box and cipher image LFC1

Output: Encrypted image LFC2

1 LFC1=dec2bin (LFC1, 8);
2 x=bin2dec (LFC1(:,8:6));
3 x=x+1;

4 y=bin2dec (LFC1(:,5:3));
5 y= y+1;

6 z=bin2dec (LFC1(:,2:1));
7 z= z+1;

8 for i 1¬ toHW do

9 LF iC2( ) = S-box (x(i), y i( ), z i( ));
10 a end

2.5. Performance analysis
S-box is the only nonlinear structure of AES. The S-boxmainly plays the role of confusion and diffusion in the
cryptosystem. In section 2, a hyperchaotic system is introduced to generate a chaotic sequence. The chaotic
sequence is used to scramble the number 0∼ 255without repetition, and then the number is rearranged into a
8× 8× 4matrix through section 2.4. In order to facilitate the study of its performance, it is reconstructed into a
16× 16 sizematrix, and the obtained S-box is shown in table 1.Next, wewill study the performance of S-box
from six aspects, such as the bijective, nonlinear and strict avalanche criterion of S-box.

2.5.1. Bijectivity
Adamas andTavares [53]proposed the conclusion that f is bijective if the sumof the linear operations of the
Boolean functions fi of the components of the S-box of n× n is 2n−1.
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where ai ä {0, 1} and ai(i= 1, 2L n) are not both 0.wt() is theHammingweight. According to the S-box
constructionmethod, the S-box constructed in this paper is bijective.

Table 1.Reconstructed S-box.

6 156 95 1 111 246 35 93 149 140 145 232 115 179 207 172

165 44 217 114 23 54 65 181 107 9 148 56 206 126 28 116

69 216 113 75 29 74 224 51 178 58 19 166 139 143 32 96

180 219 253 21 110 186 222 80 220 236 184 2 85 84 47 128

234 173 36 57 24 189 235 105 127 225 240 26 202 142 101 204

176 0 13 155 16 66 52 130 102 88 117 3 55 109 169 227

5 231 131 242 138 168 15 160 154 137 238 129 94 42 112 175

164 195 71 218 141 27 78 62 33 64 20, 230 10 213 211 241

67 68 194 72 82 187 210 248 104 34 123 18 17 103 135 196

200 118 59 100 91 83 159 7 86 48 197 22 25 215 79 229

214 153 157 89 183 76 120 182 243 254 144 132 121 147 133 98

226 12 38 228 185 205 146 212 150 41 221 209 11 70 233 249

122 46 49 167 201 8 97 40 81 203 252 171 119 134 237 63

251 50 152 39 162 151 250 108 124 136 30 31 37 90 191 198

188 92 14 170 4 77 99 190 106 192 73 177 255 245 239 125

244 43 45 158 61 53 199 247 223 174 208 60 87 161 163 193
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2.5.2. Nonlinearity
Nonlinearity [54] is a test of a cryptographic function’s ability to resist linear attacks. The ability of a function to
resist linear attacks is directly proportional to its nonlinearity. The nonlinearity of an n-bit Boolean function is
defined as follows:

N S w2
1

2
max 5f

n

w GF
f

1

2n
∣ ( )∣ ( )

( )
= --

Î

where Sf (w) is theWalsh cycle spectrumof f (x). The proposed algorithm can construct the nonlinearity of
S-box. As shown in table 2, it can be seen that the proposed S-box has high nonlinearity.

2.5.3. Strict avalanche criterion (SAC)
The strict avalanche effect is introduced to observe the intuitive nonlinear characteristics. The strict avalanche
criterion [55]means that when one input of the Boolean function is changed, half of the output valuewill
change, that is, the change probability of each output bit is 0.5. The independentmatrix is used to obtain the SAC
value of the S-box. If the S-box satisfies SAC, each element of the independentmatrix is close to 0.5. Table 3
shows thematrix.We can see from table 3 that the value of each element is close to 0.5.

2.5.4. Output bit independence criterion (BIC)
Bit independence criterion (BIC) [56] is another ideal feature of encryption algorithms. For S-box: {0,
1}n→ {0, 1}n, it can satisfy BICwhen for all i, j, kä (1, 2,L , n) and j≠ k, the change of input bit i can cause the
independent change of output bit j and k. Table 4 and table 5 show the BIC-SAC andBIC-nonlinearity test
results of the S-box. It can be seen that theminimumandmaximumvalues of BIC-SAC are 0.4727 and 0.5254,
respectively, and themean value is 0.5, which is equal to the ideal value. Theminimumvalue of BIC-nonlinearity
is 96, themaximumvalue is 108, and the average value is 103.42, which indicates that S-box exhibits good
performance under this criterion.

2.5.5. Difference approximation probability (DP)
The difference approximation probability [57]DPf represents the XORdistribution of the input and output of
the Boolean function. Given an input difference!x, the probability that the output is!y is the highest. The

Table 2.Nonlinearity of S-box.

S-boxesMethod 1 2 3 4 5 6 7 8 Avg

The proposed 108 104 106 106 106 96 104 104 104.25

Table 3.The SACmatrix of S-box is proposed.

0.4219 0.4688 0.5469 0.5312 0.5156 0.5000 0.625 0.4531

0.5469 0.5156 0.4219 0.5156 0.4375 0.5625 0.4688 0.4531

0.4688 0.4375 0.5000 0.6094 0.4688 0.5156 0.4219 0.4844

0.5000 0.4688 0.4531 0.5000 0.5469 0.5000 0.5000 0.4844

0.5000 0.5156 0.5156 0.4688 0.4844 0.5000 0.5156 0.5312

0.5000 0.4844 0.4688 0.4375 0.5312 0.4688 0.625 0.4375

0.5469 0.4844 0.5000 0.5469 0.5000 0.4375 0.5000 0.5312

0.5156 0.5625 0.5000 0.5469 0.5469 0.4844 0.5000 0.5312

Table 4.The proposed BIC-SACmatrix of S-boxes.

0 0.5020 0.498 0.4922 0.5098 0.5117 0.5078 0.4727

0.5020 0 0.5156 0.5020 0.502 0.4902 0.5215 0.5293

0.4980 0.5156 0 0.5254 0.5156 0.5078 0.5039 0.5215

0.4922 0.5020 0.5254 0 0.4863 0.5020 0.4844 0.4980

0.5098 0.5020 0.5156 0.4863 0 0.5059 0.4824 0.4746

0.5117 0.4902 0.5078 0.5020 0.5059 0 0.4961 0.5098

0.5078 0.5215 0.5039 0.4844 0.4824 0.4961 0 0.5195

0.4727 0.5293 0.5215 0.4980 0.4746 0.5098 0.5195 0
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smallerDPf is, the stronger its resistance to differential attacks is. Themaximumvalue of S-boxDPproposed in
this paper is 0.0391.

2.5.6. Linear approximation probability (LP)
The linear approximation probability [58]means that when twomasks and are arbitrarily selected, themaskCx

operation is performed on all possible values of the input value x, and themaskCy operation is performed on the
output value S x( ) of the corresponding S-box. Themaximumnumber of the same results obtained by the
operation of the input value and the outputmask is themaximum linear approximation. Themaximumvalue of
S-box LP constructed in this paper is 0.1406.

2.5.7. Performance comparisons
As shown in table 6, the constructed S-box has stronger encryption characteristics than some othermethods,
which lays some foundation for subsequent research.

3. Proposed image encryption system

3.1. Encryption algorithm
The total framework of the encryption systemproposed in this paper is shown infigure 4. Firstly, the dynamic
keywith plaintext correlation is generated by plaintext hash value, and the chaotic pseudo-random sequence is
generated and obtained by using the key, then, the low-frequency image and the high-frequency image are
obtained by IWT transformation of the plaintext image, since the low-frequency component containsmost of
the energy signal of the image, and the high-frequency part represents the detail information, the low-frequency
image rich in information is weighted and encrypted. The steps are: bit-level permutation, S-box replace, and
ciphertext cross-diffusion, while the high-frequency imagewith less information is only encrypted by
lightweight scrambling. The specific steps of the encryption algorithm is as follows:

Step 1: Plaintext association key and IWTprocessing plaintext
Firstly, the plaintext image is input and the hash table is used to obtain the SHA-256 hash value of the

plaintext image, which is encoded as the initial valueKey that conforms to the chaotic initial value interval. Then
the image is decomposed into LL, LH,HL,HH four subbands by IWT, and then the haarfilter is used to calculate
the coefficients of each sub-band, and the imagematrix ismapped from the spatial domain to the frequency
domain. Finally, themapped data is processed into a pixel value range of 0∼ 255, and a low-frequency image
LFC and three high-frequency imagesHFC can be obtained. The equation for generating the initial valueKey is as
follows:

⎧

⎨
⎩

h hex dec h

lenh strlength num str h

key h lenh

2

2

10

6
i

i i

i i i
10

( )
( ( ))

( )
( )
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=

= ´

Table 5.The BIC-Nonlinearitymatrix of S-box is proposed.

0 102 104 102 102 108 106 100

102 0 104 106 102 104 104 108

104 104 0 100 104 104 104 104

102 106 100 0 108 102 102 104

102 102 104 108 0 100 96 104

108 104 104 102 100 0 106 100

106 104 104 102 96 106 0 106

100 108 104 104 104 100 106 0

Table 6.Comparison of S-box performance.

S-boxes Nonlinearity SAC BIC-SAC BIC-NL DpMax LpMax

Method Avg Avg Avg Avg

[59] 103 0.5039 0.5030 100.35 0.500 0.1484

[60] 104.75 0.5041 0.5050 104 0.0390 0.1406

The proposed 104.25 0.5089 0.5031 103.42 0.0391 0.1406
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where h is the hexadecimal hash value, hi is the decimal hash value, and lenhi is the hash length. keyi is the initial
value required for low-frequency encryption and high-frequency encryption.

Step 2: Pseudo-random sequence preprocessing
The key of this algorithm includes the initial value Key and control parameters of 2D-SFMHchaos. The

initial value obtained by Step 1 and the selected control parameters are substituted into the chaotic system to
iteratively generate chaotic sequences and process them into the sequences required for encryption. The specific
processing equation is as follows:

⎧
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⎪
⎪
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S X
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S X

S X
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where⌊·⌋denotes the downward rounding. S1, S2, S3, S4, S5 are processed random sequences. ∣·∣denotes the
absolute value.Xi is denoted as the chaotic sequence.

Step 3: Bit permutation
Firstly, the low-frequency imagewith the size ofH×W obtained by Step 1 is converted into an 8-bit binary

data stream, and then the binary imagewith the size of 8H×W is reconstructed. The pseudo-random sequence
S1 generated by Step 2 is used for row and columnpermutation, and it is converted into decimal. Finally, it is
reconstructed intoH×W. The specific operation is as follows:

Figure 4.The overall block diagramof image encryption.

Table 7.Comparison of adjacent pixel correlation between some plaintext images and their
ciphertext images.

Image name Algorithm Horizontal Vertical Diagonal Back-diagonal

this paper −0.0007 −0.0285 −0.0023 0.0112

5.1.12 [49] 0.0055 −0.0049 0.0001 /

[51] 0.0260 0.0039 0.0027 /

this paper 0.0083 −0.0247 0.0059 −0.0118

5.2.08 [49] 0.0041 0.0014 0.0029 /

[51] −0.0026 0.0021 −0.0024 /

this paper 0.0334 −0.0105 0.0255 0.0257

5.3.02 [49] −0.0376 −0.0473 −0.0301 /

[51] −0.0025 −0.0002 −0.0009 /

this paper −0.0159 −0.0075 0.0025 −0.0165

7.1.03 [49] 0.0001 0.0002 0.0031 /

[51] −0.0034 −0.0004 0.0017 /
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where LFC represents the image after bit-level permutation, i, j indicates the binary image size, i= 1, 2,..., 8H,
j= 1, 2,...,W.

Step 4: S-box replace
Firstly, the S-box is constructed by using the pseudo-random sequence S2 generated by Step 2 and the

algorithm in section 2.4. Then, the intermediate ciphertext LFC1 after bit substitution is converted into a one-
dimensional pixel sequence and converted into a binary number. The encrypted intermediate ciphertext image
LFC2 is retrieved by section 2.4 algorithm1. The specific encryption steps are shown infigure 5.

Step 5: Ciphertext interleaved diffusion
Using the S3 sequence, ciphertext interleaved diffusion [61] is performed on the intermediate ciphertext

LFC2 to obtain the ciphertext image LFC4 in the low-frequency portion. The encryptionmethod divides the
image into two sub-blocks, and after one round of pixel encryption of the sub-blocks in a parallelmanner, the
generated ciphertext is encrypted in two rounds to achieve the ciphertext interleaved diffusion technique, in
which one round ofmicro-encryption process is shown infigure 6.

From the above steps, the intermediate ciphertextmatrix LFC2 is obtained, and itsmathematical expression
is as follows:

Figure 5.Three-dimensional S-box replace flowchart for images of size 2 × 2.

Figure 6.Ciphertext interleaving diffusion encryption schematic diagram.
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where the pixel size isM rows andN columns and the total number of pixels is L=M×N.
Next, interleaved diffusion is performed for the LFC2. Thefirst half of the sub-block consists sequentially of

the pixel sequence LF LF LF, , ,C C C
L

2
1

2
2

2
2{ }( )¼ and the second half of the sub-block consists sequentially of the

pixel sequence LF LF LF, , ,C
L

C
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2 2
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• Preprocessing thefirst bit of the encrypted sub-block.

When i= 1, the first pixel of the first half sub-block is encrypted. The encryption is as follows:

⎧
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Key mod LF S

LF bitxor LF Key
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At the same time, the first pixel of the second half sub-block is encrypted. The encryption equation is as
follows:

⎧
⎨
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Key mod LF S

LF bitxor LF Key
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,
11
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whereKey(i) is a new sequence generated from LFC
i

2
( ) and S i

3
( ) by data processing, S i

3
( ) is a pseudo-random

sequence generated by Step 2, and LFC
i

2
( ) is a predefined positive integer in the range of 1 to 255. LFC

i
2
( ) and

LFC
i

3
( ) are the values of the i th pixel of the original image and the encrypted image, respectively.

• Interleaved diffusion for sub-blocks.

The arithmetic progression of i is increased to a tolerance of 1, and at the same time, the i th pixel of the
previous sub-block is encrypted. The encryption is as follows:

⎧
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The encryption operation is performed on the i th pixel of the second half sub-block as follows:

⎧
⎨
⎩
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LF bitxor LF Key
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whereKey(i) is a new sequence generated by LFC
i

2
( ) and S i

3
( ) through data processing, S i

3
( ) is a pseudo-random

sequence generated by Step 2. LFC
i

3
( ) is the value of the i th pixel of the encrypted image.

• Second round of interlaced diffusion.

The intermediate ciphertext LFC3 replace the intermediate ciphertext LFC2, LFC
L

3
( ) replace LFC2

0( ), and the
first round of encryption operation is repeated to obtain the ciphertext image LFC4 of the low frequency part.

Step 6: High frequency image processing
Using the pseudo-random sequence S4, S5 of Step 2, the three high-frequency images with a size ofH×W

obtained in the first step are subjected to row-columnpermutation andXORoperation in turn to obtain the
encrypted high-frequency image. The specific operation is as follows:

⎧

⎨
⎪

⎩
⎪

indexH sort S H

indexW sort S H W

HF i j HF indexH i indexW j

HF i j HF i j S i j

, 1:
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, ,

, , ,

14
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( ) ( ) ( )

( )

~ =
~ = +

=
= Ä

whereHFC1 represents the image after bit-level permutation,HFC2 represents the image after XOR.
Step 7: Generate ciphertext
The low-frequency image and the high-frequency image generated above aremerged to obtain the final

ciphertext imageC.
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3.2.Decryption process
Decryption is the inverse process of encryption. Before decrypting the image, the key used in the encryption
process needs to be transmitted to the decryption end through a secure channel. In the decryption process, the
ciphertext image isfirst decomposed into low-frequency and high-frequency parts by IWT. Then, the low-
frequency part performs reverse ciphertext interlaced diffusion, S-box replace and inverse bit permutation, and
then performs reverse row-columnpermutation andXORoperation on the high-frequency part. Finally, the
inverse IWT is performed on the transformed high-frequency and low-frequency data to obtain the final
plaintext image. The image decryption process is shown infigure 7.

4. Experimental results and analysis discussion

4.1. Experimental environment
For the experimental platform, we used a personal computer (PC) host withMATLABR2022a experimental
software installed. The processor of the PC is 11thGen Intel(R)Core(TM) i5-11400HCPUwith 2.70 GHz, the
memory size is 16 GB, the hard disk size is 1 TB, and the operating system isWindows 10. The image data
selected for the experiment is alsoUSC-SIPI.

4.2. Experimental results and analysis
4.2.1. Histogram analysis
The histogram intuitively depicts the distribution of gray levels in the image and their respective frequencies. In
general, the histogramof the plain image shows a certain statistical pattern, and the statistical characteristics of
the encrypted image histogram show a noise-like distribution, whichmasks themain information of the image,
thereby improving the ability to resist statistical analysis attacks.We select five plaintext images with different
sizes and the corresponding histograms, and obtain the corresponding ciphertext and histograms by encryption
algorithm, as shown infigure 8.

4.2.2. Correlation analysis of adjacent pixels
Usually, the plaintext image contains a large number of pixels with high neighborhood correlation, and the
ciphertext image encrypted by a good encryption algorithmwill not associate any pixel and its adjacent pixels.
Therefore, the secure encryption scheme aims to generate ciphertext images, inwhich adjacent pixels exhibit
negligible correlation. In order to calculate and compare the correlation between adjacent pixels in plaintext and
ciphertext images, we use the following steps. First, we randomly select 3000 pairs of adjacent pixels from the
plaintext image and the ciphertext image, and then calculate the correlation coefficients of the adjacent pixels in
the horizontal, vertical, diagonal, and back-diagonal directions according to equation (13). The correlation
coefficient is calculated as follows:

r
x x y y

x x y y
15xy
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j i M j
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j i
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where xi and yi constitute the first pair of horizontal/vertical/diagonal/anti-angle adjacent pixels,M is the total
number of horizontal/vertical/diagonal/anti-angle adjacent pixels. The adjacent pixel correlation data of the
encrypted image is shown infigure 9. Table 7 shows the correlation of two horizontal, vertical, diagonal and anti-
diagonal adjacent pixels in the plaintext image and ciphertext image of ‘House.tiff’, respectively. It can be seen
from the experimental data that the correlation coefficient of the ordinary image is close to 1, and the correlation
coefficient of the encrypted image is approximately equal to 0. This shows that the proposed encryption scheme
generates images with negligible correlation between adjacent pixels. Therefore, the scheme proposed in this
paper is secure against statistical attacks.

Figure 7.Decryption diagramof imagewith size of 4 × 4.
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4.2.3. Differential statistics
The difference between the two images can be quantified using two criteria: Number of Pixels Change Rate
(NPCR) andUnifiedAverage Changed Intensity (UACI). In differential attacks, attackers oftenmake slight
changes to the plaintext image, using a specific algorithm to encrypt it before and after the adjustments, aiming
to reveal their relationship. NPCR andUACI are described as follows:

⎧
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⎩
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H W
D i j

H W

v i j v i j
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1

, 100%
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1 , ,

255
100%

16

i
H

j

W

i
H

j

W

1
1

1
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1 2
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( )

å

å

=
´

´ å ´

=
´

´ å
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´
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whereH×W is the size of the image. v1, v2 respectively for plaintext image change a pixel before and after the
ciphertext image.D can be defined by:

Figure 8. Images before and after encryption: (a) plaintext image; (b) histogramof plaintext image; (c) ciphertext image; (d) histogram
of ciphertext image.
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Table 8 shows the algorithm results calculated according to equation (16). we found that table 8 shows theNPCR
andUACI values of images with different sizes encrypted by the algorithm. Based on the experimental results, it
is evident that the encryption scheme exhibits high sensitivity to alterations in the plaintext image and can
effectively withstand chosen plaintext attacks.

4.3. Information entropy analysis
Information entropy is a crucial indicator for assessing the distribution of image gray values andmeasuring the
randomness of image information. It can be defined as follows:

H m P n P nlog 18
i

L

i i
1

2( ) ( ) ( ) ( )å= -
=

wherem is the total number of symbolm(i)äm and p(ni) denotes the probability of a symbol.
Assume that the information source sends 256 symbols, andwe can obtain the theoretical valueH(m) by

equation (18). The closer to 8, the less likely the attacker will decode the password image. Table 9 shows the
comparison of information entropy. It can be seen from table 9 that the experimental results are close to 8, so the
proposed algorithmhas good information entropy characteristics.

4.4. Image quality analysis
In thefield of image processing, peak signal-to-noise ratio (PSNR) and structural similarity (SSIM) are
commonly used as a tool toweigh the quality of encryption.Mean square error (MSE) is a part of PSNR, as

Figure 9.Neighboring Pixel correlation for plaintext and ciphertext images: (a) plaintext R channel; (b) plaintext G channel; (c)
plaintext B channel; (d) ciphertext R channel; (e) ciphertext G channel; (f) ciphertext B channel.

Table 8.NPCR andUACI values.

Picture NPCR UACI

2.1.02. 99.6021 33.4181

2.1.05. 99.6174 33.4099

2.1.06. 99.6105 33.3263

4.1.06. 99.6002 33.4181

5.1.10. 99.6227 33.5582
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shown in table 10, which is defined as:

⎧

⎨

⎪

⎩
⎪

H W
I i j C i j

MAX

MSE

MSE
1

, ,

PSNR 10lg

19
i

H

j

W

I

1 1

2

2

( ( ) ( ))

( )
( )

åå=
´

-

=

= =

whereMSE represents themean square error of plaintext imageX and ciphertext imageY. The height andwidth
of the image are represented byH andW respectively, andQ represents the pixel level of the image. SSIM is an
index tomeasure the similarity of two images, as shown in table 10, which is defined as:
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whereμX,μY represents themean value of imageX andY respectively, represents the standard deviation of image
X andY respectively, and L represents the dynamic range of pixel value. The values of PSNR and SSIM are
calculated by using equations (19) and (20) as shown in table 10. The PSNR value of an encrypted image should
be about 30 dB, and the range of SSIM should be -1 to 1. The closer the image is, the closer the absolute value of
SSIM is to 1. Therefore, the value of SSIM shouldfluctuate around 0 after encryption.

4.5. Key space
The key space refers to the set of all possible keys that can be used to generate the key. The size of the key space
depends on the length of the security key, which is one of themost important characteristics that determine the
strength of the cryptosystem. The image encryption algorithmdesigned in this paper uses a two-dimensional
discrete chaotic system, and its key space can be expressed as S x y r SHA, , , 256{ }Î - , where x, y, r is the key
parameter with an accuracy of 10−16, and SHA− 256 is the hash value introduced to enhance the key space,
which can generate 256 bit hash, using the first 128 bits. After calculation, the key space size of the encryption
scheme is about 103×16× 2128≈ 2287, and the key length reaches 287 bit. Therefore, the encryption algorithm in
this paper can resist any formof violent attacks. The key space comparison is shown in table 11.

Table 10.PSNR,MSE and SSIM values.

Picture PSNR MSE SSIM

2.1.02 47.2594 0.4151 0.9995

2.1.05 47.2420 0.4178 0.9989

2.1.06 51.8592 0.4238 0.9982

4.1.04 44.2198 0.5126 0.9980

5.1.12 51.8500 0.4246 0.9995

Table 9. Image information entropy.

Proposed This paper [31] [62] [47]
Image Size Plain image Cipher image

5.1.10 256 × 256 7.3118 7.9970 7.9966 7.9971 7.9968

5.1.11 256 × 256 6.4523 7.9961 7.9971 7.9699 7.9971

5.1.12 256 × 256 6.7057 7.9967 7.9972 7.9975 7.9973

5.1.13 256 × 256 1.5483 7.9937 7.9970 7.9973 7.9968

5.1.14 256 × 256 7.3424 7.9964 7.9971 7.9967 7.9969

5.2.08 512 × 512 7.2010 7.9992 7.9993 7.9993 7.9992

5.2.09 512 × 512 6.9940 7.9993 7.9993 7.9993 7.9994

5.2.10 512 × 512 5.7056 7.9991 7.9992 7.9992 7.9993

7.1.01 512 × 512 6.0274 7.9992 7.9993 7.9992 7.9993

7.1.02 512 × 512 4.0045 7.9990 7.9993 7.9993 7.9994

7.1.03 512 × 512 5.4957 7.9992 7.9993 7.9992 7.9994

7.1.04 512 × 512 6.1074 7.9992 7.9993 7.9992 7.9993

7.1.05 512 × 512 6.5632 7.9994 7.9993 7.9993 7.9993

7.1.06 512 × 512 6.6953 7.9993 7.9994 7.9992 7.9991

7.1.07 512 × 512 5.9916 7.9992 7.9991 7.9993 7.9992

7.1.08 512 × 512 5.0534 7.9992 7.9993 7.9992 7.9992

7.1.09 512 × 512 6.1898 7.9993 7.9992 7.9993 7.9992
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4.6. Sensitivity analysis
In this section, we assess the algorithm’s performance by examining its sensitivity to changes in both the
encryption key and plaintext image. This emphasizes the strict requirements of security algorithms for high
sensitivity. Evenminor alterations to the key or the informationwithin the plaintext image can have a substantial
impact on thefinal encryption outcomes during the process of encryption or decryption. This shows that the
performance of the security algorithmnot only focuses on the improvement of the encryption intensity, but also
on the sensitivity of the input parameters.We useNPCR andUACI to judge the difference between the images
generated by the original algorithm and the scrambled algorithm, so as to verify the high sensitivity of the
algorithm.

4.6.1. Key sensitivity analysis
The key sensitivity is to analyze the ciphertext obtainedwhen encrypting the same image by using two slightly
different keys. In this section, we compare the differences between the obtained ciphertexts by using the correct
key and slightly changed key (add 10−12, 10−13, 10−14 and 10−15) for encryption. The difference between them
was derived by calculatingNPCR andUACI, whereNPCR andUACIwere calculated as shown in equation (16).
The results are shown infigure 10 andfigure 11.We can find that when the perturbation is added to the key, the
average values ofNPCR andUACI are 99.6108% and 33.46%,which indicates that the difference between the
two ciphertext images is very large.

4.6.2. Plaintext sensitivity analysis
The plaintext sensitivity refers to the degree of change of the corresponding ciphertext when the pixel of the
plaintext is changed. If the algorithm is not sensitive to plaintext, attackers are likely to break the algorithmby
analyzing the difference between plaintext and ciphertext pairs. Therefore, the plaintext sensitivity of the
algorithm is the key to its resistance to plaintext attacks. In this section, we analyze the sensitivity of the proposed
algorithm to ordinary images by adding 1 to the pixel values of ordinary images at (H/3,W/3), (2×H/3,W/3),
(H/3, 2×W/3) and (2×H/3, 2×W/3) to calculateNPCR andUACI. The results are shown in figure 12 and
figure 13. From thefigure, it can be seen that when the variation of the pixel values at the selected locations is 1,
the averageNPCR andUACI between their corresponding ciphertexts and the original ciphertexts reaches
99.6046%and 33.43% respectively, which is very close to the desirable values of 99.6094% and 33.46%. This
indicates that the cryptographic image has changed significantly. Thismakes it impossible for an attacker to

Figure 10.Key sensitivity test UACI results.

Figure 11.Key sensitivity test NPCR results.

Table 11.Key space.

This paper [63] [64] [62] [42]

287 154 166 224 234
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compromise the algorithmby comparing the differences between the ciphertexts and hence the proposed
algorithm is sufficient to resist plaintext attacks.

4.7. Chaotic sequence test-NIST test
National Institute of Standards andTechnology (NIST) SP800-22 is a quantitativemetric for evaluatingwhether
a serial is randomly distributed by performing 15 sub-tests tomeasure the randomdistribution of themap. The
experiment tests 120 sets of binary hyperchaotic sequences of length 106 generated by 2D-SFHM, and the
P− value andProportion generated during the process are the critical indicators used to evaluate the random
distribution. At the level ofα=0.01, 1> P− value> 0.01 andProportion> 96.28%mean that the sequences are
highly random. Table 12 clearly shows that the 15 sub-test results of the generated sequences, which fully satisfy
the randomdistribution requirement.

4.8. Security analysis based onpassword attack
In thefield of cryptography, the famous Kerckhoffs principle holds that the encryption algorithmof a secure
cryptosystem should be knownpublicly by the attacker, and only the key is unknown. The four commonly used
cryptanalysismethods fromweak to strong are: ciphertext-only attack, known-plaintext attack, chosen-
plaintext attack selection, ciphertext attack.However, chosen-plaintext attack and chosen-ciphertext attack are
currently considered to be themost effective password attackmethods. Themain concepts behind these attacks
involve carefully selecting specific attack images, such as all-black or all-white images, and then applying
algebraic analysis to derive the equivalent key of the original cryptosystem. In this paragraph, we decipher the
algorithmby selecting the plaintext attackmethod. Using comparable attack strategies, we evaluate the security
of the image encryption algorithmproposed in this paper. As shown below, figures 14(a)–(d) is specified as the
plaintext attack image, and the corresponding ciphertext image is presented infigures 14(e)–(h). As shown in
figures 14(i)–(l), their histogram features shownoise-like patterns, which are significantly different from
figures 14(a)–(d). In order to ensure versatility, we also select a specific plaintext image 14(m)–(p), whose
corresponding ciphertext image is displayed infigures 14(q)–(t). In addition, infigures 14(u)–(x), the histograms
of these ciphertexts shownoise patterns and are significantly different from the original text. Therefore, this
methodmakes it challenging for attackers to carry out penetration attacks. Similarly, it is also difficult to
implement selective ciphertext attacks. Themain source of these challenges comes from the combination of the
substitution-permutation-diffusion structure and the plain text associationmechanism. At the same time, the
use of substitution-permutation-diffusion structure effectively enhances the avalanche effect and security of the
algorithm.

4.9. Performance comparison ofmulti-round IntegerWavelet Transform to encrypt images of different
sizes
When the size of the larger image, wewill usemultiple rounds of IWTbefore the above encryption operation.
The followingfigure 15 shows the processing time of images of different sizes after different times of IWT,

Figure 13.Plaintext sensitivity test NPCR results.

Figure 12.Plaintext sensitivity test UACI results.
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including IWT time, anti-IWT time, encryption time and decryption time. (The IWT time refers to the time
required for the integer wavelet transformof the image. The encryption time refers to the time required for the
image encryption operation after n rounds of IWT. The decryption time refers to the time required for the
decryption operation of the encrypted image after n rounds of IWT) From thefigure, it can be seen that for small
size images, the computation time of single IWT is faster, and the encryption and decryption process is relatively
fast, formedium size images, the use ofmultiple rounds of IWTwill increase the computation time, but it is still
acceptable. The encryption and decryption time is relatively short and can still be completedwithin a reasonable
time, for large size images,multiple rounds of IWTwill significantly increase the computation time and the
encryption and decryption timewill increase accordingly, but in the case of processing large images, it can still be
completedwithin a reasonable time frame. Therefore for large size images, by usingmultiple rounds of IWT can
provide high real-time performance, for different size imageswemay need to trade-off between the IWT time
and the encryption and decryption time to choose the appropriate number of IWT rounds and encryption
methods. Overall, this algorithmhas some advantages as an effective encryption and image processing scheme in
different application scenarios.

4.10. Computational complexity analysis
In this paper, IWT is used to promote excellent image restoration and reduce computational complexity.When
the size of the original image isH×W, the computational complexity isO(HW), and the computational
complexity can be reduced toO(1/4HW) by IWT. As shown in the following table 13, the encryption time of the
algorithm in this paper is comparedwith the time required for encryption afterDWT and the average time
required for direct encryption, indicating that the time required for encryption after frequency domain
transformation is significantly reduced. This experiment is simulated undermatlab software, which is not
sensitive to the calculation offloating point number. The time difference between IWTandDWTwill bemore
obvious under other software.

5. Conclusion

In this paper, a chaotic image encryption scheme based on 3DS-box and IWT is proposed. Firstly, the dynamic
keywith plaintext correlation is generated by plaintext hash value, and the chaotic pseudo-random sequence is
generated and obtained by using the key. Secondly, the plain image is decomposed into sub-bands of different
frequencies bywavelet transform, and the image ismapped from the time domain to the frequency domain.
Then, the bit permutation-three-dimensional S-box replace-ciphertext cross-diffusion is used to encrypt the
low-frequency coefficients, and only the XOR-row and columnpermutation lightweight encryption is
performed on the high-frequency coefficients. Finally, thefinal ciphertext is obtained by reconstruction. Each
encryptionmodule adopts a forward plaintext feedback encryptionmechanism,which effectively enhances the
avalanche effect of the password. The results show that the scheme can ensure the high-quality restoration of the

Table 12.NIST SP800-22 test of 2D-SFHM.

NO. Sub-tests P-value Pass rate

>= 0.0001 >= 0.9628

01 Frequency 0.3115 0.9917

02 Block Frequency 0.0106 0.9750

03 Cumulative Sum(F) 0.4528 0.9917

Cumulative Sum(R) 0.6371 0.9917

04 Runs 0.9320 0.9917

05 Longest runs 0.1866 0.9750

06 Rank 0.7399 0.9917

07 FFT 0.9915 1.0000

08 Non-overlapping template 0.5341 1.0000

09 Overlapping template 0.7887 0.9917

10 universal 0.9496 1.0000

11 Approximate entropy 0.2993 0.9917

12 Random excursions 0.7681 0.9871

13 Random excursionsVariant 0.7955 1.0000

14 Serial(P-value1) 0.8343 0.9833

Serial(P-value2) 0.4220 0.9833

15 Linear comlexity 0.4846 1.0000

success no. 15/15 15/15
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Figure 14. Specific chosen plaintext images and their corresponding attack outcomes: (a)–(d) select special total-colored images; (e)–
(h) the ciphertext images corresponding to (a)–(d); (i)–(j) histogram corresponding to (e)–(h); (m)–(p) select special color images;
(q)–(t) the ciphertext images corresponding to (m)–(p); (u)–(x) histogram corresponding to(q)–(t).
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image, reduce the computational complexity, improve the real-time performance and efficiency, save the
storage space, and has robustness and significant diffusion characteristics, and can successfully resist various
standard password attacks. Therefore, themethod proposed in this paper is considered to be effective in
improving the accuracy and reliability of information exchange, especially in the context of the era of big data,
which is of great significance to image encryption.
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Table 13. IWT,DWT and spatial domain of encryption time
comparison.

Dimensione 256 × 256 512 × 512 1024 × 1024

IWT 0.076425s 0.302351s 1.061198s

DWT 0.079066s 0.335736s 1.089819s

Spatial domain 0.262431s 0.991714s 4.03523s
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