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ABSTRACT

This paper proposes a high-quality color image compression-encryption scheme based on chaos and
block permutation. In this scheme, the color digital image is first converted and sampled in the YCbCr
gamut, and then the coefficients in the sub-blocks are extracted for compression coding after 8 x 8
post-blocking discrete cosine transformation (DCT) to the frequency domain. Then, an image encryption
algorithm using chaos-based block permutation and two-round row-column diffusion is designed for the
compressed frequency domain information. In terms of security, a chaos-based block permutation mod-
ule is designed, which includes the encryption operations of block scrambling, block rotation and inver-
sion, pixel value complement and color component interchange to enhance security. In addition, a
mechanism for associating plaintext and intermediate ciphertext is introduced to generate dynamic
chaotic sequences to effectively resist various cryptographic attacks. Moreover, the joint compression-
encryption reduces the computational complexity of the encrypted object significantly and improves
the efficiency. The simulation results show that the joint compression-encryption scheme has the advan-
tages of high compression ratio and high image recovery quality, and has a fairly high security level to
resist common cryptographic attacks. Therefore, the compression-encryption scheme proposed in this
paper is a preferred and promising method for protecting the privacy of digital images.

© 2023 The Author(s). Published by Elsevier B.V. on behalf of King Saud University. This is an open access

article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

The era of big data has arrived with the rapid development of
computer and network communication technology (Farah et al,,
2020; Zhang et al., 2020). As people enjoy the dividends of infor-
mation, potential information security issues have gradually
emerged (Zhou et al,, 2015; Zhang et al., 2021). As the mainstream
information transmission medium in today’s big data network
environment, digital image processing and security have become
major concerns due to the vast amount of data being transmitted
(Sisaudia and Vishwakarma, 2022; Zhang et al., 2023a). Thus, it is
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very essential to encrypt digital image before transmission
(Zhang et al., 2023b; Li et al., 2022). Compared to traditional tex-
tual information, the large file size and high redundancy of digital
image pose challenges for storage and transmission (Luo et al.,
2022; Wang and Li, 2021; Wen et al., 2023a). In addition, tradi-
tional text encryption methods cannot be directly applied to digital
image because of the unique characteristics of image (Li et al.,
2022; Zhou et al., 2014). Therefore, more and more image encryp-
tion methods have been proposed, such as biological coding (Wen
et al., 2022a; Wang and Li, 2021), frequency domain encryption
(Wang et al., 2021a), quantum encryption (Luo et al., 2020; Singh
et al., 2021), bit plane encryption (Shahna and Mohamed, 2020;
Wei et al., 2023), steganography technique Abdulla et al. (2014),
Abdulla et al. (2019, 2023) and so on (Yu et al., 2021; Chen,
2022a; Chen et al., 2022). Especially in the last few years, many
international experts and scholars have discussed lively and
achieved rich and profound results in image encryption (Gao
et al., 2022a; Wang et al., 2023; Zhang et al., 2022; Chai et al,,
2022a). A new encryption algorithm was proposed in 2021 which
utilizes bit-level permutation and non-invertible chaotic mapping
(Karawia and Elmasry, 2021). Experimental analysis shows that
the proposed algorithm can resist multiple attacks. In the same
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year, a novel method for encrypting color image was proposed by
some scholars (Qian et al., 2021). After comparing various perfor-
mance indicators, it can be concluded that this technique is a suit-
able choice for image encryption. Based on the literature reviewed,
it can be observed that most image encryption algorithms have
achieved satisfactory confidentiality results, which greatly pro-
mote research in the field of information security (Wen et al.,
2022b; Yuen and Wong, 2011). Unfortunately, most of the avail-
able studies rarely consider both high security and simultaneous
optimization of encryption efficiency.

In order to address issues such as low transmission efficiency
and insufficient encryption security for digital image. Driven by
the big data era, some scholars have started to explore joint image
compression techniques based on image encryption (Chen, 2022b;
Wang et al., 2022a, Wang et al., 2022b). It has been reported that
digital image encryption by joint compression can improve encryp-
tion efficiency and thus has a promising application (Gao et al.,
2022b; Xian et al., 2022). A multi-image compression and encryp-
tion scheme based on quaternion discrete fractional Hartley trans-
form and improved pixel adaptive diffusion was proposed (Ye
et al,, 2020a). The experimental analysis shows that the proposed
scheme is feasible and has high encryption security performance.
These studies are good attempts and provide some basis and
insight for joint compression encryption. However, due to the lack
of systematization, the existing schemes have various drawbacks
and do not possess comprehensive excellent performance. There
are three main problems with the existing mainstream digital
image compression-encryption schemes: (1) the compression-
encryption scheme ignores the security performance, and the
image encryption algorithm is difficult to resist the selection of
plaintext attacks; (2) the digital image cannot be restored with
high quality after lossy compression and encryption, which affects
the usability; (3) complex encryption operations often result in
reduced efficiency, making it challenging to meet the real-time
requirements of secure communication. To solve the aforemen-
tioned issues, an innovative high-quality color image
compression-encryption scheme utilizing chaos and block permu-
tation has been proposed. In this scheme, the color digital image is
first converted and sampled in the color domain, and then the coef-
ficients in sub-blocks are extracted for compression coding after
8 x 8 post-blocking DCT to the frequency domain. Subsequently,
an image encryption algorithm using chaos-based block permuta-
tion and two-round row-column diffusion is devised for the
frequency-domain information that has been compressed. The
main innovative points and contributions of this paper are as
follows:

i) As far as we know, The method introducing chaos-based
block permutation into digital image compression-
encryption was proposed by us for the first time. In our pro-
posed scheme, the chaos-based block permutation module
includes the encryption operations of block scrambling,
block rotation and inversion, pixel value complement and
color component interchange to enhance security.

ii) The joint compression encryption effectively reduces the
computational complexity of the encrypted object. DCT
and a series of compression coding methods in frequency
domain processing are used to greatly reduce the redun-
dancy of encrypted objects, thus improving the efficiency
of the encryption scheme.

iii) A mechanism for associating plaintext and intermediate
ciphertext is introduced to generate dynamic chaotic
sequences to effectively resist various cryptographic attacks.
Based on our existing research base in cryptanalysis (Wen
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et al., 2023b; Wen and Lin, 2023), targeted security enhance-
ments are made to improve resistance to cryptographic
attacks.

iv) The proposed encryption scheme has several advantages,
including high compression rate, high image restoration
quality, feasibility, ease of use, and high performance. Espe-
cially for the problem of restoration after lossy compression
encryption, our experimental results verify that the scheme
has the property of high quality restoration.

The following is the structure of this paper. Section 2 briefly
describes the related basic principles of the algorithm. Section 3
details the proposed image compression-encryption scheme. Sec-
tion 4 presents the experimental simulation results and analysis.
The last section concludes this paper.

2. Related basic principles
2.1. Conversion and compression of color gamut

In traditional color image processing, RGB gamut is usually
used, and the other is YCbCr gamut obtained by conversion based
on the principle of three-color theory, as defined in Eq. (1)

Y = 0299 x R+ 0.587 x G+ 0.114 x B
Cb=—0.1687 xR~ 03313 x G+ 0.5 x B 1)
Cr=0.5xR—0.4187 x G- 0.0813 x B

where Yrepresents the brightness of the color, while Chand Crrepre-
sent the blue and red differences of the color, respectively (Niu
et al., 2019).

Because the human eyes is more likely to perceive light and
dark details, it is not easy to distinguish color and chroma informa-
tion. Considering this perception ability, in the sampling process,
the three components of Y,Ch, and Crare sampled 4:1:1, that is,
the full sampling of the Ycomponent is kept, and take the pixel val-
ues on the odd rows and columns of the Chcomponent and the
even rows and columns of the Crcomponent, as shown in Fig. 1.
After sampling, the amount of information in the Cband Crcolor
gamut is reduced to a quarter of the original, while also ensuring
that the loss of visual effects is almost negligible.

DCT is one of the most important means of frequency domain
compression with entropy retention, energy retention, de-
correlation and energy concentration, which is commonly used in
signal and digital image processing (Feng et al.,, 2023). Taking
two-dimensional discrete cosine transform (2D-DCT) as an exam-
ple, if there is a set of two-dimensional array
X, »)lu=0,1,---,U-1;v=0,1,---,V -1}, then the expres-
sion of 2D-DCT is given by

U-1v-1
B QRu+kr Qv+ 1)kn
Y(k,I) = C(k)C(l)uZ;;X(u, v)cos o c0s -y )
where k=0,1,2,---,U-1;1=0,1,2,---,V - 1.
L k=0
Ck) = (3)
\/% else
000 000 000 000 Pixel| [ [ [ ] [ Pixell
e0e eoe oo00 oo0 ° ¥ o @0 (o (00 °Y
Cb Cb
000 000 000 000 ¢ (: ° e o ® o
000 000 000 000 (] [ X J (] ( X J

Fig. 1. An example for YCbCr gamut compression of 4 x 4 image matrix.
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L 1=0
cl) = (4)
2 else

The two-dimensional inverse discrete cosine transform (2D-IDCT) is
defined as

C

-1V-1
QRu+1kr Qv+ 1in
(2 C(k I)cos 20 0S5y (5)

=~
Il

After the DCT, the pixel values of the image in the time domain
are converted to DCT coefficients in the frequency domain, unlike
the fast Fourier transform (FFT), this transformation saves arith-
metic power and the transformation results are all real numbers.
In this paper, the image will be processed in 8 x 8 blocks and then
DCT will be performed block by block. Fig. 2 gives an visualization
examples of 8 x 8 matrix data before and after DCT. It can be seen
that through the mapping of this function, the image energy in the
frequency domain is concentrated in the first coefficient in the top
left corner. This coefficient is usually called the DC coefficient, and
the rest elements are called the AC coefficient. In addition, in this
transformation, the low-frequency signals are concentrated in
the top left corner of the DCT coefficient matrix, while the high-
frequency signals are concentrated in the lower right corner. Given
the insensitivity of the human eye to high-frequency information,
DCT paves the way for a lossy compression step of discarding some
high frequency signals in subsequent quantization.

2.2. Adaptive 4-D autonomous hyperchaotic system

Applying controllers kx4, k2X4, k3x4 to the state equation of 3-D
chaotic system, and setting x4, = —dx;, the following adaptive 4-D
autonomous hyperchaotic system used in this paper can be con-
structed (Li and Yu, 2012).

X.] = a(Xz — X]) + I(1X4

X =X —XiX3 +kixg

X3 = —bX3 +Xx1X2 + k3X4

X.4 = *dxl

(6)

This system is 4-D and contains 2 nonlinear product terms,
which satisfies the necessary conditions to generate hyperchaotic
system. If the wvalues are a=35b=3,c=35k =1k =
0.2,ks =0.3,d =5, the Lyapunov exponent of the system is
LE; =0.5,LF, = 0.2117,LE; = 0,LE, = —38.7068, and thus the
system exhibits hyperchaotic behavior at this time.

3. The proposed image compression-encryption scheme

The flowchart of the color image compression-encryption
scheme proposed in this paper is shown in Fig. 3, and the specific
encryption steps are described below.

3.1. Image compression-encryption

Step1: Extract the key associated with the plaintext and gener-
ate chaotic sequences By inputting the plain image and obtaining
the MD5 value of the plain image, it is encoded as a key that con-
forms to the chaotic initial value interval. The chaotic system is
generated by the key to obtain four chaotic sequences
R',R* R*,R* and then transformed into pseudo-random sequences
suitable for block permutation after the following mathematical
processing.
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Fig. 2. Visualization examples of 8 x 8 matrix data before and after DCT.

=mod(|R" x 10", &)

(|R* x 10", 6)
= mod(|R* x 10"°],2)
= mod(|R* x 10"°|,6)

= mod

where |-] is an integer-valued function, mod(-) is a modulo function,
and L is the length of a chaotic sequence.

Step2: Convert color gamut and then sample.

Firstly, the plain image is converted from RGB gamut to YCbCr
gamut, keeping the Y layer unchanged, and the Chand Crlayers
are blocked 2 x 2 respectively. Then take the pixel value in the
top left corner of each block area in Ch, and the pixel value in the
lower right corner of each block area in Cr, so that the sampled
Cband Crlayers are reduced to one-fourth in equal proportion to
the original image.

Step3: Shift time domin and perform DCT coding.

To comply with the DCT symmetry interval, the pixel values of
each layer after sampling were shifted by 128 so that the interval
was distributed at [-127,128]. Subsequently, the three layers are
divided into multiple non-overlapping pixel blocks of 8 x 8 from
left to right and from top to bottom respectively. Finally, the
sub-blocks are DCT block by block. Through this operation, the
image information is converted to the frequency domain.

Step4: Quantify The quantization is performed separately for
each sub-block after DCT. As defined in Eq. (8)

{I’y = round(x) ®

Q
I = round(Q )

where round(-) is the rounding function, Iy, I are 8 x8 sub-blocks on
the brightness and color difference layers, respectively. Qy is the
brightness standard quantization matrix, and Q( is the color differ-
ence standard quantization matrix. I), and I. are the quantized
brightness and color difference matrices, respectively. The defini-
tions of Qy and Q( are as follows.

rt6 11 10 16 24 40 51 617
12 12 14 19 26 58 60 55
14 13 16 24 40 57 69 56
14 17 22 29 51 87 80 62

Q= 18 22 37 56 68 109 103 77 ®
24 35 55 64 81 104 113 92
49 64 78 87 103 121 120 101
L72 92 95 98 112 100 103 99 |
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Fig. 3. The flowchart of the proposed color image compression-encryption scheme.
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Step5: Extract coefficient and compress coding into binary P(a,b,c,d,e) =C((d—1)xBx+1,(e—1) x Bx+1
sequences.

Zig-Zag scans each quantized sub-block into a 1-D array, taking
the first digit as the DC coefficient and the remaining value as the
AC coefficients. The DC coefficients of each sub-block in the same
layer are taken out to form a first-order row matrix, Differential
Pulse Code Modulation and Huffman Coding are performed to
obtain three binary bitstreams based on DC coefficients. Similarly,
after AC coefficients of the same layer is taken out to form a first-
order row matrix, Run-Length Encoding is carried out, and finally
three binary bitstreams based on AC coefficientds are obtained.

Step6: Reconstruct binary sequences into compressed matrice
After the three layers are compressed and encoded, six binary bit-
streams are spliced together to form a binary matrix 8 times the
length of the plaintext column. Then every 8 columns of binary
numbers are converted to 1 column of decimal numbers. After that,
the matrix is divided into three parts by rows and assigned to the
three channels R, G and B, forming a compression matrix as shown
in Fig. 4, where Reshape is the reconstruction function and two2ten
stands for binary to decimal.

Step7: Block permutation.

The reconstructed compressed matrix is divided into n sub-
blocks of size 4 x 4, which is not overlapping each other, and pro-
cessed into a five dimensional array matrix containing the chunk-
ing information. The operation is as follows.

re x Bx,c) (11)
where a, b, c are the row, column and dimension of the pixel values
in the sub-block, respectively, d, e are the row and column positions
of the block, specifically. d x e =1,2,...,n. Bx is the size of the pre-
processing sub-block. Then, chaotic sequences R',R?,R* R* gener-
ated by the plaintext associated key are used to carry out block
scrambling, block rotation and inversion, pixel value complement
and color component interchange for the n sub-blocks successively.
As shown in Fig. 5, a 128 x 128 color Lena map is taken as an exam-
ple to show the overall process of block permutation. The specific
operation of each step is described as follows.

Firstly, block scrambling encryption is performed on the sub-
blocks of P by chaotic sequence R' according to Eq. (12) as shown
in Fig. 6.

t=P(a,b,c,d)
P(a,b,c,d) = P(a,b,c,R'(d))
P(a,b,c,R'(d)) =t

(12)

where dis the variable specified as 1,2,...,n.

The data in the sub-blocks is then encrypted by rotating and
reversing it according to the integer chaos sequence R*> with the
interval [0,5], as shown in Fig. 7.
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o
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Fig. 7. An example of block rotation and inversion of 16 sub-blocks.

Next, the data in the sub-blocks is complemented with pixel
values based on the binary chaotic sequence. The operation is as
follows.
P(a,b,c,d,e) =255 — P(a,b,c,d,e),ifR*(d x e) = 1 (13)
where a, b, ¢ are the rows, columns and dimensions of the 5D array
respectively. The specific value of d x e is 1,2,...,n

Finally, random permutations between R, G and B color stratifi-
cations are performed on the sub-block by an integer chaotic
sequence R* with the interval [0,5], as in Fig. 8.

Step8: Extract the key associated with the ciphertext and gen-
erate chaotic sequences.

and diffusion of the dislocated image (Zhu et al., 2019), and the dif-
fusion result is denoted as D. This diffusion is defined as follows.

(Bi + Br + R x 2'°|)mod256 if i=1
(Di1 + B+ Biy1 + |Ri x 2'°)ymod256 if i=[2,T—1]
(Dr_1 + Br + [Ry x 2'°|)mod256 if i=T

D; =

(15)

for row diffusion, T is the number of rows, and B;, D;, and R; repre-
sent the i-th row sequence of the permutated image, the diffused
image and the chaotic matrix, respectively; while for column diffu-
sion, T is the number of columns, and B;, D; and R; represent the i-th
column sequence of the scrambled image, the diffused image and
the chaotic real matrix, respectively. After two rounds of row-
column diffusion, the final color cipher image is obtained.
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3.2. Image decryption-restoration

Using the opposite steps of compression-encryption, the cipher
image is first subjected to two rounds of reverse row-column diffu-
sion, and then reverse color component interchange, reverse pixel
value complement, reverse block rotation-inversion and reverse
block scrambling are performed one by one to obtain the frequency
domain information before encryption. Afterwards the AC and DC
coefficients of the frequency domain information are extracted
for reverse compression coding and restore quantization, and then
the image information in the time domain is changed by IDCT.
Finally, the color difference layer is copied and relaid, and con-
verted to RGB color gamut to obtain the restored image.

4. Results and analysis
4.1. Experimental platform

In terms of the experimental platform, we used a personal com-
puter (PC) host with MATLAB R2022a experimental software
installed. The processor of the PC is AMD Ryzen™ 9 5950X CPU;
the main frequency is 3.88 GHz; the memory size is 16 GB; the
hard disk size is 1 TB and the system is Windows10.

4.2. Statistical analysis

4.2.1. Histogram analysis

Given that the frequency of occurrence of the grey value of each
pixel point in the image is counted in the histogram, it can easily be
used by an attacker as a gateway to decrypt the image (Chai et al.,
2022b). Therefore, the security performance of an image encryp-
tion scheme can be known from the histogram analysis. An excel-
lent image encryption algorithm can manipulate the distribution of
an image to resemble noise, thereby concealing the primary infor-
mation of the image. As shown in Fig. 9, the selected images San
Francisco and San Francisco (Bay Bridge) show a noise-like distri-

4
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bution in the histogram of the encrypted images after processing,
eliminating the possibility of an attacker to obtain valid informa-
tion from it.

4.2.2. Information entropy analysis

Information entropy can reflect the uncertainty of image infor-
mation. The greater the uncertainty in the image it is, the greater
its information entropy and the better its confidentiality will be,
and vice versa (Xiang et al., 2021). The specific mathematical for-
mula used to calculate the information entropy is as follows.

L

— P(x))log,P(x;)

i=1

H(x) = (16)

where L represents the total number of pixels, i represents the
grayscale value of the pixel, and P(x;) represents the probability of
pixel x;. An ideal encryption system should have an encrypted infor-
mation entropy very close to 8. We compared the information
entropy of the plaintext and ciphertext of the three images, and
the results, as shown in Table 1, show that the information entropy
of the encrypted ciphertext image tends to the ideal value of 8,
which indicates that the algorithm has good encryption
performance.

4.2.3. Correlation analysis

As ordinary images have the characteristic of strong correlation
of adjacent pixels, some attackers will use the analysis of pixel cor-
relation as an entry point for deciphering. Therefore, image encryp-
tion algorithms need to interfere with the correlation of pixels as
much as possible (Wang et al., 2022a; Wang et al., 2022b). Taking
the “Peppers” image before and after encryption as an example,
this paper randomly selects 6000 pairs of adjacent pixels from
the horizontal, vertical and diagonal directions to analyze and
compare their pixel correlation, and the pixel distribution is as
shown in Fig. 10.
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Fig. 9. Original plain and encrypted images and their histograms.
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Table 1
The entropy of the plain and cipher images.
Algorithm Images Plain Cipher
image image
Ours Female 5.9706 7.9924
Airplane 6.6639 7.9985
San Diego 6.3301 7.9997
San 6.4133 7.9997
Francisco
(Wang et al., 2022a; Wang et al., Female - 7.9726
2022b) Airplane - 7.9961
(Wen et al., 2023c) Airplane - 7.9959

The experimental analysis shows that the encrypted image with
very high pixel correlation is completely scattered in the horizon-
tal, vertical and diagonal directions after encryption, and almost
does not have pixel correlation. Therefore, the encryption algo-
rithm proposed in this paper has high security.

4.2.4. Analysis of image quality restoration

Peak signal-to-noise ratio (PSNR) and structural similarity
(SSIM) are commonly used in image processing as a measure of
the quality of reconstructed images. Of these, PSNR is used to
assess the quality of the recovered image based on the visibility
of errors, defined as

2552

PSNR = 10 x log,, (17)

M N
(/M x N)>"STIP(i.j) - CQj)P
i=1 1

i=1 j=

where M and N represent the length and width of the image, P and C
represent the original plain image and the decrypted image, respec-
tively. SSIM is used to evaluate the similarity between two images,
and its formula can be represented as

200 - 200
100 - 100
ol 0l
200 200
100 7 100 E
0 1 0 1

(a) Horizontal correlation of plain image

200 200

100 100

200 e .
100 i 3 100
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(d) Horizontal correlation of encrypted image

(b) Vertical correlation of plain image

(e) Vertical correlation of encrypted image
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(21,1, + (0.01L)*)(20 + (0.03L)°)
(U2 + 12 + (0.01L)%)(62 + 62 + (0.03L))

SSIM(P, C) = (18)

where p, and p. represent the mean value of the original plain
image P and the decrypted image C, respectively, ¢, and o, repre-
sent the standard deviation of the images P and C, respectively,
and L represents the dynamic range of the pixel value. Using the
above formula to calculate the values of PSNR and SSIM, it should
be noted that the experiment uses a full 1 quantization matrix,
and the specific experimental data is demonstrated in Table 2. Gen-
erally speaking, the greater the PSNR it is, the better the image qual-
ity it will be. For digital images, PSNR value higher than 40 dB
indicates that the image quality is good, and 30-40 dB usually indi-
cates that the image distortion can be detected but acceptable.

4.2.5. The influence of quantization matrix on compression ratio and
recovery quality

In this encryption algorithm, we can adjust the compression
rate by customising the quantization matrix. The specific relation-
ship between the custom quantization matrix and the standard
quantization matrix is shown in the equation

{ Q; =aQy
Q; = aQc

where Q; is the brightness custom quantization matrix, Q, is the
color difference custom quantization matrix, Qy and Q. are the
brightness standard quantization matrix and the color difference
standard quantization matrix, respectively. o is the quantization
scale factor, and o =2,1,27",272,27% 27, In general, the higher
the o increases, the higher the image compression rate will be,
but the quality of image recovery will be reduced. As shown in
Fig. 11, taking “Couple”, “Female”, “Mandrill”, “Airplane”, “Jelly
beans1” and “Jelly beans2” as examples, the image restoration qual-
ity is evaluated by adjusting the size of « and measuring PSNR. It
can be seen that when the quantization matrix changes from 2Q

(19)

200
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(c) Diagonal correlation of plain image

200 |
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200
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(f) Diagonal correlation of encrypted image

Fig. 10. Correlation coefficient distribution of plain image and encrypted images of “Peppers”.
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Table 2
Quality analysis of image restoration.
Images PSNR(dB) SSIM
Female 47.7055 0.9862
Jelly beans1 43.1134 0.9867
Jelly beans2 42.0394 0.9856
Peppers 43.7469 0.9835
46
45 6.3157 9.014
7.2453 9.4118
44 6.3471 10.4918
43 Compression radio under 2-4 Quantization matrix
42
o
S 41
[h'e jmeccccccccsceracccccccccccccccaaas
= ‘
a 39 /__6
38 / .
36 Couple =#—Airplane
35 Female Jelly beans1 ||
~o—Mandrill Jelly beans2
34 .
2Q Q 2rlq g4q 2%a 24Q
«

Fig. 11. Reduction quality analysis under different o conditions.

to 27*Q from left to right, the PSNR value also increases continu-
ously, up to nearly 43 dB. It can be found from Fig. 11 that when
o = 274, the PSNR of the restored image is around 40 dB, and the
compression ratio is between 6.3 and 10.5. It can be seen that the
algorithm also maintains an excellent compression ratio with excel-
lent restoration quality. Therefore using o = 2~ as the default quan-
tization scale factor, the advantage of the high recovery quality of
this algorithm is demonstrated by comparing the average PSNR of
other compression algorithms in recent years. As shown in the
Table 3, the average PSNR value of this algorithm is significantly
higher than other algorithms. Fig. 12 shows the encrypted images
and restored images when the quantization matrix o is
274273272 271 1,2, respectively.

4.3. Sensitivity analysis

This section analyzes the performance indicators of the algo-
rithm from two aspects, key and plaintext sensitivity (Farah
et al., 2020). For an ideal image encryption scheme, even if the
key or plain image information used is slightly different, the result
of the encryption will be completely different.

4.3.1. Analysis of sensitivity to the key

Key sensitivity refers to the significant difference, in terms of
passwords obtained, between the encryption of the same image
using two slightly different keys, as an important aspect of encryp-
tion technology (Wang et al., 2020). In this section, the difference

Table 3
Comparison of the average PSNR of different compression algorithms.
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between the obtained ciphertexts are compared by using the orig-
inal key and the scrambling key + 107** to encrypt the plaintext
respectively, and the NPCR and UACI are calculated. Among them,
NPCR and UACI are defined as follows.

M N
NPCR =

i=1 i=1

M N
i x SO el 100

i=1 j=1

(20)
UACI =

where M x N is the size of processed image, v; and v, are different
cipher images, and D(i,j) is defined as
.. 0, v1(i,j) = v2(i,j
D(i,j) = { 1)) = 2a(L)) (1)
17 1)0(17.,) 7 1/2(17])

where v4(i,j) represents the pixel value of the previous ciphertext
pixel, and v, (i, j) represents the pixel value of the cipher image after
fine-tuning the encryption key. The values of NPCR and UACI were
calculated using the above formula, as shown in Table 4. Observing
the following charts and data, it can be found that the two cipher
images obtained after disturbing the key are very different, and
their NPCR and UACI values are very close to the ideal values of
99.61% and 33.46%, which indicates that the encryption scheme
is extremely sensitive to the key.

4.3.2. Analysis of plaintext sensitivity

Plaintext sensitivity refers to how much the corresponding
ciphertext changes when changing the pixels of the plaintext (Li
and Yang, 2022). An algorithm that is insensitive to plaintext pre-
sents a vulnerability as an attacker could exploit the difference
between a given plaintext and ciphertext to decipher it. Therefore,
having sufficient plaintext sensitivity is key to resisting such
attacks. This section analyzes the plaintext sensitivity of the algo-
rithm by manipulating the values of just four pixels in the image.
The results are reported in Table 5, where the NPCR and UACI val-
ues from the original and the new cipher images are presented. The
NPCR and UACI values are found to be close to the ideal values,
which indicates that the pixel values have changed significantly.
This change renders an algorithm safe against the comparison of
differences between ciphertexts, and hence, makes the proposed
algorithm strong enough to resist plaintext attacks.

4.4. Key space

The key space refers to the range of the size of the encryption
key. A large enough key space can effectively resist exhaustive
attacks. The algorithm selects two key parameters with an accu-
racy of 10'®, and generates a 128-bit hash value by introducing
plaintext association and ciphertext association MD5 to amplify
the key space. Therefore, it can be concluded that the key space
size of the algorithm is about 10'®? x 2'% ~ 224 which is much
larger than the theoretical requirement of 2'®. As shown in Table 6,
it is not difficult to see that the algorithm has a better key space
than other algorithm.

Algorithm Ours (Chai et al., 2020)

(Wen et al., 2023c)

(Xiao et al., 2022) (Wang et al., 2022a; Wang et al., 2022b)

PSNR(dB) 39.6445 34.1119 34.7149

32.0897 27.5537
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e a=1

(g a=2"* (h) a =273 (i) a =272 G) a=2"" k) a=1 Ha=2
Fig. 12. Encrypted images and restored images under different « conditions.
Table 4 Table 7
Key sensitivity test. Encryption time statistics of each module.
Images NPCR(%) UACI(%) Size 512x512 256x256
Couple 99.7266 33.4672 Chaos 0.0020s 0.0007s
Jelly beans 99.6704 33.4927 Compression 1.0433s 0.2493s
Airplane 99.5874 33.5262 Permutation 0.0263s 0.0072s
San Diego 99.6317 33.3911 Diffusion 0.0276s 0.0075s
Table 5
Plaintext sensitivity test.
Table 8
Images NPCR(%) UACI(%) Comparison results with some state-of-the-art algorithms.
SanDiego zs6.256) 99.6035 33.3713 Algorithm Permutation Diffusion
SanDiego ;25 256) 99.6162 33.4563
SanDiego ’ 99,6006 33.4686 Ours(512x512) 0.0263s 0.0276s
1€80(256.128) : : Ours(256x256) 0.0072s 0.0075s
SanDiego 12,12, 99.5840 33.4356 (Guesmi and Ben Farah, 2021) 1.6800s 0.1400s
(512x512)
(Luo et al., 2019) (512x512) 1.1918s 0.2024s
) ) (Zhou et al., 2021) (256x256) 0.0380s 0.0760s
4.5. Running efficiency (Wang et al., 2021b) (256x256) 0.1084s 0.0395s

Operating efficiency is an important indicator to measure
whether a compression encryption algorithm is feasible and prac-
tical. An algorithm with short running time is naturally more
accepted. In the experimental environment shown in Section 3.1,
the images with sizes of 512 x 512 and 256 x 256 are processed
respectively, and the time consumption of the four main steps of
hyperchaotic system generation, frequency domain compression,
block permutation and row-column diffusion is tested. The results
are shown in Table 7. It can be seen that the generation time of
hyperchaotic system required to run an image of 512 x 512 and
256 x 256 is 0.0020s and 0.0007s respectively, and the next

Table 6
Key space comparison.

compression step takes 1.0433s and 0.2493s respectively. The sub-
sequent permutation steps take 0.0263s and 0.0072s respectively,
and the final diffusion steps take 0.0276s and 0.0075s respectively.

In order to facilitate comparison, we refer to the running effi-
ciency in the literature, as shown in Table 8. In comparison with
other algorithms, we can observe that our permutation and diffu-
sion speed are at the leading, which indicates that the algorithm
is satisfactory and effective, and has higher advantages in some
existing algorithms.

Algorithm Ours (Ye et al., 2020b)

(Chai et al., 2020)

(Guesmi and Ben Farah, 2021) (Xiao et al., 2022)

Key space 9234 186

2168

2200 2189
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Table 9
NIST-800-22 test results.
Statistical P-value Results
Frequency (Monobit) TEST 0.534146 successful
Block-Frenquency Test 0.350485 successful
Cumulative-Sums Test 0.534146 successful
Runs Test 0.066882 successful
Longest-Run Test 0.035174 successful
Binary Matrix Rank Test 0.739918 successful
Discrete Fourier Transform Test 0.213309 successful
Non-Overlapping Templates Test 0.008879 successful
Overlapping Templates Test 0.739918 successful
Maurer’s Universal Statistical Test 0.739918 successful
Approximate Entropy Test 0.739918 successful
Serial Test-1 0.911413 successful
Serial Test-2 0.350485 successful
Linear-Complexity Test 0.739918 successful
] |- -
08 This paper 1
Logistic
0.6 1 Tent
R~
04r
0.2
0Fr
-0.2 : : ' :
| 1.5 2 2.5 3 3.5 4

Fig. 13. 0-1 Gottwald Melbourne test.

4.6. Random characteristic test of chaotic sequences

4.6.1. NIST test

The NIST 800-22 test suite is a statistical package consisting of
16 tests that are used to test binary sequences generated by
hardware-based password or pseudorandom number generators,
where both the values and lengths are random. In this test, the
sequence passed the test successfully, and some test results are
shown in Table 9.

4.6.2. 0-1 test

The 0-1 Gottwald Melbourne test can distinguish between reg-
ular and chaotic motion by computing parameters that asymptot-
ically tend towards O and 1 respectively. In the 0-1 Gottwald
Melbourne test, the average of 250,000 results shown in Fig. 13
is 0.9978, which is close to the theoretical value of 1, and verifies
the excellent performance of the chaotic system.

4.7. Conclusion

In this paper, we innovatively propose a high-quality color
image compression and encryption scheme based on chaos and
block permutation. In this scheme, the color digital images are first
transformed and sampled in the color domain, and then the sub-
block parameters are extracted in the DCT frequency domain to
achieve compression coding. After that, an image encryption algo-
rithm using chaos-based block permutation and two-round of row-
column diffusion is designed for the compressed frequency domain
information. The joint compression-encryption greatly reduces the
computational complexity of the encrypted objects and improves
the efficiency. Both theoretical analysis and simulation results ver-
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ify that the proposed joint compression-encryption scheme has
excellent cryptographic properties. The secret-key space is suffi-
cient to resist brute force attacks with the existing arithmetic
power. It has excellent statistical analysis results, including his-
togram, information entropy, adjacent pixel correlation, and image
restoration quality. Meanwhile, it is highly sensitive to keys and
plaintexts, and has low computational complexity. Also, the
adopted chaotic sequences are both able to pass the NIST and 0-
1 sequence tests. Therefore, the feasibility, ease of use and high
performance demonstrated by the proposed joint compression-
encryption scheme in this paper validate that it is a preferred
and promising method for digital image privacy protection. Never-
theless, the algorithm has some shortcomings, such as the com-
plexity of the algorithm structure and running time needs to be
optimized, in the future we will explore the solution to enhance
the confidential transmission performance.
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