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ABSTRACT With the development of the Internet of Things (IoT) and communication technologies,
multimedia information has become an essential part of communication. As a carrier with high information
density and large transmission volume, image data is increasingly at risk of information leakage. To address
the issue of digital private image leakage, this paper proposes a reliable image security protection scheme
based on a non-degenerate hyperchaotic system for dynamic permutation and single-round composite
diffusion. By leveraging the high dynamic properties of non-degenerate chaos, the scheme effectively
addresses the insufficient sensitivity of pseudo-random sequences to initial values and enhances the
sensitivity of the key to initial conditions. Additionally, the single-round composite double-diffusion system
significantly improves the security and reliability of the algorithm, with the information entropy of the
encrypted image reaching 7.9994. Experimental and theoretical verification demonstrate that the algorithm
exhibits high sensitivity and effective robustness, capable of resisting common attacks and providing a
reliable security solution for communication and the [oT.

INDEX TERMS Image encryption, dynamical analysis, chaotic system, cryptography.

I. INTRODUCTION

In today’s digital age, the rapid development of the
Internet of Things and cloud computing technologies has
greatly promoted the progress of the information society.
However, this process has also brought new challenges
[1], [2]. Massive amounts of multimedia data, especially
digital images, are being transmitted on the network at
an unprecedented scale [3], [4]. Digital images, as one of
the most straightforward means of conveying information,
contain highly significant content [5], [6], including sensitive
information such as personal privacy, commercial secrets and
even national security [7], [8]. Therefore, it is particularly
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important to ensure the security of these image data.
However, traditional encryption algorithms, such as the AES
and the DES, are powerless when facing image data [9], [10].
Most of these algorithms are based on linear structures and
are difficult to effectively deal with the high redundancy and
strong correlation of image data [11], [12]. The complexity
of image data makes traditional encryption methods face
huge challenges in both encryption efficiency and security.
This has prompted researchers to continuously explore new
encryption mechanisms to find encryption methods that
are more suitable for the characteristics of image data.
Against this background, emerging technologies such as
nonlinear encryption technology and chaotic encryption
have emerged [13], [14]. Nonlinear encryption technology
breaks the linear limitations of traditional encryption by
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introducing nonlinear elements, providing new ideas for
image encryption [15], [16]. Chaotic encryption leverages the
inherent unpredictability of chaotic systems and their extreme
sensitivity to initial conditions to introduce greater security
and complexity into the realm of image encryption [17],
[18]. The emergence of these emerging technologies not only
brings new hope to the field of image encryption, but also
opens up new directions for information security research.
Over the past few years, image encryption methods lever-
aging chaos theory have emerged as a prominent research
focus within information security, primarily attributed to
their high sensitivity to initial conditions, strong ergodic
properties, and the ability to generate pseudo-random
sequences [19], [20]. Existing encryption methods can be
mainly divided into four categories: transform domain-based
algorithms [21], [22], permutation-diffusion architecture-
based algorithms [23], [24], bio-inspired algorithms [25],
[26], and hybrid encryption frameworks [27], [28]. Among
them, chaotic systems are often used to construct permutation
matrices or drive diffusion processes due to the complexity
of their dynamic behavior, which significantly improves
the security of encryption systems [29], [30]. In 2023,
Zheng and Bao [31] proposed an image encryption algorithm
via a cascade chaotic map and DNA coding for secure
image transmission. The algorithm employs a 2D-Cascade-
Transform-Logistic-Sine Map (2D-CTLSM) to generate
chaotic sequences with improved randomness and large
parameter ranges. It combines zigzag transformation with
DNA encoding to enhance the diffusion and confusion
processes. The scheme includes chunking dislocation and
alternate row diffusion to further strengthen security. This
demonstrates the robustness and reliability of the proposed
encryption method. In 2024, Xue et al. [32] proposed a
revolutionary compression-encryption algorithm for color
medical images based on compressive sensing (CS) and
DNA coding operations. This method addresses the chal-
lenges of storage efficiency and data security in medical
imaging by integrating discrete wavelet transform, sparse
optimization, and DNA-level encryption techniques. The
algorithm enhances the randomness of the original image
signal through position scrambling and reduced-stiffness
operations, followed by DNA encoding, base scrambling, and
XOR operations to achieve robust encryption. This approach
enables efficient and secure transmission of color medical
images, facilitating advancements in digital medicine and
telemedicine. In 2025, Ince et al. [33] proposed a novel
lightweight image encryption algorithm named Random Strip
Peeling (RSP) for Internet of Things (IoT) devices, which
employed a unique combination of color plane permutation
and chaotic maps to achieve efficient and secure image
encryption. The algorithm disrupts linearity in the confusion
step using two different sequences generated by the 1D
Tent Map and enhances diffusion with an XOR matrix
generated by the Logistic Map. The algorithm shows robust
resistance to statistical and differential attacks, making it
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suitable for resource-constrained IoT environments. Despite
many achievements, existing chaotic encryption schemes
still face the following challenges: First, the key space
of one-dimensional chaotic mapping is limited and can
be easily cracked by phase space reconstruction attacks;
second, most two-dimensional chaotic systems have peri-
odic windows, resulting in insufficient complexity of the
generated pseudo-random sequences; third, the traditional
permutation-diffusion structure does not completely elimi-
nate the correlation between adjacent pixels and is difficult
to resist statistical attacks. Recent studies [34], [35] have
shown that hyperchaotic systems can produce more complex
dynamic behaviors due to their multiple positive Lyapunov
exponents, providing new ideas for improving the robustness
of encryption systems. However, the existing hyperchaotic
mapping designs mostly rely on complex nonlinear function
combinations, which reduces computational efficiency and
restricts their real-time applications [36], [37]. In summary,
the demand for image encryption is growing, yet for IoT
environments, overly simple algorithms lack practicality,
while overly complex algorithms face limitations due to
device performance. There is also an increasing demand for
robustness in image encryption.

To tackle these issues, the paper introduces an image
encryption approach that leverages non-degenerate discrete
chaos and dynamic two-way permutation. The proposed
method utilizes non-degenerate discrete chaos to create
pseudo-random sequences, thereby fortifying the security and
resilience of image encryption by implementing processes
that induce confusion, dynamic rearrangement, and dynamic
spreading of the data. Notably, the scheme demonstrates high
sensitivity to both plaintext and ciphertext images, as evi-
denced by theoretical analysis and experimental validation.
The main contributions are reflected in the following three
aspects:

1) This study proposes a four-dimensional non-degenerate
hyperchaotic system (4D-NDS). Through a unique
dynamic design, the system achieves efficient gen-
eration and evolution of chaotic behavior, avoiding
the degradation problem that may occur in traditional
chaotic systems. This non-degenerate characteristic
greatly improves the complexity and unpredictability
of chaotic sequences, laying a solid foundation for
subsequent encryption applications.

2) This study designs an innovative single-round compos-
ite dynamic diffusion mechanism. This highly efficient
diffusion strategy achieves rapid mixing and diffusion
of plaintext information through a complex dynamic
process, thereby minimizing the computational burden
associated with multi-round diffusion.

3) This study proposes a lightweight optimized security
architecture that integrates multiple cryptographic
techniques such as permutation, diffusion, obfusca-
tion, and plaintext-associated dynamic key genera-
tion. Through the plaintext-associated dynamic key
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generation mechanism, the architecture can dynam-
ically adjust the encryption key according to the
input plaintext, thereby effectively resisting common
cryptographic attacks such as differential attacks and
linear attacks. This lightweight optimization design is
particularly suitable for resource-constrained environ-
ments, such as IoT devices and mobile terminals, and
has broad application prospects.

The rest of this paper is organized as follows:
Section II reviews previous related work. Section III
introduces the image encryption algorithm implemented
using 4D hyperchaos. Section IV discusses and analyzes
the numerical experiments and security performance of
the proposed scheme. Finally, Section V concludes this

paper.

Il. PREPARATORY WORK

A. 4D-NDS CHAOS CONSTRUCTION

To construct a new non-degenerate 4-dimensional discrete-
time chaotic system (4D-NDS), as referenced in Liu et al.
[38], the following steps are taken: First, obtain a transformed
matrix A. Then, using a uniformly bounded anti-controller g
and a control matrix B, perform inverse control on A, with the
equation as follows:

Xn(k +1) = Axy(k) + Bg(ox,(k), €) ey

where x; is iteration sequence, o and & are parameters
of the anti-controller. Pole assignment according to (1).
It is possible to determine the Lyapunov exponent LE, =
n, signifying that the controlled system has become an
n-dimensional discrete-time hyperchaotic system.

According to this concept, the subsequent text outlines the
design of a four-dimensional discrete non-degenerate chaotic
system:
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Ultimately, the discrete-time chaotic system developed is
presented as follows:

xi(k+1) x1(k)
xk+D1 x2(k)
x4k + 1) x4(k)
[ x1(k + 1) = A pyx1 (k) + A 2 xa (k) + Aq 3yxs (k)
sin(2mx1(k))
+A x4(k) + 6 ———=
(1,4)x4(k) + &1 T
xo(k + 1) = A nxi1(k) + A, 2x2(k) + A, 3)x3(k)
sin(2mxy(k))

+A ayxa(k) + &
@.axa(k) + &2 1+0x22(k)

x3(k + 1) = A, nxi(k) + Ag,2x2(k) + A 3)x3(k)
1A ) + sin(2mx3(k))
X. Ey3——m——
G934 T+ ox2k)

x4k + 1) = A, nx1(k) + Aa,2x2(k) + Aw@,3)x3(k)

sin(2m x4 (k))
+A4.ax4(k) + 84—
@,4)x4(k) + &4 [+ ox2k)

(6)

Whereal = 0 = 03 = 04 = 0,€&] = & = & =
&4 = ¢&. The initial values x;(1), x2(1), x3(1) and x4(1) are
0.1, 0.2, 0.3 and 0.4, 0 = 1, ¢ = 1. By calculating the
iteration equation, a chaotic mapping is obtained as shown
in FIGURE 1.
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FIGURE 1. Visualization of phase diagrams of the proposed 4D-NDS
chaotic maps.

B. PLAINTEXT-RELATED CHAOTIC SYSTEMS (PLCS)

The chaotic sequences generated by chaotic systems are
often not directly usable in encryption programs. Meanwhile,
leveraging the initial value sensitivity of chaotic systems to
link the hash value of the plaintext image with the initial
values of the chaotic system can effectively enhance the
security of the algorithm and expand the key space. The

specific operations are as follows:
N; = hex2dec(SHA-2569;_1.2;) i=1,2,...,32 (7)
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where hex2dec is a conversion function that takes a
64-bit hexadecimal number, divides it into 32 groups of
2-bit hexadecimal digits, and then converts each group into
a decimal form, resulting in 32 groups of decimal numbers.
These 32 groups of decimal numbers are then further divided
into 8 larger groups, and for each of these 8 groups, the data
are processed as follows:
n; = mod(Na;—3 @ Nai—2 @ Nai—1, Nag)/(H x W)
i=12,....,8 (8
where H and W represent the height and width dimensions
of the original image. From the set n, three distinct groups
of parameters are selected to adjust the initial state of the
non-degenerate chaotic system. Additionally, two more sets
of parameters are utilized to modify the anti-control variables
within the non-degenerate chaotic system. Among them, the
selection of which 6 sets of parameters is random, and here
the first five sets of parameters are fixed for demonstration
purposes. The processing is as follows:

[ x1(1) = x1(1) + my
x5 (1) = x2(1) +
x3(1) = x3(1) + n3

©
xy(1) = x4(1) + ny
o' =0 +n;
[ &' =¢+mg

After processing the initial values of the chaotic system in
this manner, the pseudo-random sequences generated by the
chaotic sequences will be closely related to the ciphertext.
These sequences are then processed for use in the encryption
process.

Ill. ENCRYPTION METHOD
This algorithm utilizes a combination of 4D-Non-degenerate

chaotic driving for confusion, dynamic permutation, and
dynamic diffusion based on plaintext-related adaptive feature
points to form an encryption scheme (4D-NDTD). The
encryption framework is shown in FIGURE 2 and the relevant
theories and specific encryption steps will be introduced in
this section.

In this paper, an image encryption scheme is introduced
that operates on the principle of ‘“permutation - diffusion -
diffusion - confusion” The process of encryption is depicted
in FIGURE 2. The detailed steps for encryption are outlined
below:

A. DYNAMIC PERMUTATION

Using sequence K and K, to perform dynamic permutation
operation on plain image I, the specific process is as follows:

Ky = sort (xi(1 : H)) (10)
Ky = sort (x1(end — W + 1 : end))

Ci(i, :)=cireshift (11(G, 2), [0, Kpe(D])  i=1,2,....H
C1(:, j)=circshift (Cl(:,j), [Kpc(j), O]) j=12,..., W
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where C| is the permuted image, circshift is the shift function,
sort is a sort function, end represents the last position in a
sequence.

B. SINGLE-ROUND COMPOSITE DYNAMIC DIFFUSION
MECHANISM

We propose a single-round composite dynamic diffusion
scheme. This scheme consists of a dynamic bitwise diffusion
and a dynamic row-column diffusion, both driven by
sequences generated by a chaotic system. First, the image
undergoes dynamic bitwise diffusion, which is formulated as
follows:

kg1 = mod(floor(x>(1 : H x W) x 106), 256)
kg2 =mod(floor(xy(end —H x W+1 : end) x 10°), 256)

(12)
Ca() = C1() @ Kan (1) @ (sum(1) %Ko (1))
HxW
sum(1) = " C1(i) = Ci(1) (13)

axb = mod(a + b, 256)

where floor is a downward rounding function.
Then, the subsequent positions are processed as follows:

Ca(i) = C1() @ (C1(i — DxKg1(0) @ (sum(i)x Kq2(1))
HxW

sum(i) = Z sum(i — 1) — C1(1)

(14)

where C; is the diffused image, K;1 and K, are the processed
chaotic sequences.

After the dynamic bitwise diffusion is completed, the
row-column dynamic diffusion operation begins. First, the
chaotic sequences are processed to obtain the required D,
Dy, D, and D,.

' [ mod((x; x 10°), 256)| mod(D,, 2) = 1
reshape(D,(1 : H x W), H, W)

9

| mod((x; x 10°),256)

{ reshape(Dp(1 : H x W), H, W)

15)
[ mod((x3 x 106), 256)| mod(D,, 2) =1
reshape(D,(1 : H x W), H, W)

[ mod((xs x 109), 256)

reshape(D (1 : H x W), H, W)

(16)

where reshape is a matrix transformation function. Then,
a diffusion operation is performed, as specifically shown in
Formula 17 and Formula 18, as shown at the bottom of the
next page.

After performing the aforementioned operations, the
encrypted image C3 is obtained.
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FIGURE 2. Flowchart of the proposed 4D-NDTD.

C. LIGHTWEIGHT XOR CONFUSION
Using sequence K, to perform a confusion operation on C,
the specific process is as follows:

19)

K. = reshape ((ﬂoor (mod (x4 X 105, 256))) ,H, W)
CH=CHDKN), i=12,....HxW
After executing all the operations, the encrypted image C
is obtained.

Generate sequences or matrices for the encryption.

Sequences (Kyr, Kpe, Kar, Ka2)
Matrices (K¢, Da, Dy, D, Da)

IV. EXPERIMENTAL VALIDATION AND DISCUSSION
The validation of the proposed digital image encryption
scheme was conducted using MATLAB 2022b. The experi-
ment was executed on a personal computer configured with
a 64-bit Windows 11 operating system, an AMD Ryzen 7-
7745HX processor with integrated Radeon Graphics, and
16GB of RAM.

The proposed scheme will comprehensively evaluate the
security and reliability of the algorithm through multiple

Ca(i ) = mod(Ca (7, j) X Da(i, ) + Dp(i, j), 256)  j=1 17
He mod((Ca(i, j) + C3(i,j — 1)) X Da(i,j) + Dp(i,j),256) i=1...H,j=2,....W

Cyi ) = mod(C3(i, j) x De(i, j) + Da(i, j),256) i=1 (18)
o mod((C3(i, j) + C3(i,j — 1)) x Dc(i,j) + Da(i, j),256) i=2...H,j=1,....,W
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aspects, including encryption performance, statistical charac-
teristics, sensitivity, and robustness.

A. ANALYSIS OF THE CHAOTIC PROPERTIES OF 4D-NDS

1) ANALYSIS OF THE LYAPUNOV EXPONENT OF 4D-NDS
The Lyapunov exponents can effectively reflect the dynamic
characteristics of chaos. Generally, when a chaotic system
has two positive Lyapunov exponents, it is referred to as a
hyperchaotic system. Compared with ordinary chaotic sys-
tems, hyperchaotic systems exhibit stronger chaotic effects
and higher sensitivity to initial conditions. The Lyapunov
exponents of the chaotic system used in this study are 1.1029,
0.9655, 0.7720 and 0.4469, respectively. The results are
shown in FIGURE 3, which proves that the system is a
hyperchaotic system.

LE2
——LE3

——LE4

1 ]

.

0 \ \ \
0 500 1000 1500 2000
Number of Iterations

——

Lyapunov Exponents

FIGURE 3. Results of the proposed 4D-NDS: Lyapunov exponents
spectrum.

2) ANALYSIS OF THE BIFURCATION DIAGRAMS OF 4D-NDS
The bifurcation diagram illustrates the behavioral character-
istics of a chaotic system transitioning from order to disorder
as its parameters change. In this section, the fixed-point
parameter method is employed for testing. By keeping
parameter o constant and varying the value of parameter ¢,
the system’s behavior is observed. From FIGURE 4, it can be
seen that as parameter ¢ approaches 1, the system transitions
from an ordered to a disordered state, indicating the presence
of chaotic characteristics at this point.

3) ANALYSIS OF THE GOTTWALD MELBOURNE 0-1 TEST OF
4D-NDS

The Gottwald-Melbourne 0-1 test is used to detect whether
a time series exhibits chaotic behavior. By mapping the time
series into a high-dimensional space, it determines whether
the trajectory in the phase space repeats. FIGURE 5 shows the
phase space trajectory of the 4D-NDS. The trajectory displays
abundant chaotic characteristics, indicating that the algorithm
can effectively enhance security.

VOLUME 13, 2025
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FIGURE 4. Results of the proposed 4D-NDS: Bifurcation diagram of the
parameter . The parameter ¢ has chaotic behavior around 1 (¢ = 1).

B. ANALYSIS OF THE PERFORMANCE RESULTS OF
4D-NDTD
The Number of Pixel Change Rate (NPCR) measures the
effectiveness of an image encryption algorithm by calculating
the proportion of pixels with different values between two
encrypted images. The Unified Average Changing Intensity
(UACI) measures the degree of pixel changes by calculating
the average difference in pixel values. Together, they evaluate
the encryption performance of the algorithm.

Equations relating to NPCR and UACI are as follows:

NPCR = X Zil ZZIDn(i,j)
AT — " WX s g M) —vatipl @0
T HxW == 255
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FIGURE 5. Results of the proposed 4D-NDS: The Gottwald Melbourne
0-1 test.

where Dy is the result of comparing two images at the same
position, same outputs 0 and different outputs 1.

The performance of the proposed algorithm for partial
image encryption and its comparison with other encryption
algorithms are presented in TABLE 1 and TABLE 2.
The results demonstrate that the algorithm achieves better
performance and security in encryption.

TABLE 1. The comparison of NPCR with different algorithms.

Image NPCR
2024 [39] 2024 [40] 2025[41] 2024 [42] Proposed
‘baboon’ 99.6166 99.6141 - - 99.6047
‘Male’ - 99.6121 99.6050 99.6039 99.6147
‘Couple’ 99.5880 - 99.6040 99.6197 99.9109
TABLE 2. The comparison of UACI with different algorithms.
Image UACL
2024 [39] 2024 [40] 2025[41] 2024 [42] Proposed
‘baboon’ 33.4583 33.4835 - - 33.5251
‘Male’ - 33.4732 33.4746 33.4820 33.4064
‘Couple’ 33.4630 - 33.4206 33.4961 33.4611

C. ANALYSIS OF THE STATISTICAL PROPERTIES OF
4D-NDTD

1) HISTOGRAM

In image processing, histograms can effectively reflect
the distribution of pixels in an image across different
intensity values, which helps to evaluate the image’s contrast,
brightness, and overall quality. For encrypted images, the
histogram usually shows a uniform intensity, which is an
intuitive and reliable method to reflect the encryption effect
of the image. The histogram of the encrypted image generated
by this algorithm is shown in FIGURE 6. The analysis shows
that the 4D-NDTD effectively disrupts the original pixel
distribution of the image.

2) CORRELATION

In common cryptanalysis, pixel correlation analysis is a
crucial component. For meaningful plaintext images, pixel
correlation provides sufficient information for visual com-
prehension. However, it also introduces the risk of attacks.

74662
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FIGURE 6. Results of the proposed 4D-NDTD: image histograms.

Therefore, the pixel correlation of encrypted images should
be as low as possible, which is an essential aspect in
evaluating the security of image encryption algorithms. The
commonly used methods for calculating pixel correlation are
as follows:

1 N
E(x) = ﬁ;xi

1 N
D) = & > (i — E@)?
i=1 21

1 N
covir,y) = 5 > — E@)0i — EQ))
COV(E;)

|7 T VDG x VD&Y

where x and y represent any two pixel values, E(x) reflects an
average of the overall pixel values, D(x) embodies the value
of the variance, cov(x,y) is the covariance between x and y,
and yy, is the correlation coefficient.

The results of pixel correlation for the proposed algorithm
are shown in FIGURE 7. Analysis reveals that the pixel
correlation of the encrypted image is low in all directions,
effectively resisting correlation attacks.

3) ENTROPY

Information entropy is an important measure of the ran-
domness of image information, reflecting the uncertainty
and complexity of image data. In image encryption, higher
information entropy typically indicates stronger randomness
and better encryption effectiveness. For common image
encryption algorithms, there is typically a desired pos-
itive correlation between the magnitude of information
entropy and the encryption results. Generally, the higher the
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FIGURE 7. Results of the proposed 4D-NDTD: correlation characteristic:
correlation of plain image and correlation of encrypted image.

information entropy, the better the encryption performance.
The following equation is commonly used to calculate
information entropy:

HxW-—1
Hm)y=— " P(nlog, P(n;) (22)
i=0
where P is the probability of calculating the gray value of a
pixel. For digital images, the gray value range is limited.
The comparison of the information entropy between
the proposed algorithm and other algorithms is presented
in TABLE 3. The results demonstrate that our algorithm
achieves sufficient security in terms of information entropy,
effectively resisting related attacks.

TABLE 3. The comparison of the information entropy with different
algorithms.

Images 2024 [39] 2024 [40] 2023 [43] Proposed
‘Baboon”  7.9993 7.9994 7.9986 7.9993
‘Peppers’ - 7.9994 7.9992 7.9993
‘Couple”  7.9993 - 7.9987 7.9994
‘Boat’ - 7.9993 - 7.9993

D. ANALYSIS OF THE SENSITIVITY OF 4D-NDTD

1) KEY SENSITIVITY

Key sensitivity is used to evaluate how sensitive the sequences
generated by the chaotic system are to changes in the key.
By slightly adjusting the initial values of the 4D-NDS and
analyzing the differences in the generated sequences, the

VOLUME 13, 2025

system’s sensitivity can be determined. The experimental
results for key sensitivity in the 4D-NDS are shown in
FIGURE 8. The results indicate that the initial value
sensitivity precision of the chaotic system reaches d =
1017, providing robust security and ample key space for the
encryption algorithm.

xl(‘l)ZO.l,xz(‘l ):0.2,)(3(‘1):0.39( 4(‘1):0,4
X, (D=0.14dx,(1)=0.2,x,(1)=0.3,x,,(1)=0.4

=e-17)

x[(k)(d

) I I I I I I I I I
0 20 40 60 80 100 120 140 160 180 200

t

FIGURE 8. Results of the proposed 4D-NDS: demonstrating the
effectiveness of chaotic sequences in timing diagrams with different
initial values, highlighting the system'’s sensitivity to initial conditions.

2) PLAINTEXT SENSITIVITY

Plaintext sensitivity is a crucial metric for assessing an
encryption algorithm’s responsiveness to changes in the
plaintext. In this experiment, a slight modification (with a
value of 1) was made to a randomly chosen pixel in the
plaintext image. The encryption algorithm was then applied
to both the original and altered images, and their NPCR
and UACI values were recorded. Typically, an encryption
algorithm sensitive to plaintext changes should produce
significantly different NPCR and UACI values under such
conditions. The experimental data, as shown in FIGURE 9,
indicates that the proposed algorithm is highly sensitive
to plaintext changes and can effectively counteract related
attacks.

E. ANALYSIS OF THE KEY SPACE OF 4D-NDTD

The proposed algorithm utilizes 4D-NDHC, with its key
expressed as x,(1), &y, 0,, and the accuracy is 10717,
An approximate estimate of the key space size is 1017%?* ~
21355 TABLE 4 illustrates that our proposed encryption
scheme not only provides a substantial enhancement in
the key space compared to existing methods, but also
significantly improves the algorithm’s robustness against a
wide range of attacks.

TABLE 4. The comparison of the key space size with different algorithms.

2024 [44] 2024 [45] 2023 [46] Proposed
Key space/bits 425 427 159 1355

According to the comparison, the present algorithm has a
larger key space and can provide stronger security. It is also
resistant to more attacks, such as brute-force attacks.
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FIGURE 9. Results of the proposed 4D-NDTD: NPCR and UACI of randomly
altered plain image pixels.

F. ANALYSIS OF THE ROBUSTNESS OF 4D-NDTD

1) CROPPING ATTACK

Cropping attacks, which remove parts of an image to affect
the extraction of encrypted information, are a common
type of attack in communication processes. In this section,
we simulate the generation of cropped ciphertext and observe
the results of the decrypted images. The encryption results are
shown in FIGURE 10. By analyzing the decrypted images,
we can still obtain the main information of the plaintext,
indicating that the algorithm has a certain resistance to
cropping attacks and exhibits robustness. This capability
effectively enhances the reliability of the algorithm in real
communication scenarios.

(@) | ®»  (©

FIGURE 10. Visualization of the proposed 4D-NDTD: “Peppers” decrypted
images with cropping: (a) cropping ratio of 12.5%; (b) cropping ratio of
12.5%); (c) cropping ratio of 25%.
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2) SALT-AND-PEPPER NOISE

Salt-and-pepper noise can be utilized to simulate error noise
in communication and evaluate the resistance of encryp-
tion algorithms to noise attacks. By introducing varying
intensities of salt-and-pepper noise into encrypted images
to mimic communication noise and subsequently decrypting
them, the robustness of the algorithm can be assessed. The
experimental results, depicted in FIGURE 11, demonstrate
that the algorithm exhibits a certain level of resistance to salt-
and-pepper noise, showcasing strong robustness, reliability,
and security.

® )

FIGURE 11. Visualization of the proposed 4D-NDTD: “Peppers” decrypted
images with Salt-and-Pepper noise: (a) level of 1%; (b) level of 5%;
(c) level of 10%.

V. CONCLUSION

This paper proposes a dynamic encryption scheme for secure
image communication. A non-degenerate hyper-chaotic sys-
tem is introduced, which possesses remarkable dynamical
characteristics and can effectively address the issues of
insufficient algorithm sensitivity and limited key space.
The single-round combined dynamic diffusion proposed in
the algorithm also significantly enhances its security. The
algorithm’s sensitivity, correlation, and other properties have
been verified through experiments. The information entropy
is generally greater than 7.9993 for images of size 512 x
512, demonstrating excellent encryption performance. The
paper will further explore the permutation methods and
robustness of the algorithm to ensure that it can make further
contributions to the field of information security.
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