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Abstract

In the digital age, the proliferation of social media platforms has significantly increased public awareness of privacy security.
The potential leakage of image privacy poses a grave threat as it can expose sensitive information and cause severe crises. To
address this critical issue, this paper introduces an advanced privacy protection scheme that integrates chaos-driven Fractal
Sorting Matrix (FSM) and Fibonacci Q-Matrix (FQM) techniques. The proposed scheme, known as the privacy image secrecy
scheme based on chaos-driven FSM and FQM (PICFF), utilizes a 2D-LSM chaotic system to generate secure pseudo-random
sequences for encryption. The FSM permutation technique, driven by chaos, effectively alters the positional information of
the image, enhancing security through iterative and self-similar transformations. Additionally, the FQM encryption matrix,
which traditionally employs static encryption, is dynamically enhanced by incorporating a chaotic system, ensuring strong
correlation with the plaintext and further bolstering encryption reliability. Experimental validation demonstrates that the PICFF
scheme excels in terms of information entropy and robustness. The encrypted images exhibit a uniform pixel distribution,
reduced pixel correlation, and high information entropy, closely aligning with theoretical values. The scheme also showcases
exceptional resistance to various attacks, including cropping attacks and salt-and-pepper noise, effectively preventing privacy
information leakage and providing robust support for maintaining information security and enhancing privacy protection.
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1 Introduction

In today’s digital world, images have become integral carri-
ers of information across diverse sectors such as healthcare,
finance, e-commerce, and social media [5, 19, 22, 50].
However, the widespread use of digital images also raises
significant security concerns, as these images often contain
sensitive or private data that must be protected against unau-
thorized access or malicious exploitation [13, 20, 25, 48].
Traditional encryption algorithms, designed primarily for
text-based data, are often inadequate when applied to images,
which possess distinct characteristics such as high redun-
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dancy and intricate spatial correlations [8, 14, 31, 35]. These
characteristics make images more susceptible to certain types
of cryptographic attack, highlighting the urgent need for cus-
tomized encryption techniques [15, 30, 36, 42]. Furthermore,
as digital threats continue to evolve, more advanced and
efficient methods are required to ensure the integrity and
confidentiality of image data [4, 39, 53, 54]. The challenge
lies not only in securing the data, but also in overcoming the
intrinsic structural properties of images, such as pixel depen-
dence and visual redundancy, that can expose vulnerabilities
when improperly encrypted [7, 26, 33].

To address these challenges, a growing body of research
has focused on developing specialized image encryption
methods [3, 3,45] that address the unique needs of image data
security [6, 12, 38]. Among the most promising approaches
are those that utilize chaotic systems, which are known
for their inherent unpredictability and the ability to gen-
erate highly complex encryption keys [29, 47, 52]. At the
same time, many scholars have also combined hash func-
tions with chaotic systems[1, 2]. In 2023, Erkan et al.[11]
introduces a novel 2D hyperchaotic system called the Schaf-
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fer map, inspired by the Schaffer function known for its
strict oscillation properties, aiming to meet high complex-
ity requirements in applications like communication and
multimedia encryption. The 2D Schaffer map’s chaotic per-
formance, evaluated with multiple indicators, shows superior
ergodicity and erraticity. Its hyperchaotic performance in
image encryption is due to its diversity. In 2024, Kocak
et al. [18] proposed an image encryption scheme using a
novel MILE map and PSO for key optimization. The map
shows superior chaotic performance, and the scheme demon-
strates excellent numerical and visual encryption results. In
2025, Toktas et al. [32] introduced the Cross-Channel Color
Image Encryption algorithm using a 2D hyperchaotic hybrid
map combining the Rastrigin and Griewank functions. The
algorithm features high shuffling ability with diagonal per-
mutation and bi-directional diffusion across RGB channels,
enhancing resistance to cyberthreats. However, many exist-
ing image encryption systems are increasingly falling short
in the face of the ever-changing big data era. For example,
traditional encryption algorithms [27, 34, 49], while well-
established and secure, often require extensive computation
time and significant processing power, which can be a bot-
tleneck in the fast-paced big data environment. As a result,
remedial measures must be taken to improve the resilience
of image encryption schemes [21, 24, 55, 56] against poten-
tial attacks by the cryptanalysis community in the future. This
includes exploring more efficient and robust algorithms, inte-
grating multiple layers of security, and performing detailed
security analyzes [40, 41, 43] to ensure that image encryption
systems can keep pace with the demands of the big data era
the use of new technologies, such as the quantum field and
deep learning [28].

In this paper, we propose a novel privacy image secrecy
scheme that significantly enhances the security of traditional
encryption methods. To address the issue of insufficient secu-
rity in conventional schemes [37, 44, 47], we introduce the
fractal sorting matrix (FSM) driven by a chaotic system. This
innovative approach leverages the inherent unpredictability
and complexity of chaotic systems to generate highly secure
pseudo-random sequences, thereby strengthening the overall
security of the encryption algorithm. Existing FSM algo-
rithms face a significant issue: although they employ chaotic
sequences to generate the initial sorting matrix, subsequent
repeated permutations typically use the same iterative matrix
derived from the initial matrix for positional changes. This
introduces a risk of recover during the image encryption pro-
cess. To address this, we propose grouping chaotic sequences
to generate multiple initial sorting matrices, ensuring that
each positional change differs from the previous one, thereby
preventing recovey and enhancing unpredictability.

Additionally, current FQM algorithms often use a fixed
number of iterations. However, for image encryption, the
limited iteration count of FQM makes it vulnerable to brute-
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force attacks. To mitigate this, we integrate a chaotic system
to dynamically determine the iteration count for each FQM
operation, strengthening its nonlinearity and resistance to
cryptanalysis.

By combining these two innovative strategies, our pro-
posed scheme effectively mitigates the vulnerabilities asso-
ciated with traditional encryption methods, providing a more
secure and reliable solution to protect image privacy in the
digital age.

2 Encryption Method

Privacy Image Secrecy Scheme Based on Chaos-Driven FSM
and FQM (PICFF) utilizes chaos-driven FSM and FQM to
process privacy images, and the flowchart of the process is
shown in Fig. 1. Combining chaos with FSM can make the
position transformation of images more unpredictable. The
combination of FQM and confusion can change the pixel
values of the images and make them more uniform, thereby
balancing the information density.

The following sections will explain the relevant theories
and the proposed scheme.

2.1 2D-LSM chaotic system

The 2D-LSM was proposed by Hua et al. [16] This chaotic
system has excellent randomness and dynamical character-
istics, which can provide sufficiently secure pseudo-random
sequences for encryption schemes. The equation of this algo-
rithm is defined as follows:

. (D
Vi1 = cos(day; (1 — y;) + bsin(mwx;) + 1)

ix,-ﬂ = cos(dax;(1 — x;) + bsin(ry;) + 1)
where a and b are system’s parameters. In the paper, set
a = 5, b = 5, with initial values xo = 0.1, yo = 0.2,
respectively. The phase diagram of the chaotic system under
these parameters is shown in Fig. 2.

2.2 Fractal-Sorting Matrix

Xian et al. [46] proposed a FSM permutation technique for
two-dimensional images. This technique utilizes iterative-
ness and self-similarity to effectively alter the positional
information of the image. For the FSM of the n generation,
it can be defined by the following formula:

|4 (Al = D+A"T 4 x (Al 5 =1+ A
T 4x AL, D+ A1 4 % (A — D+ An-]
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Fig.2 Visualization of phase diagrams of 2D-LSM chaotic maps

where n represents the number of iterations, and the values
of Al is as follows:

1|3 4
B

In this algorithm, the value of A! will be generated by
chaos driving.

2.3 Fibonacci Q-Matrix

FQM is an encryption matrix that utilizes the character-
istics of the Fibonacci sequence. The FQM is difficult
to reverse without the correct key, effectively preventing
decryption operations. The Fibonacci sequence, denoted as
F,, is defined as follows:

Fo=F,1+F—2, n>1 “4)
where Fi = F, = 1. Therefore, the definition of Q" used
for encryption and Q=" used for decryption is as follows:

no__ For1 Fy "
0 —[ F, Fnl] )
—n __ Foy —F, !
o =" ] ®

2.4 Encryption Steps

The following are the specific steps of the proposed PICFF:

Step 1: Calculate the hash value of the plaintext image using
SHA-512. Then, take every 8 bits to form a new sequence T
and calculate the number of bits in 7', denoted as L. Next,
convert T to decimal and divide it by 10> to obtain the initial
value x;. Similarly, for the second group, obtain y,. These
are the initial values xo(0.1 + x;) and yo(0.2 4 ys) for the
2D-LSM.

Step 2: The 2D-LSM outputs sequences S7 and S>, and the
first 5000 values were discarded to ensure the chaotic effect.
For the sequence S, we take 4 numbers at a time in order,
calculate the sorting value for each group, and convert it into
a2 x 2 matrix as Al

Step 3: Take half of the sequence S and half of sequence
S> to form the sequence S3, and then perform the following
processing on S3.

S3 = mod(floor(S3 x 10%), 256) 7
where the functions are defined as follows:

— mod(x, y) computes the remainder of x divided by y.
— floor(x) returns the greatest integer less than or equal to
X.
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Step 4: Use sequence S3 to perform a Confusion operation
on the plaintext image [ is as follows:

Ci()=S3()®IG) i=1,2,....,HxW ®)

where C is confused image, H and W are the height and
width of plaintext image /.

Step 5: According to the theory of FSM, iterate to obtain an
index matrix of the same size as the plaintext image and use
the following formula for reordering:

Cr(A"G@)=Ci1(0) i=1,2,....,HxW C))
where C is the image encrypted by FSM. This step will be

repeated 256 times.

Step 6: The following processing is performed on S»:
S, = floor(mod(S, x 1010, 64)) (10

Then, process all the numbers in S to be even numbers.

Step 7: For FQM encryption, the following operations are
performed on the selected C,:

Caiej)  Calij+1) ] an

Cy = ; . ; .
. |:C2(z +1,j) Cai +1,j+ 1)

wherei € {1,3,5,...,H}and j € {1,3,5,..., WL
Then, use the following formula to continue operating on
C, to obtain the encrypted result Cs.

U= Qsz(k) (12)

F,=UCy (13)

C3(i, j)=F(1, )

Ci(i, j) = F:(1,2)

Ci(i, j)=F:(2, D

Ci(i, j) = F:(2,2)
where i € {1,3,5,...,H}, j € {1,3,5,...,W}and k €
{1, 3,5, ..., End}. Finally, the following operations are exe-

cuted to complete the encryption and obtain the ciphertext
image C:

(14)

C = mod(C3, 256) (15)

This algorithm will perform the same operations repeat-
edly on the three red (R), green (G), and blue (B) channels.
The decryption is the inverse process of the symmetric
encryption.
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3 Experimental validation and discussion

The algorithm was tested on a desktop personal computer
with the following configuration and environment: AMD
Ryzen 7-7745HX-CPU, Laptop 4060-GPU, 64-bit Windows
11 operating system, and 16GB of RAM, using MATLAB
2022b as software.

3.1 Performance

The number of pixel change rate (NPCR) and the unified
average changing intensity (UACI) are common indicators
used to measure encryption algorithms. Among them, NPCR
mainly measures the proportion of different pixels between
two images, while UACI mainly measures the difference in
pixel values between two images. The formulae relating to
NPCR and UACI are as follows:

NPCR = 77 x YL 312 DG, )

1 H w vi(L,7)—valt,

where Dy (i, j) is the result of comparing two images at the
same position, same outputs 0 and different outputs 1. vy and
v are two different images used for the calculation.

By calculating the NPCR and UACI values of multiple
images using the same algorithm, the encryption effect of the
algorithm is observed. The results are shown in Table 1. The
experiments show that the encryption effect of the algorithm
is close to the theoretical value. At the same time, the NPCR
and UACT values of the same encrypted image under different
algorithms were also tested. The results are shown in Table
2 and Table 3. The results also indicate that the algorithm in
this paper has certain advantages in encryption performance,
demonstrating the security of the algorithm and its ability to
resist relevant attacks.

3.2 Encryption time

The time required for encryption by an algorithm is an impor-
tant performance indicator of the algorithm. It can reflect
the computational complexity of the algorithm to a certain
extent, and also indicate whether the algorithm is feasible for
practical application. To evaluate the computational perfor-
mance of the algorithm, an image was encrypted ten times
and the average encryption time was calculated. A compari-
son between the proposed algorithm and other algorithms is
shown in Table 4. From the results, it can be seen that the
proposed PICFF is capable of encrypting images at a satisfac-
tory rate, which makes it worth considering for deployment
in practical applications.
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Table 1 Result of NPCR of

PICFF: different images Image NPCR vad
Red Green Blue Red Green Blue
Oakland 99.6098 99.6098 99.6197 33.4752 33.4125 33.4786
Splash 99.6017 99.6075 99.6113 33.3964 33.4713 33.3748
Mandrill 99.6101 99.6459 99.6197 33.4952 33.3928 33.4106
F-16 99.6204 99.6056 99.6059 33.4124 33.3987 33.4764
Sailboat 99.5964 99.6159 99.6208 33.4294 33.4130 33.3871
Peppers 99.6353 99.6143 99.6258 33.4108 33.4974 33.4222
House 99.6296 99.6029 99.6204 334124 33.3925 334715

Table2 Comparison of NPCR with different algorithms

Table 4 Comparison of time with different algorithms

Image NPCR Image Size Time(s)
Algorithm Red Green Blue 2024 [9] 2023 [57] 2024 [56] Proposed
Mandrill 2024 [9] 99.5991 99.6243 99.6044 512 x 512 1.3011 - - 0.6272
2024 [23] 99.6076 99.5995 99.6149 256 x 256 0.2546 0.6010 0.9830 0.2840
2024 [51] 99.6045 99.5965 99.5928
2025 [17] 99.6103 99.6120 99.6116
2025 [33] 99.6134 99.6246 99.6250 3.3 Histogram
Proposed 99.6101 99.6459 99.6197
Peppers 2024 [9] 99.6197 99.5895 99.6254 Histograms can effectively determine the pixel distribution
2024 [23] 99.6148 99.6109 99.6012 of an image. The histogram distribution of the encrypted
2024 [51] 99.5841 996116 99.6236 image shown in Fig. 3 indicates that the pixel distribution
2024 [10] 99,6200 99,6300 99,6300 after encryption is uniform, thereby enhancing the security
2025 [33] 99.6082  99.6086  99.6227  ©f the algorithm.
Proposed 99.6353 99.6143 99.6258

Table 3 Comparison of UACI with different algorithms

Image UACI
Algorithm Red Green Blue

Mandrill 2024 9] 33.4444 335114 33.4760
2024 [23] 33.4589 33.4654 33.4704
2024 [51] 33.4253 33.4947 33.5560
2025 [17] 33.4532 33.4815 33.4948
2025 [33] 33.4566 33.4591 33.4248
Proposed 33.4952 33.3928 33.4106

Peppers 2024 [9] 33.5635 33.4107 33.4337
2024 [23] 33.4922 33.4882 33.4712
2024 [51] 33.4965 33.3683 33.4616
2024 [10] 33.5400 33.4700 33.4700
2025 [33] 33.4774 33.4538 33.4400
Proposed 33.4108 33.4974 33.4222

3.4 Correlation

Pixel correlation reveals the degree of correlation between
adjacent pixels in an image, effectively measuring the effec-
tiveness of image encryption. The formula for calculating
pixel correlation is as follows:

Ex=1+Y5"x

D) =4 YN (- E@x)? -
cov(x,y) = & Y (i — EG) (i — E(»))

cov(x,y)

Yy = D=/ D)

where x and y represent any two pixel values, E(x) denotes
the mean of pixel values, D(x) represents the variance,
cov(x, y) is the covariance between x and y, and yy, is the
correlation coefficient. As depicted in Fig. 4 and Table 5, the
pixel correlation after encryption becomes more uniform.
The correlation among pixels is reduced and homogenized
post-encryption, which indicates that the algorithm success-
fully disrupts the original information of the image and
bolsters its secrecy. This demonstrates the algorithm’s capa-
bility to effectively counteract attacks that exploit correlated
pixels.

@ Springer



L. Yunlong et al.

&
5
g
S .
3
&
2
o

Fig.4 Results of the proposed PICFF: the correlation of the plain image
of "Sailboat’ and its encrypted image

3.5 Entropy

Information entropy is used to measure the degree of disorder
in image information, and for encrypted images, it is usually
directly proportional to the strength of encryption. Generally,

the higher the information entropy of an encrypted image,
the better the encryption effect. The formula for calculating
information entropy is as follows:

HxW-1

H@n)y=— Y P)log,P(n) (18)

i=0

where p(i) represents the occurrence frequency of the i gray
level in the image. In Table 6, the information entropy of dif-
ferent images encrypted by this algorithm is calculated. The
results show that the information entropy of the encrypted
images is highly consistent with the theoretical value, which
fully proves the high security of the encryption effect of this
algorithm. In addition, Table 6 also compares the information
entropy of the same image encrypted by other algorithms,
and the comparison results are detailed in Table 7. Through
this comparison, it can be clearly seen that this algorithm has
significant advantages in ensuring information security and
resisting attacks compared to other algorithms.

Table 5 Comparison of

. s . Component Direction Original image 2024 [32] 2025 [33] Proposed
Peppers’ image components in
different directions Red channel Horizontal 0.9648 0.0067 0.0014 -0.0008
Vertical 0.9670 0.0036 0.0025 0.0033
Diagonal 0.9607 -0.0073 -0.00009 0.0094
Green channel Horizontal 0.9827 -0.0062 0.0008 —0.0039
Vertical 0.9852 0.0037 0.0019 0.0044
Diagonal 0.9730 -0.0040 -0.0034 —-0.0080
Blue channel Horizontal 0.9656 0.0048 0.0012 -0.0075
Vertical 0.94838 0.0043 -0.0003 —-0.0007
Diagonal 0.9671 0.0041 0.0041 0.0022
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Table 6 Result of entropy for images encrypted by PICFF

Image Entropy
Red Green Blue
Oakland 7.9994 7.9994 7.9994
Splash 7.9993 7.9992 7.9993
Mandrill 7.9993 7.9993 7.9992
F-16 7.9994 7.9993 7.9992
Sailboat 7.9994 7.9992 7.9994
Peppers 7.9992 7.9992 7.9994
House 7.9994 7.9992 7.9993
Table 7 Comparision of the image information entropy
Image Algorithm Red Green Blue
Mandrill 2024 [9] 7.9993 7.9993 7.9992
2024 [51] 7.9993 7.9986 7.9991
2024 [32] 7.9993 7.9992 7.9993
2025 [17] 7.9975 7.9975 7.9972
2025 [33] 7.9993 7.9993 7.9993
Proposed 7.9993 7.9993 7.9992
Pepper 2024 [9] 7.9993 7.9993 7.9992
2024 [51] 7.9984 7.9992 7.9985
2024 [32] 7.9993 7.9994 7.9992
2025 [17] 7.9993 7.9993 7.9993
2025 [33] 7.9992 7.9992 7.9993
Proposed 7.9992 7.9992 7.9994

3.6 Key sensitivity

A highly sensitive key is crucial to ensure that an encryp-
tion algorithm can effectively withstand various attacks,
including brute-force attempts. To assess this sensitivity, we
conducted an experiment in which we slightly altered the size
of the key and then encrypted the same image with both the
original and the altered key. We subsequently compared the
two encrypted images using the Structural Similarity Index
Measure (SSIM).

SSIM is a metric that measures the similarity between two
images. If the two images are identical, the SSIM value is 1.
The closer the SSIM value is to 0, the more dissimilar the
images are. The definition of SSIM is as follows:

(zﬂxﬂy + Cl)(zaxy + C2)
(13 +p3 +C) (o} 407 +C2)

SSIM(x, y) = (19)

Fig.5 The result of encrypting the same image using PICFF with two
keys that have a slight difference(10~!7) in terms of SSIM

where iy, iy are the local means of x and y, oyy is the
covariance between x and y, 03, ayz are the variances of x
and y, C1 = 6.5025, C, = 58.5225 are small constants to
stabilize division.

The SSIM results are shown in Fig. 5. From the results,
we can observe that the SSIM values fluctuate around 0O,

indicating that the algorithm is highly sensitive to the key.
3.7 Plain sensitivity

Plaintext attacks are a method of exploring encryption pat-
terns by replacing plaintext, therefore the sensitivity of
encryption algorithms to plaintext is of great importance.
In this section’s experiment, an image is encrypted multi-
ple times, with one pixel point randomly selected from the
image and altered each time, and both the number and size
of the changed pixels are fixed at 1, to observe whether the
ciphertext images generated each time are consistent. If there
are differences in the encrypted images each time, it indicates
that the encryption algorithm is highly sensitive to changes in
plaintext and can effectively resist plaintext attacks. During
the experiment, the NPCR and UACI indicators were tested
on a fixed random image, and the results are shown in Fig. 6.
The data in the figure show that the NPCR and UACI values
are different each time, which fully proves that the algorithm
is extremely sensitive to plaintext.
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Fig. 6 Results of the proposed PICFF: NPCR and UACI of randomly
altered plain image pixels
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Fig. 7 Visualization of the proposed PICFF: ‘Peppers’ decrypted
images with cropping: (a) cropping ratio of 12.5%; (b) cropping ratio
of 12.5%; (c) cropping ratio of 25%

3.8 Cropping attack

During the process of information transmission, cropping
attacks occur often. Such attacks inevitably lead to data loss
in cipher images. Therefore, whether an encryption algo-
rithm has strong robustness is extremely crucial for ensuring
the security of the algorithm. We can artificially crop cipher
images in different sizes and positions, and then decrypt them
to determine the degree of retention of the decrypted image
information. The specific results of the decryption are shown
in Fig. 7.

@ Springer

Fig. 8 Visualization of proposed PICFF: ‘Peppers’ decrypted images
with Salt-and-Pepper noise: (a) level of 10%; (b) level of 20%; (c) level
of 30%

3.9 Salt-and-pepper noise

The incorporation of salt-and-pepper noise serves as a power-
ful simulation tool to emulate disruptive noises and potential
assaults that occur during communication. It also functions
as areliable means to assess the resilience of encryption algo-
rithms. By subjecting the cipher images to varying intensities
of salt-and-pepper noise and subsequently decrypting it, we
can ascertain the extent to which the information is preserved
in the decrypted image. The results of this process are shown
in Fig. 8. These dual experiments underscore the algorithm’s
exceptional robustness, highlighting its ability to safeguard
the core image information even in the face of data loss.

4 Conclusion

This paper proposes a novel method to effectively address the
issue of privacy image leakage by introducing an encryption
scheme that integrates chaos-driven FSM and FQM. Using
the self-iterative properties of FSM, the scheme overcomes
the security deficiencies of traditional permutation methods,
thereby significantly improving the security of the encryption
process. Moreover, to address the periodic nature of tradi-
tional FQM encryption and its vulnerability to exhaustive
attacks, chaos theory is incorporated into the scheme. The
introduction of dynamic encryption through chaos-generated
pseudo-random sequences further strengthens the encryption
capabilities of FQM. Experimental results indicate that the
proposed scheme achieves excellent performance in terms
of information entropy and robustness, effectively prevent-
ing privacy information from being leaked due to various
attacks. Future research will focus on further optimizing
the permutation method of the algorithm to improve its
security performance. This optimization will provide more
robust technical support for the fields of information security
and privacy protection, ensuring that the proposed scheme
remains effective against evolving threats in the digital land-
scape.
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