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Abstract
In recent years, various chaotic image encryption algorithms have been proposed, but their
security issues still need to be studied and reviewed. This paper implements a cryptographic
security analysis on a color image encryption algorithm based on bit-level and improved
one-dimensional chaotic map (CIEA-IOCM). In CIEA-IOCM, using the pseudo-random
sequences generated by an improved one-dimensional chaotic map, bit-level permutation-
diffusion and linear transformation are successively performed to get its cipher image from
a plain image. Based on some seemingly good performance analysis results, CIEA-IOCM
claimed that it can withstand various common attacks. However, after a cryptanalysis, we
found that it can be completely cracked by a chosen-plaintext attack method. The most
essential reason is that there are equivalent keys for both bit-level permutation and diffusion
processes, and its linear transformation can be combined and simplified. Thus, we achieved
a successful security attack by obtaining the equivalent keys. Moreover, the experimental
results verify the effectiveness and efficiency of our method. Therefore, our research work
can provide some positive and valuable references for improving the security of chaotic
image encryption algorithms.
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1 Introduction

The continuous advancement of network communication technology has greatly improved
people’s lifestyle and the more of production. When people are enjoying the convenience
brought by technological development, sensitive information is easily leaked. Once the
information leaked, it may threat people’s life and property. Therefore, information leak-
age is a matter of great concern. By discovering that image information is more intuitive
and interactive, people can more intuitively obtain the information they want to know, and
for this reason people prefer to use images to record objective things in daily life. Attack-
ers usually use network vulnerabilities and other flaws to steal sensitive information. Thus,
image encryption technology is becoming more and more important for image owners in
various fields, and its security issues have received extensive attention [22, 33]. To this end,
researchers have proposed a number of new image encryption schemes, such as chaos the-
ory [3, 10, 25], DNA coding [5, 9, 25, 32], cellular automata [6, 23, 26], quantum theory [7,
24, 29], and so on [1, 12, 13]. In 1963, American meteorologist Lorenz published a classic
paper on chaos theory, and found a very complicated phenomenon in a certain nonlinear sys-
tem which is called a chaotic phenomenon. The characteristics of chaotic systems include
randomness, topological transitivity, and density of periodic points, which are consistent
with the basic requirements of traditional cryptographic algorithms [16, 19]. As a result,
the image encryption technology based on chaos theory has become a research hotspot in
recent years [10, 18, 28, 29, 39]. However, due to the lack of effective cryptanalysis of many
encryption algorithms, some of them have been deciphered for their security flaws [33, 35].
In summary, it is necessary to analyze the security of existing encryption algorithms [27,
30, 31, 36].

In recent years, the bit-level chaotic image encryption algorithms [2, 4, 21] have attracted
the attention of researchers, and many related encryption algorithms have been proposed
one after another [18, 39]. In 2011, Ref. [39] proposed an image encryption algorithm based
on bit-level permutation. During the permutation process, not only the position but also the
value of the pixel are changed which has the effect of confusion and diffusion. Inspired by
this, in the same year, Ref. [15] proposed a diffusion encryption algorithm based on bit-level
permutation and high-dimensional chaos, which has a larger key space. However, in 2014,
Ref. [35] pointed out that the algorithm in Ref. [39] is insecure and has the defect of being
vulnerable to plaintext attacks. In order to solve this problem, in 2014, Ref. [37] proposed
a bit-level image encryption algorithm associated with plaintext to enhance the security of
the algorithm. Since then, image encryption technology based on bit-level processing has
received more attention [11, 18]. In 2015, Ref. [8] proposed an image encryption algorithm
combining global and local bit-level permutation. In 2016, Ref. [34] proposed an image
encryption algorithm with the algorithm structure of “permutation-diffusion-permutation”
based on bit-level image permutation encryption. In 2017, Ref. [14] proposed an image
encryption algorithm combining pixel-level and bit-level permutation. In 2018, Ref. [20]
further proposed an image encryption algorithm that combines DNA encoding, pixel-level
and bit-level permutation. With the improvement of the levels of analysis and the design of
chaotic cipher algorithm, the difficulty of algorithm deciphering has increased. However,
there are still security flaws in some algorithms that cannot withstand common password
attacks. Therefore, the study of chaotic cryptographic algorithms used to encrypt and protect
image files is of importance and value theory and practical application.

In 2019, a bit-level color image encryption algorithm based on the improved one-
dimensional chaotic map was proposed [17]. In the color image encryption algorithm, using
an improved one-dimensional chaotic map system (CIEA-IOCM), using the pseudo-random
sequences generated by the improved one-dimensional chaotic map system, bit-level per-
mutation, bit-level pixel diffusion and linear transformation are successively performed to
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get cipher images from the plain images. Meanwhile, the relevant pixel values, histograms
and other experimental analyses are given to verify its security performance. However, from
the perspective of cryptanalysis, we found some security defects as follows:

• There are some equivalent keys. CIEA-IOCM encrypts the image using the pseudo-
random sequence generated by the improved one-dimensional chaotic map system.
However, these sequences are irrelevant to the plaintext. Therefore, the sequences can
be seen as the equivalent keys.

• The algorithm of the diffusion part and linear transformation is unsafe. The diffusion
part is to perform the XOR operation and the linear transformation part is a round of
linear transformation to the right. It is noted that their process can be completely based
on the commutative law of algebraic properties, and the two parts can be combined into
a new diffusion matrix. Since then, we can easily crack the new diffusion matrix by
choosing an image whose pixel values are zero and get its corresponding cipher images.

Based on the above two points, CIEA-IOCM cannot resist against a chosen-plaintext
attack method with the divide-and-conquer strategy. More specifically, in the case of the
chosen-plaintext attack, firstly an equivalent diffusion key is obtained, and then an equiv-
alent permutation key is obtained. Finally, the original images can be restored from the
encrypted images with the equivalent keys.

2 The encryption algorithm under study

This section will introduce the improved one-dimensional chaotic map system used in Ref.
[17], and then the detailed steps of the CIEA-IOCM.

2.1 Improved one-dimensional chaotic map

Because of the simple structure, the one-dimensional chaotic maps are widely used in image
encryption. Logistic map is one of the simple one-dimensional chaotic maps with complex
chaotic behavior. It is represented by the following equation:

xn+1 = FL(u, xn) = u × xn × (1 − xn) (1)

where u is a control parameter in the range of (0, 4], x0 is the initial value of chaotic map
and xn is the output chaotic sequence.

The improved one-dimensional chaotic map structure is derived from Ref. [17], given as:

xn = F(u, xn, k)

= mod((Fchaos(u, xn)−F ′
chaos(u, xn))×G(k), 1)

(2)

where the G(k) = 2k, 9 ≤ k ≤ 16, Fchaos(u, xn) is one of the existing one-dimensional
chaotic maps mentioned above and F(u, xn, k) is a newly made chaotic map. F ′

chaos(u, xn)

is the function where u of the function Fchaos(u, xn) is replaced with (4− u). u is a control
parameter in the range of [0, 2] ∪ (2, 4].

Then, the improved logistic map equation is obtained by applying the structure of (2) as
follow:

xn+1 =mod((u × xn × (1 − xn) − (4 − u)

× xn × (1 − xn)) × 212, 1)
(3)
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where the parameter u is in the range of [0, 2] ∪ (2, 4] and x0 is the initial value of the
sequence.

2.2 Description of CIEA-IOCM

As shown in Fig. 1, the CIEA-IOCM includes five main parts: bit-level decomposition, bit-
level permutation, bit-level pixel diffusion, linear transformation and bit-level combination.
It is noted that bit-level decomposition adopts binary bit-level decomposition (BBD) method
[38]. The main contents are briefly introduced as follows:

• The key parameters:
The CIEA-IOCM uses (x0, u, k, N0, kd , rp) six parameters as security keys. The N0

is a number of iterations in (3), k participates in generating the diffusion matrix in (6),
rp is the amount involved in rotating the matrix to the right in (8) and (x0, u, k) are the
initial values of the improved one-dimensional chaotic map system defined in (3).

• Step 1. Bit-level decomposition:
The color image I with the size of M ×N ×3 is divided into 3 image channels of

R, G and B, and then 3 images are linked to make a grayscale image with the size
of M ×3N . If it is a grayscale image with the size of M ×N , it can be used without
conversion. The grayscale image obtained above is converted into a one-dimensional
image pixel matrix, and then it is converted into a one-dimensional image bit matrix
B ={b1, b2, · · · , bM×24N }.

• Step 2. Bit-level permutation:
The chaotic sequence X is generated in the CIEA-IOCM through the above

improved logistic map in (3). It iterates M×24N +N0 times, and discards the former
N0 elements to make a new sequence with M × 24N elements. Then, the permutation
position matrix X′ is obtained by sorting the chaotic sequence X in an ascending order:

X′ = {x′
1, x′

2, · · · , x′
M×24N } (4)

The permuted image bit matrix B ′ is obtained by using permutation position matrix
X′ and the image bit matrix B. The permuted image bit matrix B ′ can be expressed by
the following equation:

B ′ = B(X′(i)) (5)

where i = 1 ∼ L and L = M × 24N represent the number of pixels in the three RGB
image channels converted to the bit-level.

• Step 3. Bit-level pixel diffusion:

Encrypted 

Color Image D

Original

Color Image I

Diffusion
Bit-level

Decomposition
Permutation

Linear 

Transformation

Key Generator

Bit-level 

Combination

0 0 0Secrete Key ( , , , , , )x u k N kd rp

'BB

X

C 'C

kd rp'X

Fig. 1 The block diagram of CIEA-IOCM
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By the following equation, the diffusion matrix D′ = {d ′
1, d ′

2, · · · , d ′
M×24N } is

obtained, given as:
D′(i) = mod(f loor(X(i) × kd), 2) (6)

where kd is a positive integer and the diffusion matrix D′ consists of 0 and 1.
From the diffusion matrix D′ and the permuted image bit matrix B ′, we obtain the

encrypted image bit matrix C = {c1, c2, · · · , cM×24N }, by the following diffusion
equation:

C(i) = bitxor(B ′(i),D′(i)) (7)

• Step 4. Linear transformation:
We obtain a new encrypted image bit matrix C′ = {c′

1, c′
2, · · · , c′

M×24N } through
rotating the obtained matrix C to the right by the amount of units rp. The new image
matrix bit C′ is obtained as follows:

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

C′(i + rp)=C(i)

i + rp≤M×24N

C′((i + rp)−M×24N)=C(i)

i + rp>M×24N

(8)

where rp ∈ [1, M × 24N ].
• Step 5. Bit-level combination:

A two-dimensional encrypted image D is obtained by using the bit-level synthesis
of the new encrypted image bit matrix C′, and the size of the image D is M×N×3.

3 Cryptanalysis and deciphering

3.1 Preliminary analysis of CIEA-IOCM

In this section, firstly, the security defects of the original algorithm are analyzed, and then
a decoding method based on chosen-plaintext attack is proposed. Refering to the basic
assumptions of cryptanalysis, all the contents of the cryptosystem are public, and the attack-
ers only have the secret key unknown. Chosen-plaintext attack is a common but powerful
cryptanalysis method. It is assumed that the attackers can arbitrarily choose the plaintext that
is conducive to decryption and obtain the corresponding ciphertext. In the case of chosen-
plaintext attack, the attacker can construct a special ordinary image (such as all black and
all white images), and obtain the corresponding special image to analyze the target image.

From the perspective of mathematical derivation, it can combine the Step 3 of solving the
diffusion matrix D′ and the linear transformation of the Step 4 in the Section 2.2 to obtain a
new diffusion matrix D′′. The reason is that the algorithm only performs one round of linear
transformation and only generates the diffusion matrix XOR operation, which satisfies the
commutative law of algebraic properties. The new diffusion matrix D′′ is defined as:

⎧
⎪⎪⎨

⎪⎪⎩

D′′(i + rp) = mod(f loor(X(i) ×kd), 2)
i + rp ≤ M × 24N

D′′((i + rp)−M×24N)=mod (f loor(X(i)×kd), 2)
i + rp > M × 24N

(9)

Subsequently, we perform the diffusion operation to get directly bit matrix C′, given as:
C′(i) = bitxor(B ′(i), D′′(i)) (10)
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RGB Color
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Bit-level
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Permutation

Bit-level

Diffusion

Bit-level
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Cipher Image D

Diffusion

Sequences CM
Permutation matrix PM

of size 1×24MN

Fig. 2 The block diagram of an equivalent simplified CIEA-IOCM

Finally, perform bit-level synthesis on the obtained encrypted image bit matrix C′ to
obtain a two-dimensional encrypted image. At this time, the algorithm has completed the
encryption.

The algorithm structure of CIEA-IOCM is actually a classic single-round permutation-
diffusion. In addition, all the generation processes of chaotic-based pseudo-random
sequences have nothing to do with ordinary images, which means that these sequences can
be regarded as equivalent keys. The reason is that, in the case of a given secret key, these
sequences are fixed for encrypting different plain images with the same size. Then, the
CIEA-IOCM can be equivalently simplified as shown in Fig. 2, where PM is an equivalent
permutation key and the diffusion sequences CM serve as an equivalent diffusion key.

In summary, under the scenario of chosen-plaintext attack and the strategy of divide-and-
conquer, the equivalent keys can be obtained, and then the original image can be restored.
Specifically, firstly, select some plain images with the same pixel values to eliminate the
pernuation and get the corresponding cipher image, and then get the diffusion key. Subse-
quently, construct some special ordinary images with unequal element values and get the
corresponding permuation images, and then obtain the permuation key through the mapping
relationship. Finally, use the equivalent keys to restore the images.

3.2 Diffusion analysis

In this section, based on the chosen-plaintext attack, it is assumed that the plaintext image
with the same pixel value is selected and the corresponding ciphertext image is obtained.

• Step 1. Choose the image I 0 with all-zero pixel values and obtain the corresponding
cipher image C0 to get the equivalent diffusion matrix CM .

The reason for choosing the all-zero image is that no matter how complex the per-
muation process is, the matrix value is 0 after the image is permuted. Therefore, the
permuation is ineffective, and in this way we can eliminate the diffusion to a relatively
large extent. At this time, the (10) becomes:

C′(i) = D′′(i) (11)

Then the equivalent diffusion matrix CM is equal to C′(i) in (11)

3.3 Analysis of permutation part

Once the diffusion part is broken, CIEA-IOCM degenerates into a permutation-only cipher.
According to the existing research, it cannot resist the chosen-plaintext attack. The basic
idea is to construct a special ordinary image with unequal element values and obtain the
corresponding permuted image. Taking 2×4 as an example, the process of solving PM is
described below. Firstly, a chosen plain image and the corresponding permuted image are
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given as:

I =
[
0 1 4 5
2 3 6 7

]

;P =
[
5 4 1 7
3 0 2 6

]

Then, the permutation process can be described as follows:

[
0 1 4 5
2 3 6 7

]
PM−−→

[
5 4 1 7
3 0 2 6

]

where PM is the permutation matrix of size M×N .

Finally, PM is determined as:

PM =
[

(2, 2) (1, 3) (1, 2) (1, 1)
(2, 3) (2, 1) (2, 4) (1, 4)

]

However, since the CIEA-IOCM is permuted in the bit-level, and the bit-level only has
two values, 0 and 1. Therefore, PM has to be obtained in a different way. For an image with
a size of M×N×3, the number of pixels when they are converted into bit-level are 24MN ,
so we can construct a virtual plaintext matrix vp with a size of 1 × 24MN , in which all
pixel values are not equal and are arranged in ascending order, namely:

vp = [0, 1, 2, 3, · · · , 24MN − 1] (12)

Then, decompose the virtual plaintext matrix vp into NC corresponding binary plaintext
matrices according to the law of high and low bits, and get:

vp =
NC∑

n=1

2n−1pn = p1 + 2p2 + 23p3 + · · · + 2NC−1pNc (13)

where pn = 0 or 1, Nc = �log2(1×24MN)	, �.	 means rounding up operation and log
means logarithm.

Secondly, according to the conditions of chosen-plaintext attack, an encryption machine
is temporarily obtained, and the element position permuation encryption is employed on the
NC plaintext matrices pn (n = 1, 2, · · · , Nc), and the corresponding NC permuation
matrices can be obtained as p′

n (n=1, 2, · · · , Nc). Thirdly, according to (13), the virtual
matrix vp′ is composed from the NC permuation matrices p′

n (n = 1, 2, · · · , Nc), given
as:

vp′ =
NC∑

n=1

2n−1p′
n = p′

1 + 2p′
2 + 23p′

3 + · · · + 2NC−1p′
Nc

(14)

Finally, by comparing the permutation correspondences of all elements in these two
virtual matrices vp and vp′, the equivalent permutation key PM can be obtained.

For example, the permutation process of the matrix I of size 2×2× 3 in the bit-level
is visualized as shown in Fig. 3. According to the (13), NC = 7 is obtained and vp is
decomposed with the law of the high and low bits to obtain 7 corresponding binary matrices
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Fig. 3 The visual flow chart of the position permuation of bit-level matrix elements with the size 1×96

as follows:

p1 =

⎡

⎢
⎢
⎣

0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1
0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1
0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1
0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

⎤

⎥
⎥
⎦

p2 =

⎡

⎢
⎢
⎣

0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1
0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1
0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1
0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1

⎤

⎥
⎥
⎦

p3 =

⎡

⎢
⎢
⎣

0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1
0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1
0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1
0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1

⎤

⎥
⎥
⎦

p4 =

⎡

⎢
⎢
⎣

0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0
1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1
0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0
1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1

⎤

⎥
⎥
⎦

p5 =

⎡

⎢
⎢
⎣

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

⎤

⎥
⎥
⎦

p6 =

⎡

⎢
⎢
⎣

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

⎤

⎥
⎥
⎦

p7 =

⎡

⎢
⎢
⎣

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

⎤

⎥
⎥
⎦
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Temporarily, by using the encryption machine shown in Fig. 3, the corresponding 7
binary permutation matrices are:

p′
1 =

⎡

⎢
⎢
⎣

1 1 1 0 0 1 0 1 1 0 1 1 0 1 1 0 1 1 1 0 1 0 1 0
1 1 0 0 0 1 0 0 0 0 1 0 1 1 1 1 0 1 0 0 1 1 0 0
0 0 1 1 1 0 1 1 1 1 1 0 1 1 1 1 0 0 0 0 0 0 1 1
0 1 0 0 1 0 0 0 0 0 0 0 1 1 0 0 0 0 0 0 1 1 1 1

⎤

⎥
⎥
⎦

p′
2 =

⎡

⎢
⎢
⎣

1 0 1 0 0 0 1 1 0 0 0 1 0 0 1 1 1 0 1 1 0 0 1 1
0 0 0 0 1 0 0 0 1 1 0 1 1 0 1 1 0 0 1 0 1 0 1 0
0 1 1 1 0 1 1 1 0 0 0 1 1 1 0 0 0 0 1 1 0 1 1 1
0 0 1 0 1 0 1 0 1 1 1 0 1 1 0 0 1 0 1 1 0 0 0 1

⎤

⎥
⎥
⎦

p′
3 =

⎡

⎢
⎢
⎣

0 0 1 0 1 0 1 0 0 1 1 0 1 0 0 1 1 1 1 0 0 1 1 0
1 0 0 0 0 1 1 0 0 1 1 1 0 0 0 0 1 1 1 1 1 1 0 1
0 1 0 1 1 1 1 0 0 0 1 1 0 1 0 0 1 0 1 0 0 1 1 0
0 1 0 0 0 1 0 0 0 1 1 0 1 1 1 1 0 0 0 0 1 1 0 1

⎤

⎥
⎥
⎦

p′
4 =

⎡

⎢
⎢
⎣

1 0 0 1 0 0 1 1 0 0 1 1 1 0 1 1 0 0 1 0 1 1 1 0
0 1 1 0 0 1 1 1 1 1 0 0 0 0 1 0 0 0 0 1 0 1 0 0
1 1 0 0 0 0 1 1 1 1 1 1 0 1 0 1 0 1 0 1 0 0 0 0
0 1 1 0 0 1 1 0 1 0 1 1 1 1 1 0 0 0 0 1 0 1 1 0

⎤

⎥
⎥
⎦

p′
5 =

⎡

⎢
⎢
⎣

0 0 0 0 0 0 1 1 1 1 1 0 0 1 1 1 1 1 0 1 1 1 1 0
0 0 0 0 0 1 0 1 1 0 0 1 1 1 0 0 0 0 0 0 0 0 1 1
0 0 1 1 1 0 0 1 0 1 0 1 0 0 0 0 1 1 1 0 0 0 0 0
0 1 1 1 1 1 0 1 1 1 0 1 1 1 1 0 1 1 0 0 1 0 1 1

⎤

⎥
⎥
⎦

p′
6 =

⎡

⎢
⎢
⎣

0 0 0 0 0 0 1 1 1 1 0 1 1 0 0 0 1 1 0 1 1 1 1 0
0 0 0 1 0 0 0 0 0 1 0 0 0 0 0 1 1 1 1 0 1 0 0 0
1 0 0 0 0 0 1 0 1 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0
0 1 1 1 1 0 1 0 0 1 0 1 0 0 0 0 0 0 1 0 0 1 0 0

⎤

⎥
⎥
⎦

p′
7 =

⎡

⎢
⎢
⎣

0 0 1 0 1 1 0 0 0 0 1 0 0 0 0 1 0 0 0 0 0 0 0 1
1 0 1 0 0 0 0 0 1 0 0 1 0 1 1 0 0 0 0 1 0 1 1 0
0 1 1 1 0 0 0 1 0 0 0 0 0 1 0 1 1 1 0 0 0 1 0 1
1 0 0 0 0 1 0 0 0 0 0 0 0 1 0 0 0 1 0 1 1 0 1 0

⎤

⎥
⎥
⎦

Then according to the (14), the corresponding output virtual matrix vp′ is obtained as:

vp′ =
⎡

⎢
⎣

11 1 71 8 68 65 62 59 49 52 93 43 44 17 27 94 55 53 15 50 57 60 63 66
69 9 72 32 2 29 12 24 90 46 5 86 19 81 75 35 36 37 38 76 39 77 82 20
40 78 83 87 21 6 47 91 41 25 13 30 3 79 33 73 84 88 22 10 0 70 7 67
64 61 58 48 51 92 42 16 26 54 14 56 31 95 28 4 18 80 34 74 85 45 89 23

⎤

⎥
⎦

Finally, by comparing vp and vp′, it is not difficult to obtain the equivalent permutation
key PM . Therefore, the PM is determined as:

PM =

⎡

⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎣

(1, 69) (1, 2) (1, 29) (1, 61) (1, 88) (1, 35) (1, 54) (1, 71) (1, 4) (1, 26) (1, 68) (1, 1)
(1, 31) (1, 58) (1, 83) (1, 19) (1, 80) (1, 14) (1, 89) (1, 37) (1, 48) (1, 53) (1, 67) (1, 96)
(1, 32) (1, 58) (1, 81) (1, 15) (1, 87) (1, 30) (1, 60) (1, 85) (1, 28) (1, 63) (1, 91) (1, 40)
(1, 41) (1, 42) (1, 43) (1, 45) (1, 49) (1, 57) (1, 79) (1, 12) (1, 13) (1, 94) (1, 34) (1, 55)
(1, 76) (1, 9) (1, 20) (1, 77) (1, 10) (1, 18) (1, 82) (1, 17) (1, 84) (1, 21) (1, 75) (1, 8)
(1, 22) (1, 74) (1, 7) (1, 23) (1, 73) (1, 6) (1, 24) (1, 72) (1, 5) (1, 25) (1, 70) (1, 3)
(1, 27) (1, 64) (1, 92) (1, 39) (1, 44) (1, 46) (1, 50) (1, 62) (1, 81) (1, 38) (1, 47) (1, 51)
(1, 65) (1, 93) (1, 36) (1, 52) (1, 90) (1, 95) (1, 33) (1, 56) (1, 78) (1, 11) (1, 16) (1, 86)

⎤

⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎦

(15)
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Fig. 4 The overall flow chart of attacking an improved chaotic system

Based on the above contents, the steps for attacking poermuation are briefly summarized
as follows:

• Step 1. Select some special ordinary images and obtain their corresponding cipher
images to determine the permutation matrix PM;

• Step 2. Use the permutation matrix PM to restore the original images from the
permuted images.

3.4 The proposed chosen-plain attackmethod

After the above discussion, the CIEA-IOCM cannot resist the attack method proposed in
this paper. The flow chart of the attack method is shown in Fig. 4. The specific steps based
on the chosen-plaintext attack are: First, obtain the equivalent diffusion matrix CM based
on the method in Section 3.2. Secondly, the permutation matrix PM is obtained by the
method in Section 3.3. Finally, use the equivalent keys to restore the original image.

In addition, the complexity required for the attack method is discussed here. In terms of
data complexity, for a color image with a size of M ×N ×3 the number of selected ordi-
nary images required for decryption, diffusion and permutation is 1 and �log2(M×24N)	.
Therefore, the total data complexity required is O(1 + �log2(M×24N)	).

4 Experimental verifications and discussions

In order to verify our security analysis, the algorithm steps of CIEA-IOCM strictly follow
Ref. [17]. We use MATLAB r2018b to perform simulation verification on a proposed image
cryptography system based on PC (personal computer). The running PC is installed with
Windows 10 64-bit OS (operating system), Intel (R) Core (TM) i5-8265U CPU@ 1.60GHz
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Fig. 5 A pair of plain image and cipher image of size 2 × 2 × 3: a) plain image I; b) the histogram of I; c)
cipher image C; d) the histogram of C
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Fig. 6 The all-zero chosen plain image I 0 and its corresponding cipher image C0 of size 2×2×3: a) I 0; b)
the histogram of I 0; c) C0; d) the histogram of C0

and 8GB memory. We select some typical images listed in Table 1 for experiments. In (3),
we set the experimental key parameters as: the initial value of chaotic mapping x0 = 0.34,
the control parameters u=2.56, k=12, N0=1000, kd =654321 and rp=1000.

• Case 1. Breaking CIEA-IOCM with an image of size 2 × 2 × 3:
To better illustrate the attack process, we start with a very simple image of a size of

2×2×3. A pair of the given target plain image I and cipher images C is shown in Fig. 5a,c
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Fig. 7 Seven chosen plain images and their histograms of size 2× 2× 3: a) 1# plain image; b) the histogram
of a); c) 2# plain image; d) the histogram of c); e) 3# plain image; f) the histogram of e); g) 4# plain image;
h) the histogram of g); i) 5# plain image; j) the histogram i); k) 6# plain image; l) the histogram of k); m) 7#

plain image; n) the histogram of m)
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Fig. 8 Seven cipher images corresponding to seven chosen plain images and their histograms of size 2×2×3:
a) 1# cipher image; b) the histogram of a); c) 2# cipher image; d) the histogram of c); e) 3# cipher image; f)
the histogram of e); g) 4# cipher image; h) the histogram of g); i) 5# cipher image; j) the histogram of i); k)
6# cipher image; l) the histogram of k); m) 7# cipher image; n) the histogram of m)
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Fig. 9 Seven permuted images corresponding to seven chosen plain images and their histograms of size
2 × 2 × 3: a) 1# permuted image; b) the histogram of a); c) 2# permuted image; d) the histogram of c); e) 3#

permuted image; f) the histogram of e); g) 4# permuted image; h) the histogram of g); i) 5# permuted Image;
j) the histogram of i); k) 6# permuted image; I) the histogram of k); m) 7# permuted image; n) the histogram
of m)
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Fig. 10 A target cipher image, the permuted image, the original plain image and their histograms of size
2 × 2 × 3: a) a target cipher image; b) the histogram of a); c) its permuted image; d) the histogram of c); e)
its original plain image; f) the histogram of e)

respectively, and their histograms are shown in Fig. 5b,d respectively. Accordingly, the
numerical matrices of I and C are:

IR=
[
11 22
33 44

]

; IG=
[
55 66
77 88

]

; IB =
[
99 100
111 122

]

CR=
[
90 252
162 32

]

;CG=
[
23 221
170 163

]

;CB =
[
222 140
156 72

]

Firstly, based on Step 1 in Section 3.2, choose the all-zero plain image I 0 shown
in Fig. 6a and temporarily use the encryption machine of CIEA-IOCM, and then the
corresponding cipher image C0 is obtained, as shown in Fig. 6c. The all-zero image
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Fig. 11 The all-zero chosen plain image I 0, its corresponding cipher image C0 and their histograms of size
256 × 256 × 3: a) I 0; d) the histogram of a); c) C0; d) the histogram of c)
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Fig. 12 The cipher image, permuted image, plain image and their histograms of size 256 × 256 × 3: a) the
cipher image; b) the histogram of a); c) its permuted image; d) the histogram of c); e) its plain image; f) the
histogram of e)

I 0 and the corresponding cipher image C0 and their histograms are shown in Fig. 6b,d
respectively. Similarly, the numerical matrices of I 0 and C0 are:

IR0=
[
0 0
0 0

]

; IG0=
[
0 0
0 0

]

; IB0=
[
0 0
0 0

]

CR0=
[
72 226
51 61

]

;CG0=
[
214 14
145 248

]

;CB0=
[
79 172
118 69

]

Secondly, the cipher image C0 is decomposed at the bit-level in a method of Step
1 in Section 2.2 to obtain the one-dimensional image bit matrix C0

bit . Then, according
to the (11), we can conclude that CM = C0

bit . Then, CM can be used to restore the
permutation image shown in Fig. 10c from Fig. 10a.

Thirdly, following the Step 1 in Section 3.2, we choose some special attack images
(shown in Figs. 7a-n) and get the corresponding cipher images (shown in Fig. 8a-n). Then,
the equivalent diffusion matrix CM is used to obtain their corresponding permuated
images (shown in Fig. 9a-n). After that, we can get PM as (15).

Finally, based on Step 2 in Section 3.3, we can restore the plain image shown in
Fig. 10e from the permuted image shown in Fig. 10c with PM .

• Case 2. Breaking CIEA-IOCM with an iamge of size 256 × 256 × 3:
Firstly, based on Step 1 in Section 3.2, we choose the all-zero plain image I 0 and

temporarily use the encryption machine of CIEA-IOCM, and then obtain the corre-
sponding cipher image C0. Their images are shown in Fig. 11a,c respectively, and their
histograms are shown in Fig. 11b,d respectively. Then, the cipher image C0 is decom-
posed at the bit-level in a method of Step 1 in Section 2.2 to obtain the one-dimensional
image bit matrix C0

bit . Then, according to (11), we could conclude that CM = C0
bit .

Secondly, we use the CM to restore the permuted image shown in Fig. 12c from
the cipher image shown in Fig. 12a. Then we would obtain CM according to the (11).
Thirdly, based on Step 1 in Section 3.3, construct some special attack images to obtain
the permutation matrix PM . Finally, we restore the plain image shown in Fig. 12e from
the permuted image shown in Fig. 12c with PM .

Without losing generality, we carried out experiments based on other images in different
sizes. The experimental results are shown in Table 1 and Fig. 13. They all prove the effec-
tiveness of our attack method. In addition, it can be seen from Table 1 that the proposed
attack is effective. Taking the image of size 256×256×3 as an example. When the time for
encryption is 0.3115s, the time required for the corresponding attack is only 9.3985s. Even
if the size of an image increases, the time required for attacking is still within an acceptable
range. Therefore, it proves that our method is computationally feasible.

Last but not least, we verified the data complexity required for the attack. As described
in Section 3.4, the total data complexity required for breaking the CIEA-IOCM is O(1 +
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Fig. 13 Attacking results with four images of size 400×256×3, 320×512×3, 400×400×3 and380×750×3
respectively: a) cipher image of size 400×256×3; b) plain image of a); c) cipher image of size 320×512× 3;
d) plain image of c); e) cipher image of size 400×400×3; f) plain image of e); g) cipher image of size
380×750×3; h) plain image of g)

�log2(M×24N)	). In our experiment of chosen-plaintext attack, the numbers of attacking
images with a size in 2×2×3 and 400×256×3 are 8 and 23, respectively. And for sizes
of 256×256×3 and 320×512×3, the numbers of attacking images required are 22 and
23, respectively. Therefore, the experimental verification is consistent with the theoretical
calculation.

5 Conclusion

In this paper, the security performance of a color image encryption algorithm named
CIEA-IOCM using an improved one-dimensional chaotic map is analyzed. From the per-
spective of cryptanalysis, The encryption analysis which we conducted reveals that the

Table 1 The time required for breaking the improved 1D chaotic map by our proposed attack method (unit:
second)

Images Sizes Encrytion Attacking
diffusion

Attacking
permutation

Totol

time Step 1 Step 1 Step 2 Attacking
time

Data
complexity

Fig. 10(e) 2 × 2 × 3 0.0051 0.5242 0.0253 0.0038 0.5533 O(8)

Fig. 12(e) 256 × 256 × 3 0.3115 0.5242 8.4357 0.4386 9.3985 O(22)

Fig. 13(b) 400 × 256 × 3 0.4804 0.8432 13.8091 0.7233 15.3756 O(23)

Fig. 13(d) 320 × 512 × 3 0.7799 1.3712 22.8973 1.2234 25.4919 O(23)

Fig. 13(f) 400 × 400 × 3 0.7233 1.2996 21.3472 1.0872 23.7340 O(23)

Fig. 13(h) 380 × 750 × 3 1.3360 2.2967 40.5493 2.0553 44.9013 O(24)
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original algorithm has defects in security. The process of permutation and diffusion are
not related to plaintext, and the algorithm has the equivalent keys. Therefore, this paper
presents an approach to decode the original algorithm by obtaining the equivalent diffu-
sion and permutation key respectively, based on the chosen-plaintext attack. Additionally,
for the color images with the size M × N × 3, the data complexity for decrypting is
O(1 + �log2(M × 24N)	). The cryptanalysis in this paper would provide some references
for chaotic encryption designers to advance the security performance of the algorithm.
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